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Substructural type systems provide the ability to speak about resources. By enforcing usage restrictions on
inputs to computations they allow programmers to reify limited system units—such as memory—in types.
We demonstrate a new form of resource reasoning founded on constraining outputs and explore its utility
for practical programming. In particular, we identify a number of disparate programming features explored
largely in the security literature as various fragments of our unified framework. These encompass capabilities,
quantitative information leakage, sandboxing in the style of the Linux seccomp interface, authorization
protocols, and more. We furthermore explore its connection to conventional input-based resource reasoning,
casting it as an internal treatment of the constructive Kripke semantics of substructural logics. We verify the
capability, quantity, and protocol safety of our system through a single logical relations argument. In doing so,
we take the first steps towards obtaining the ultimate multitool for security reasoning.
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1 Introduction

Resource constraints are ubiquitous in real-world computing systems. For instance, all programs
must manage memory. Programs which make use of concurrency need to contend with interthread
sharing and synchronization. Correct management of these resources is essential to the correctness
of the program. Substructural type systems have recently become a favored choice for managing
these concerns due to their ability to reify limited resources in types.

Affine types as featured in Rust and Swift exemplify this character, prohibiting multiple usage.'
After data at affine type is used, it drops out of scope and cannot be further used. From a memory
management view, this precludes temporal safety issues like double-free and use-after-free. The
treatment of units of allocated memory ephemerally within the language rather than persistently
models their limited semantics, reflecting that of hardware memory. Various facets of substruc-
turality model changes over time in different forms, emerging as a collection of disciplines for
programmatic reasoning about resources.

!Practically, borrowing complicates the situation. See Marshall and Orchard [2024] for an overview.
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It has been known from prior work on indexed modalities and coeffects [Gaboardi et al. 2016;
Girard et al. 1992] that linearity is connected to variable usage, and therefore to computational
inputs. Concurrent developments in substructural proof theory [Reed 2009; Reed and Pfenning 2010]
have produced an output-based account of linearity as a semantic device for bridging logics, but have
not explored its computational character. Here we commit fully to the output-based perspective
as a programming language in its own right, uncovering an effectful interpretation of resources.
The resulting type system is endowed with a unique collection of reasoning facilities including
capabilities, quantitative information flow, privilege changing protocols, and more considered
primarily—but not incidentally—by the literature on secure programming. We begin with a tutorial,
starting with a conventional affine type system and inverting its mechanics to produce ours.

1.1 Input-Based Affinity: Looking Forwards

It will turn out that the directionality of resource restriction is the key distinction between input-
and output-based resources. We’ll start with the affine fragment of bounded linear logic [Girard et al.
1992]. Here the exponential modality from linear logic—represented by square brackets [ ] in what
follows—is indexed with a maximum allowable usage count.? Consider the example in Figure 1.

val f : nat [ « @« « ] -> nat
let f x = x + X

let f x = x + x * X

let f x = x +x * x +x A

Fig. 1. Bounded Affine Logic: Natural Number Arithmetic

Each « in the type of f indicates one allowed usage of its first argument. In other words, every
time the implementer of f desires to use x, they may expend one « token for that usage. So the
implementations on lines 2 and 3 work perfectly well, using x two and three times respectively.
But line 4 produces a type error, because no « tokens remain after using x thrice.

Observe the perspective from which usage is constrained here. The inputs to the computation—
here, x—declare the structure of their future usage. This fundamental nature is present in all
substructural type systems, with restrictions propagating forwards from inputs dictating how the
computation may proceed. It seems there is a void left, then, that takes the shape of backwards
propagating restrictions which operate based on the result of the computation.

1.2 Output-Based Affinity: Looking Backwards

Our primary design goal is for resource restrictions to propagate backwards from the output
specified for a computation, rather than forwards from its inputs. Accordingly, we must record
information about how the computation proceeded so it can be compared to what is expected at the
output. We adapt the prior example to this paradigm, shown in Figure 2.

val f [alnat > [ a a a ] nat
let f x = x + x

let f x = x + x * X

let f x = x +x * x + x A

Fig. 2. Our System: The Same Thing?

2Qur presentation of bounded linear logic uses slightly unconventional syntax for pedagogy; assume the usual natural
number index is represented in unary form via as.
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Despite the syntactic similarity, we depart wholly from the machinery of bounded affine logic
here. Exactly the same terms as in the prior example are well-typed under this one, so where lies
the difference? Rather than x declaring that it may be used at most thrice as before, it now declares
that it induces one « upon usage. Where before the output was unannotated, it now limits the
computation to being dependent on at most three as. That is, the output type of the computation
dictates the resources it could have used. This may seem a surface-level distinction but is in
reality significant, and is part of what provides us our unique tools for controlling resources.

The other portion comes from explicating the semantics of [ @ ] nat. This type has little in
common with the syntactically similar form in Figure 1. Whereas nat [ @ « « ] is a constraint on
variable use, [ @ ] nat marks the effect of running x: it is a computation! It is easy to miss this,
because we did not explicitly mark running (or forcing) x. We remedy this in Figure 3.

val f : [ o« 1 nat > [ ¢ a « ] nat
let f x = Ix + !x

let f x = Ix + Ix * Ix

let f x = Ix + Ix * Ix + Ix A

Fig. 3. Our System: Forcing

I'x forces the computation associated with x. Forcing an argument at type [ « ] nat induces an «
resource and turns it into a nat. Figure 3 can be seen as the “desugared” version of Figure 2. Now
that we know we are tracking computations rather than variable use, however, we can write a
well-typed version of the implementation on line 4.

val f : [ alnat >[ a a « ] nat
let f x =bindy to Ixiny +y xy +y

On line 2 we run x once and bind the result to y. We then use y the way we used x in Figure 2.
This time, however, type checking succeeds. Why? Consider how many as were introduced in the
body. Each forcing of x corresponds to one count of «, which is why line 4 in Figure 3 produced
a type error. In the above, there is only one forcing of x and therefore only one « produced. So
the resource bound « « « is not exceeded. This is because the system tracks the running of
computations, rather than the usage of variables. In the affine case this allows it to capture how
often some action may occur, e.g. for enforcing rate limits and establishing quantitative information
leakage bounds. We will show that this choice induces the type-theoretic structure of an effect.

Why the focus on computations? It turns out that computations are special even to ordinary
affine type systems. Consider the polarized lambda calculus [Levy 1999], which separates types
that involve computation (“negative types”) from types that characterize values (“positive types”).
Perhaps surprisingly, affine typing does not strongly constrain positive types because they can be
duplicated via pattern-matching followed by reconstruction. This admits contraction—the property
that affine types are not supposed to provide! For instance, Figure 4 shows how to write a function
which duplicates nats under the input-based affine type system from Figure 1. Notice that dup is

val dup : nat [ « ] -> nat X nat
let dup n = match n with
| Zero -> (Zero, Zero)
| Succ n1 -> let (n2, n3) = dup n1 in (Succ n2, Succ n3)

Fig. 4. Bounded Affine Logic: Admissibility of Contraction
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not only affine but linear in its argument. We could further write a linearly valid function which
witnesses the admissibility of weakening, or deletion, for nats. ‘Violating’ substructural restrictions
in this way is possible for any type which can be pattern matched—precisely the positive types—
but not for those which cannot, like functions and other negative types. This bias is reflected in
our framework’s tracking of computations. We will obtain stronger justification for our system’s
behavior as we discuss prior work and formal properties which are consequences of this design.

Output-based substructural types offer a distinct suite of programming tools complementing
those arising from input restrictions. We’ll touch on the systematic differences which permit certain
invariants (e.g. aliasing restrictions) to be expresed naturally on one side or the other, largely
directing our attention to the strengths of our regime. For a hint at where we’re headed, signatures
like [ low_ops* authorize high_ops* ] will be able to constrain computation in an ordered way
while mixing in affine, strict, and structural constraints. We will take a tour of these and the rest of
the zoo of reasoning tools—largely as applicable to secure programming—which spring out of the
simple constructions of our setting.

1.3 A Preview of the Rest

The basic mechanisms we have introduced so far constitute the bulk of what we will use in this
work. The largest remaining piece is mode variability, which enables us to interoperate between
the linear, affine, ordered, strict, and structural modes of resource reasoning. We discuss this
extension in Section 2 and use it to justify our focus on security reasoning. We then formalize our
intuitions so far, touching on the core typing rules in Section 3 and remarking on the essential
role played by polarity. Section 4 presents an array of examples, including modeling sandboxing in
the style of Linux’s seccomp system call. We ground each example in the metatheoretic properties
we have shown for various facets of our system, including capability safety, quantity safety, and
protocol safety. These are explained in detail in Section 5. Section 6 reviews related work, discussing
connections to constructive Kripke semantics and graded modalities. We conclude in Section 7.

(1) We present an output-based interpretation of resources which displays effectful
structure. Furthermore, substructural reasoning is unified in our system. Incorporating
recent advances from the substructural typing literature, programs written under our frame-
work may liberally swap between structural, affine, linear, strict, ordered, and more. Being
able to exploit ordering is uncommon and falls outside the domain of coeffectful accounts of
substructurality.

(2) We show a collection of examples enabled by the output-based setting. We survey capabili-
ties, quantitative information leakage, sandboxing and the Linux seccomp interface,
authorization protocols, lightweight typestate, and more.

(3) We show soundness by way of a logical relations arguments. It establishes capability,
quantity, and protocol safety simultaneously. This serves to formally unify the techniques
we surveyed by way of uniting their soundness.

(4) We contextualize our work within the rich body of work on substructural type systems
and point out how issues and insights from other settings are mirrored and offered
clarity by ours. In particular, we discuss connections to type systems for information flow,
constructive Kripke semantics, graded modal type theory, and Adjoint Logic. We justify here
the use of concepts from substructural reasoning to discuss our system, showing how to
reconstruct our language from prior work.

By the end of this paper we will have laid the groundwork for resource-aware machinery
which regulates outputs rather than inputs. We will have shown its utility in service of practical
programming concerns, and detailed how these arise from its unique foundations.
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2  Further Exposition and Background

We review the remaining structural rules supported by our framework. Importantly, we will be
able to move between them as programming concerns demand; just as it is rare that one wishes to
work in a purely linear or ordered type system in the typical substructural setting, so it is in ours.
Using these notions, we discuss the foundations of our work in information flow.

2.1 The Remaining Structural Rules and Their Modes

Fleshing out our setup, we step through each supported structural rule in turn and briefly detail
its mechanics, deferring a full discussion to Section 3. Afterwards we describe our approach to
composing them via mode switching, giving each rule a corresponding mode.

2.1.1  Contraction / Affinity. In Section 1 we considered collections of affine, or quantity-sensitive,
resources of the form [ @ @ « 1. This is because running a computation inducing an « once, for
instance, is not considered the same as running it twice (thereby inducing two as). So we have
[ @ 1# [ aal. In general, affinity will be useful for constraining how much computation may
take place, and corresponds to relaxing the typical structural rule of contraction. We will see in
Section 3 that a non-standard formulation of contraction will be needed due to our ability to mix
modes, in particular order-sensitivity. This is drawn from prior work [Kanovich et al. 2018, 2019]
investigating an ordered sequent calculus.

val ord : [ oy 1 nat > [ o, 1 nat > [ 0y 07 ] nat
let ord x y = ly / Ix
let ord x y = Ix / ly A

Fig. 5. Ordering

2.1.2  Mobility / Ordering. As noted, we may also consider collections of order-sensitive resources.
We have been operating under the assumption that [ p; p» 1 =[ p, p; 1, but it is reasonable to
choose to relax this. This causes the order of computations to become significant, as Figure 5 shows.
The order in which the computation 0, in x and 0, in y are run, assuming / is evaluated left-to-right,
is reflected in the return type of ord. We will show in Section 4 that discriminating by order leads
to lightweight protocol reasoning in the output-based setting. Ordering typically corresponds to
relaxing the structural rule of exchange, but as with contraction we will need to deploy a modified
variant in our setting. This will be called mobility, nomenclature from Roshal and Pfenning [2025].
The ability to (selectively) drop ordering is rare in prior work; Section 3 will discuss the choices
taken to make it available here.

val strict : [ ¢ 1 nat -=> [ o ] nat
let strict x = !x
let strict x = 5 A

Fig. 6. Strictness

2.1.3  Weakening / Strictness®. The final reasoning tool is strictness, which forces certain resources
to be induced. This is connected to the structural rule of weakening, which states that if we have
some expression using resources [ o7 03 ], then it can also be said to use resources [ oy 02 03 ].

3Also called relevance, but we avoid this term because a logic lacking the rule of weakening does not correspond to the
Relevance Logic of Anderson et al. [1992]. Strict is preferred instead for its meaning in strictness analysis.
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27:6 Hemant Gouni, Frank Pfenning, and Jonathan Aldrich

That is, the former can be transformed into the latter via weakening. Importantly, we may insert o,
anywhere we like. We used weakening implicitly in Figure 3, where an extra « was weakened on
line 2. Figure 6 shows that without this ability, typable programs must force x at least once.

The ordinary rule of weakening in structural type systems applies to in-scope variables x,
allowing them to be added to the set of bound variables while preserving typing. We weaken here
not on term variables, but on resource variables. The latter fundamentally diverges from the former
for its programming consequences. It will turn out that capabilities [Linden 1976] emerge from the
absence of weakening, a point we will demonstrate in Section 4 and formally justify in Section 5.

val mix : [« Jnat =>[ o lnat >[ a ¢ 0 0 ] nat

let mix x y = ly + Ix + ly

let mix x y = Ix + Ix + Ix + ly + ly A\ (* a over-produced x)

let mix x y = Ix + ly A (* o under-produced x)
Fig. 7. Mixing

2.1.4 Mixing Modes. We may choose which structural rules we wish to work under. Each resource
p carries with it the set of structural rules it respects as its mode. For instance, assume p respects at
least contraction and o respects no structural rules. Then we canturn Lo p po Jinto Lo po ],
contracting p. But neither can be transformed to [ p 0 p ] because o is not mobile or contractible.
Figure 7 uses an affine « and a strict ¢ in the same program.

Taking inspiration from prior work on LNL [Benton and Wadler 1996] and Adjoint Logic
[Pruiksma et al. 2018], the latter of which provides the basic structure for programs to medi-
ate between input-based linearity, affinity, and strictness, we additionally allow for moving
between substructural modes in a sound way. In short, it is perfectly acceptable to track more
information than the program needs (say, regarding quantity) and simply discard that informa-
tion later. This is upshifting in the adjoint setting, and is connected to universal quantification in
ours. Downshifting is trickier and occurs through existential quantification. We will compare our
mechanisms to those in Adjoint Logic in Section 3.

2.2 Substructural Information Flow

Our framework is an extension of Gouni et al. [2025a]’s structural information flow. Rather than the
resource reasoning light in which we have cast it so far, another valid view of this work is as a
generalization of the standard machinery for information flow. Information flow reasoning
is typically conducted within a semilattice of security annotations. Such a structure is defined by a
partial order C and a join LI (or meet M) operator over security annotations satisfying, crucially, two
equations: x U x = x, or idempotency, and x U y = y Ll x, or commutativity. Within the structural
information flow framework, sets of resource variables [ §; §; d, ] are interpreted as mathematical
sets. So defining LI as set union U of these sets, the two laws above are immediately satisfied. C is
then defined as subset inclusion C. From an information flow tracking perspective, the presence of
d1ina [ &; &, ] annotation proclaims the dependency of the computation in question on the input
1. For a concrete example, look to Figure 8. The annotation [ pwd ... ] states that the annotated
expression is affected by password data, appearing in line 4 after calling check. There is an error
on line 5 because it depends on a bool of password data but only declares alice.

Idempotency and commutativity of LI correspond respectively to contraction and exchange
(or mobility). Weakening is given by subsumption, or the preservation of typing, over the lattice
preorder L. If all that is desired is to check whether some computation depends on some data,
then having all three structural properties is quite convenient. However, in this work we consider
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Security Reasoning via Substructural Dependency Tracking 27:7

let alc : [ alice ] string = ...
let pass : [ pwd ] string = ...

let check : [ § ] string -=> [ 6 pwd ] bool = fun att -> !att == !pass
let _ : [ pwd alice ] bool = check alc
let _ : [ alice ] bool = check alc A\

Fig. 8. Information Flow

how that dependency occurs, accounting for quantity, order, and strictness. Relaxing the algebraic
properties of lattice join and the accompanying preorder does not fundamentally change non-
interference, the core information flow property which ensures that dependency tracking is faithful.
Non-interference is a hyperproperty, or determined by multiple related executions [McLean 1996].
Working substructurally instead adds extra trace properties—those of singular program executions—
on top. These are capability, quantity, and protocol safety, to be shown in Section 5. Our system
owes its affinity for security reasoning to its roots in information flow, particularly the
additional security-relevant properties gained from generalizing it. This basis in information
flow is what we refer to as dependency tracking, avoiding use of the term information flow because
most of the properties of interest here are not characterized by non-interference. We have extended
Gouni et al. [2025a]’s non-interference result to our more general setting, but this does not serve as
a focal point of the current work.

3 Quantified Resource Type Theory

We first discuss the precise mechanics of the structural rules summarized in Section 2.1. We then
look to the type system itself—abbreviated QrTT—and note the strong influence of polarity on it,
using it to guide our exposition.

3.1 Structural Rules

The syntax for resources is shown in Figure 9. We start with resource contexts ¢, which are simply
a collection of resource variables; we previously wrote these as [ p; p2 p3 1. They form a monoid
with a unital element o and an associative multiplication operation given by juxtaposition. Each
resource variable is annotated with a mode m, which we have left unwritten thus far and will
omit wherever the mode has already been specified or isn’t requisite to understanding. Modes
specify collections of active structural rules of which we have five; using ordered resources requires
a slight generalization from the three we covered in the last section [Kanovich et al. 2019]. We
have weakening, backwards + forwards contraction, and backwards + forwards mobility, splitting
contraction and mobility in two. Section 4 will show the split structural rules’ separate variability
[Roshal and Pfenning 2025] to be useful.

The structural rules are also presented in Figure 9. Rather than applying directly to the typing
relation, as is typical, each rule induces an inequality of ¢s to be used later by typing. Starting
with weakening, the presence of w in a resource p’s mode allows WEAKEN to be used to obtain
it. Assuming W € p;, or that p; is weakenable, it will be possible to start from an expression
e:[ p, ]intandobtaine: [ p; p; ] int. The A + p™ in the premise of the rule is for scoping; we
will return to this in Section 3.2.

Contraction in QRrTT is regulated by cB and cF, and we show rules corresponding to each of
these tokens. The primary difference between CoNTRACT-BACK and CONTRACT-FWD is in choosing
which side to contract to. Reading the first bottom-up, contraction collapses onto the left resource
variable, corresponding to going frome : [ p; p2 p1 1 int wherecB € p;toe : [ p; p, ] int.
Within the second it collapses onto the right, which assuming cr € p; instead would allow us
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Substructural Modes m  Resource Contexts ¢  Resource Variables py, po, . . .

Substructural Modes m < { W, CB, CF, MB, MF }

Resource Contexts ¢ :=o | p* | ¢ P2

WEAKEN CONTRACT-BACK
prp" P Eada  Arp"  wem $1p" P ¢ Endy  cBEmM
$1 ¢1 Ea ¢2 $1p™ ¢ P $1 En $2
CONTRACT-FwWD MovEe-BAck
19 p" ¢ Eang2  cFEmM prp" ¢ ¢ Eng2  MBEmM
$1p™ ¢1 P™ 1 Ea 42 $1 ¢1 p™ ¢ En ¢2

Fig. 9. Structural Rules (Selected)

to obtaine : [ p, p; 1 int. In other words, our formulation of contraction is directed and
non-local and therefore non-standard [Kanovich et al. 2019]. To illustrate the difference consider
the typical rule of CONTRACTION below, which requires contracted antecedents to be adjacent.
We cannot abide by this restriction, however, due to an issue
which occurs when context entries are ordered, that is, lacking ~ CoNTRACTION EXCHANGE
mobility. Briefly, in the absence of commutativity [ p p ] might T,AA+C [LBAT +C
be locally contracted to [ p 1, but instantiating p =[ a b ] (to TArC TLABT +C
be covered in Section 3.2.3) and attempting to locally contract
[ abab ] fails. The issue is fully described in Appendix B of
Gouni et al. [2025b] and analogous to the failure of local soundness seen in Kanovich et al. [2019, §8].
We use the same remedy as there. Exchange is likewise directed and non-local and therefore
called mobility in our setting. It is regulated by the MB and MF tokens. MOVE-BACK is activated by
MB and moves the resource variable left by an arbitrary distance; this corresponds to going from
e:[ ps ps p1 ] int where MB € p; toe: [ p; p2 p3 1 int. Contrast this with EXCHANGE above,
which again requires adjacency. We look now to the type system constructed around these rules.

3.2 Core Type System

Selected core syntax and typing rules for QrRTT are laid out in Figure 10. Our formalization is based
on Gouni et al. [2025a] and follows a call-by-value semantics. The form of the typing judgement is
A;T +e: Al ¢ and can be read as “Under resource variables A and term variables I' the expression
e has type A using resources ¢.” Starting with the simplest rules, T-UNIT incurs no resource cost
to introduce a unit. The rule for variables is similarly uninteresting, which is as expected for our
flavor of substructural reasoning where computational inputs are untracked.

3.2.1 Negative Connectives. The rules for negatives, including resource types [A - ¢] and function
types A — B, are more interesting. Reading from premises to conclusion, T-CoNSUME packs the
judgemental resources ¢ of an expression e into its type A to introduce a type [A- ¢] with resources
encapsulated inside it. We previously wrote [int - p; p1] as [ p1 p1 1 int, where ¢ = p; p; and
A = int. T-ProDUCE works in the opposite direction, starting from an expression e at [A - ¢1],
ejecting the resources ¢; from the type back into the typing judgement, and concatenating them to
the ¢, resources already there. The distinction between a ¢ in the typing judgement versus one
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Type A,B Expre Term Varsxj, xz,... €I  Resource Vars pj, ps,... € A

Types A,Bz=unit | [A-¢] |A— B

Expressions e == () | x | #e | le | A(x.e) | ap(es; ez)

T-UnN1T T-Var T-CONSUME T-ProODUCE
ATre:Al¢ ATre:[A-¢1] ]| P2

ATF():unit|]o  AT,x:Arx:Alo ATr#e:[A-¢]]|o ATrle:Al ¢y po

T-Lam T-Ar
AT, x:Ajre:Ay|o ArA; ATre:Ar > A | ¢ AT ket Ay ¢y
AT HA(xe) : Ay > Ay | o AT+ ap(eser) : Ay | ¢1 @

Fig. 10. Typing Rules for Variables and Negative Connectives

inside a type is that the first is being used at present, whereas the second is waiting for an operation
which will cause it to start being used. The order of resources in the typing judgement is listed in
reverse order of their execution, so T-PRODUCE concatenates the later-used ¢; on to the front of ¢,.

Consumption and production correspond respectively to suspending a computation and forcing it.
This computational interpretation arises from the syntax: operationally, #e pauses the computation
and !e forces it. Crucially, observe from the conclusion of T-ConsuME that when the computation is
suspended, it incurs no resource usage. In general, introduction forms for negative types will
have no judgemental resources because their contents are suspended and not executing,.
As Section 5 will show, our safety properties require this. The treatment of effects in an explicitly
polarized setting [Levy 1999] is analogous; in particular, we can decompose [A- @] as U(Og (F(A))),
where Oy is a computation connective tracking ¢. This indicates that [A - ¢] is a strong monad
of the variety deployed by Moggi [1989], or alternately a ¢-indexed lax modality [Fairtlough and
Mendler 1997]. Resources are tracked using the structure of effects.

The resource type is of particular importance because it provides the all-important case for the
subsumption rule, which connects the structural rules in Figure 9 to the rest of the type system. The
relevant rule and case of subsumption are reproduced here. Reading T-Sus from top-to-bottom,

T-Sus S-RESOURCE
ATre:Al¢g  AIEaA A1Ea A2 $1Ea¢2
ATre:Ay | ¢ [Ar - 1] Ea [A2 - ¢2]

this rule states that if we have an expression e at some type A;, then we can obtain that same
expression at A, so long as the former is a subtype of the latter. S-RESOURCE is the case of this
subtyping relation which states that [A; - ¢;] is a subtype of [A; - ¢2] if A; and A, are subtypes
and the resource contexts ¢; and ¢, are compatible. Specifically, if ¢; can be rewritten to ¢, via
weakening, contraction, and mobility then they are compatible under subtyping. Besides
this, the subtyping relation is entirely standard and uninteresting; all other types are covariant
with respect to it besides the antecents of function types, which are contravariant.

Finally, the rules for A; — A, are nearly standard. It is a negative type, so T-Lam concludes with
no used resources indicated in the typing judgement. This is achieved by forcing its body in the
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Types A, B =

Expressions e :

...|A+B|A®B

...]l-e|r-elcasee{l-x;<—>e |r-x—>e}

| {e1,e2) | split ey into {x1,x2) in ey

T-INjL T-PAIR
ATre:Ar| ¢ Ar A, AT ket A | dy AT re:Ay| o
A;FF1'82A1+A2|¢ A;FF<€1,€2>1A1®A2|¢2¢1
T-INjR T-SPLIT
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ATre:Ai+Ay | ¢ AT, x;:Ajbe 1Al ¢ AT, x3: Agb ey 1 Al ¢

A;Trcasee{l-x; e |r-xx—e}:Al¢d ¢

Fig. 11. Typing Rules for Positive Connectives

premise to consume its resources, if needed, before forming a lambda. Note that Figure 8 didn’t use
the #e syntax associated with T-CoNsuME while introducing a function on line 3. The language in
the examples deploys a syntactic convenience that automatically applies consumption to function
bodies. T-Ap collates the resource usages from the function and argument expressions together,
ensuring that they are joined in the (reverse) order of evaluation.

The premise A + A; in T-LaM is for scoping, to ensure that the argument type does not introduce
any resource variables not contained in A. This is the same reason WEAKEN contains the premise
A + p™. Were this premise absent, it would be trivial to use T-SUB to weaken ill-scoped resource
variables into the type A; in its conclusion. QRTT maintains a property called regularity to ensure
that all types A are well-scoped, in addition to resource contexts ¢ and expressions e. Expressions
must be scoped not only under A but also under I', because they can contain term variables.

3.2.2 Positive Connectives. We look now to the positive connectives in Figure 11, covering sums
and positive products. Looking to the introduction rules T-INJL, T-INJR, and T-PAIR, there is an
immediate difference from those in Figure 10. Resources may leak freely through positive types!
This is because positive types do not interact with resources due to being computationally
inert. This too is in line with the reading of our resources as effectful, since introduction forms
for positive types do not interact with effects (or rather, with potentially effectful computations)
[Levy 1999]. Additionally, echoing the reasoning from Figure 4, ordinary substructurality does not
interact strongly with positive types so our setting shouldn’t either. We phrase this bifurcation
along polarity as a design decision, but it is forced by the core safety properties discussed
in Section 5. The attention paid to computational behavior makes QRTT sensitive to polarity.
Section 6.1 will show that prior work is not.

T-INJL and T-INJR once again include scoping premises for ensuring regularity. Each checks
that the other element of the sum type—that not witnessed by the expression in the premise—is
well-scoped. The choices of concatenated resource contexts in the conclusions of T-PAIR, T-SpLIT,
and T-CAsE are given by their order of evaluation. Besides these points the rules for positives are
entirely standard, as might be expected from our prior comments.
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Types A, B = ... |V(p™.A) | (p™.A)
Expressions e := ... | A(p™.e) | e[¢] | pack[¢](e) | open(er; p™, x.€2)
T-ALL
m, .
ApTiTre:Alo Structural <7
AT HFA(p™.e) :Y(p™.A) | o \ T \
T-INST <7 Llnear

ATre:VY(p™A) | ¢ A+ ¢ p=m ‘
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e
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AT + pack[g](e) : 3(p™.A) | ¢/ T —

T-OpPEN
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A;T + open(es; p™, x.e2) : Ag | ¢ ¢

Fig. 12. Typing Rules and Mode Lattice for Quantifiers

3.2.3 Quantification. We left out one negative and one positive connective from Figure 10 and
Figure 11 respectively. This is remedied in Figure 12. The universal quantifier V(p™.A) over resource
variables p™ is negative; existential quantification 3(p™.A) is positive. Being negative, introduction
of the former via T-ALL concludes at an empty resource context. The term A(p™.e) acts analogously
to a lambda but for resource variables rather than term variables, introducing the bound p™ into A
so that e may use it. One way of using it is through T-INsT, which substitutes a well-scoped ¢ for
p™in V(p™.A). The second premise establishing well-scopedness is required to ensure regularity
and restricts ¢ to only mentioning resource variables in A.

The third premise of T-INST subjects ¢ to a further restriction: ¢) > m requires that all resource
variables in ¢ have a mode greater than or equal to m, or the mode of the quantified variable.
Recalling that m is a set of rule tokens r, this means we must have m’ 2 m for all modes m’ in
¢. Consequently, resource variables can only be instantiated to equally or less restrictive
modes. It is permissible to track more information than needed, such as quantity and ordering, and
drop it later by introducing more substructural equivalences. In terms of Figure 12 it is acceptable
to move along the arrows, e.g. from linear to structural. Of course, we are able to separately vary
the left and right variants of contraction and mobility so there are 5 total dimensions rather than 3
[Roshal and Pfenning 2025]. Section 4.4 will show the extra modes induced to be practically useful.
Note that we have been implicitly using universals to introduce polymorphic resources in function
types, for instance in Figure 8.

T-Pack offers another way for expressions to use resource variables bound in A. pack introduces
existential quantification, rather than universal. Being positive, it is transparent to any resources ¢’
propagating from its body e. Reading from premises to conclusion, this rule states that if e can be
type checked under a ¢ in its type, then it is acceptable to offer it at nearly the same type, but with
the ¢ abstracted away by some variable p™. The third premise subjects this to exactly the same
restrictions as for using universal quantifiers, but imposed oppositely. Where for instantiation we
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were substituting away a resource variable p™ for a context ¢, here we factor out a resource context
¢ and bind a variable p™ in its place. This means existentially bound resource variables p™
are equally or more restrictive than their instantiation ¢. This is useful for e.g. treating a
wholly structural ¢ linearly within some local scope. In terms of Figure 12 this corresponds to
following the arrows backwards to find permissible transitions between modes. T-OPEN extracts
from e; the existentially quantified resource p™ and the type A within which it appears and binds
them to be used in e;. This is a largely standard rule for existential quantification, and the ¢’ ¢ in
its conclusion is given by the evaluation order of e; followed by e,.

4 Examples

Our system has three primary facets, corresponding to each class of structural rule: weakening,
contraction, and mobility. We’ll step through each in turn, highlighting the properties conferred.
Varying mobility will turn out to lead to the most interesting and powerful patterns due to its
separate forward and backward flavors. Assume as a convenience that let definitions automatically
consume ambient resources—those not captured in types, represented by ¢ in the typing judgement—
in their bodies, if there are any. So we never have to wrap #(...) around the body of a let.

4.1 Capabilities |

We start with capabilities, an elegant technique from the security literature for managing permis-
sions. Linden [1976] provides the following definition of a capability, emphasis ours:

A token used as an identifier for an object such that possession of the token
confers access rights for the object. A capability can be thought of as a ticket.
Modification of a capability [...] is not allowable; however, unlike the case
for tickets, reproduction of a capability is legal.

Restated, a capability is a token of authority to access system resources which is (1) communicable
and (2) unforgeable [Gusmeroli et al. 2013]. Unlike access control lists, which require always
checking permissions against a central authority, capabilities act as sufficient authorization merely
by existence. For instance, a Unix file descriptor is a capability: it represents access to some resource
which, once granted by the operating system, can be freely passed to other processes without
further authorization between the grantee and the operating system.*

Figure 13 sets up an example of this pattern in our system. We begin by introducing a resource
¢ which is strict, or lacks weakening. We introduce c via an existential, written here using
ML-style module syntax. sig ... end denotes the type 3(c.{ authenticate : string -> ... }).
The record syntax { } is shorthand for a ® of definitions, here just a single one. struct ... end
gives its implementation pack[[ 1](...). The existential is initialized on line 5 with an empty set
of resources for convenience; the requirement ¢ > strict is vacuously satisfied when ¢ is empty.

The single definition authenticate exported by the existential provides the final piece of
machinery. It takes as argument a string containing a passphrase and returns either a bare unit, if
authorization was unsuccessful, or one encapsulated inside a resource type containing c otherwise.
The resource c is a capability. Why? It is communicable, because resources may be freely passed
to and returned from functions at the type level. Unforgeability arises from strictness: successfully
calling authenticate is the only way to obtain c. Possession of it attests a priori that authorization
succeeded, without deference to any other authority.

‘While the permission to access can be transmitted, the file descriptor itself—or its number—will likely change between
processes. See SCM_RIGHTS in unix (7).
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module Auth : sig
strict resource c
val authenticate : string -> unit + [ c¢ ] unit

end = struct
resource ¢ = [ ]

. (* implementation here *)

end

open Auth importing c, authenticate in
val secured : forall p . [ c p ] int -> ...

case authenticate "argaven" with

| Left _ > ... (x failure case %)
| Right tok -> secured #(!tok; 1) (x ¢ affirms authentication %)
end

Fig. 13. Capabilities

The minimal working example on lines 8-14 leverages this. On line 8 we open the existential
within which ¢ and authenticate are declared. Note that we can open once for each principal
we’re interested in, giving each a fresh capability. We attempt an authentication on line
11 and case on the result. If we were unsuccessful we enter the Left branch where nothing is
returned besides a unit, so we handle the error. The Right branch represents success, giving us a
tok : [ ¢ Junit. Here we force tok to release its capability into the ambient resources—the ¢ in
the typing judgement—and sequence with a 1, then suspend again and pass everything to secured.
This satisfies the argument type of secured, which requires the resource c to be present. Though
it is not needed in this example, to account for cases where the argument of secured may witness
more resources than just c, the argument type additionally includes a polymorphic resource p.
We suspect the syntactic overhead of forcing, sequencing, and suspension on display here can be
solved with implicit arguments or simply higher-level syntax which desugars to what is written;
this is left as future work. Our examples choose to adhere closely to QrRTT as formalized.

The form of capability reasoning shown here is sound. A well-typed expression may only
present c in its type if its computation witnesses c. Corollary 4.1 states exactly this. We require here
an instrumented operational semantics which keeps track of resources as a matter of evaluation;
this will be covered fully in Section 5. This section uses specialized notation e —* v > ¢ in stating
safety properties. Importantly, keep in mind that this is not the evaluation judgement. It can be read
“Closing e causes it to evaluate to a value v while witnessing resources ¢.” The closing condition is
important, because the corollary is stated for an e typed under a non-empty context I', meaning it
may contain free variables and cannot be directly evaluated. Closing it means substituting away its
free variables for closed expressions of appropriate types. Section 5 will explain precisely how.

Corollary 4.1 (Capability Safety). IfA;T +e: A| ¢ where p™ € ¢y and w & m thene —>" v > ¢,
where p™ € ¢,.

Instantiated to our scenario Corollary 4.1 can be read, recalling that forcing statically releases
resources into the typing judgement, as “If e is well-typed at [ ¢ ] A and c is not weakenable then e
can be forced to generate an evaluation trace which contains ¢” This theorem follows the guidance
given in Snyder [1981, p. 4] for formal capability soundness, though does not translate exactly
because our functional setting departs from theirs.
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val pass : [ pwd ] string

val mk_checker : [ pwd ] string -> sig

affine resource pwd_bit (x = [ pwd 1 %)
val check : string -> [ pwd_bit ] bool (x impl as in Figure 8 %)
end

open mk_checker pass importing pwd_bit, check in

let _ : [ pwd_bit ] bool = check "faxe"
let _ : [ pwd_bit pwd_bit ] bool = check "faxe" && check "tibe"
let _ : [ pwd_bit ] bool = check "faxe" && check "tibe" A

Fig. 14. Quantitative Information Flow

4.2 Quantitative Information Flow | -C

Removing contraction provides quantity-sensitivity. This can be applied towards a range of practical
problems, of which we will show two particularly simple cases. The first is a rudimentary form of
quantitative information flow. Recall check from Figure 8, which tracks the dependency of its return
value on password data. Leaking password data in general is off limits, but perhaps it is acceptable
to leak a certain amount of it. Figure 14 develops this idea, introducing a function mk_checker
which takes a string at the previous structural resource pwd and returns an existential. The latter
introduces an affine resource pwd_bit backed by pwd. The exported check function now returns
a bool annotated with pwd_bit instead of pwd. Assuming check is implemented as before we are
able to turn a [ pwd ] into a pwd_bit here because T-PAck factors out the former for the latter.

We deploy this machinery on lines 7-10. For convenience we assume a lifted & which works on
[ ... ] bools. Since pwd_bit is affine and only appears on the return value of check it indicates
the number of applications of that function in some computation. On line 8 we invoke it once, which
produces one pwd_bit. On the next it is invoked twice, producing pwd_bit twice. The last line fails
typing because we invoke check twice but only one occurrence of pwd_bit appears in its annotation.
So the effect is that we can control exactly how much data some computation is permitted to
be dependent on—one or two bits of pass here—by tying an affine resource to the output of
a particular function. Recall from T-OpEN that the return type of the body of the open expression
must not depend on pwd_bit. We can exchange the pwd_bit resource back into pwd once we are
finished verifying a program block via a function like finish : [ pwd_bit ] bool -> [ pwd ] bool
exported from the existential alongside check. We hide it here for brevity.

The reasoning we have shown here is again formally sound, on two axes this time. We analyze
the form of quantitative information flow shown via intersecting concerns of quantity
safety and non-interference. Corollary 4.2 establishes the first, and can be interpreted in our
setting as “if e is a well-typed at [ pwd_bit pwd_bit pwd_bit ] A and pwd_bit lacks contraction
then forcing e generates an evaluation trace which contains at most three instances of pwd_bit”

Corollary 4.2 (Quantity Safety). If A;T + e : A | ¢ where /Wn € ¢1 and cB,CF ¢ m then
er— v ¢, whereﬁk € ¢pandn = k.

Gouni et al. [2025a] establishes non-interference, the fundamental theorem of information flow,
for the fully structural fragment of QRTT. The idea is that if we have a function e whose input
resources ¢; are not represented in its output ¢, then it behaves as the constant function. In
other words, computations cannot depend on information from inputs not accounted for by their
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module Serial : sig
linear resource 1c
val init : [ lc ] unit
val incr : forall p . [ lc p J unit -> [ 1lc p ] unit
val decr : forall p . [ 1lc p J unit > [ 1lc p ] unit
end = ...

open Serial importing lc, incr, decr in

let _ : [ 1c ] unit = incr init
let _ : [ 1Ic ] unit = incr (decr (incr init))
let _ : [ 1c ] unit = !(incr init); !(decr init) A

Fig. 15. Linear Capabilities

type. Taken together, this theorem and the preceding one establish the soundness of Figure 14.
Non-interference ensures that types capture dependencies on password data, while quantity safety
ensures that the number of pwd_bits appearing in the type is accurate to evaluation.

The structural version of non-interference suffices in this instance because we use it only to
determine that data cannot affect a computation without inducing its attached resources; since
this holds in the more permissive structural setting, it should also be true in the more restrictive
substructural one. Corollary 4.2 does most of the difficult work, ensuring that resources that do
occur are faithful to evaluation. For completeness, we have extended the prior non-interference
result to full QrTT in Appendix E of Gouni et al. [2025b]. As noted in Section 2.2, however, it is not
the focus of this paper. Finally, the approach to tracking quantitative information leakage displayed
here is significantly more restrained than methods based on e.g. Shannon entropy [Denning 1982],
min-entropy [G. Smith 2009], or differential privacy [Reed and Pierce 2010]. The advantage of
our technique is in its ability to locally strengthen information flow tracking while integrating
seamlessly with the other reasoning tools provided by the language. Extending our approach to
more sophisticated notions of leakage is left as future work.

4.3 Linear Capabilities | -C

The excerpt with which we began our discussion of capabilities stated that reproduction of a
capability is legal. What if it wasn’t? An interesting form of concurrency reasoning emerges
[Castegren and Wrigstad 2016]. Figure 15 provides the building blocks for speaking about an int
cell of memory to which writes must be synchronized, specifically increment and decrement
operations. Our goal is to thread a linear capability through invocations of these operations such
that they are forced to be executed in a serial, or well-defined, way.

We start by declaring a 1inear resource lc, which is the capability in question. Reading just
the resource annotations in each type signature, init performs initialization, providing the 1c
used to jump-start the computation. The function incr takes in this capability and gives it back,
and so does decr. A forall p appears in the signature of each to account for potential extraneous
resources, as in Figure 13. Progressing to the usages on lines 7-10, on line 8 we increment the
cell, ending with 1c. On the next we tack on an extra decr and incr in series, resulting again in
lc. However, as line 10 shows it is not permissible to compose incr and decr in “parallel” under
the same type, passing the capability along two separate paths corresponding to incr init and
decr init. Two instances of 1c will be produced instead, giving the type [ 1c 1c ] unit. Note
that sequencing can be encoded via function application. Having more than one lc isn’t strictly
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module DropProto : sig
{ wea } resource drop
{ mob.back con.back wea } resource high (* mob & con inverted here! x*)
resource low
val drop : [ drop ] unit
val op_hil : [ high ] unit
val op_hi2 : [ high ] unit
val op_lo : [ low ] unit
end = ...

open DropProto importing drop, high, low, drop, op_hi, op_lo in

let _ : [ high drop low ] unit = !op_hil; !op_hi2; !drop; !op_lo
let _ : [ high drop low ] unit = !op_lo; !op_hil
let _ : [ high drop low ] unit = lop_hil; !drop; !op_lo; !op_hi2 A\

Fig. 16. Modeling seccomp

wrong depending on the situation: we might interpret [ 1c 1c ] unit as the maximum permitted
degree of concurrent execution being two. That said, under just one permitted 1c the program is
structured serially as expected, as chains of incr and decr operations.

The above example bears a resemblance to the exclusive capabilities from Castegren and Wrigstad
[2016]. They leverage a non-interference theorem between concurrent computations possessing
disjoint capabilities to ensure safety. This is the same basic principle by which the soundness of our
example is ensured, in addition to quantity safety. As in Section 4.1, we can create (or open) a module
for each unit of concurrency. Within each unit serialization requirements will be enforced, but
disjoint units might execute concurrently. We only show the type mechanics here; prior work [Stork
et al. 2014] has explored runtime support for concurrency control via capabilities. We look now to
order-sensitivity and protocols applied to modeling security—rather than concurrency—constraints.

4.4 Privilege-Dropping Protocols and seccomp | -MF -CF

Ordered reasoning can provide a mechanism akin to seccomp, a sandboxing technology available
on Linux and used by sensitive software like webservers and browsers. seccomp() is a system call
which drops privileges for the calling process: it establishes a contract with the kernel stating that
the process is hereafter to use only a limited set of system calls. If this contract is violated, the
process is killed. This fits a useful pattern in much software where many more permissions are
needed at initialization—e.g. reading and creating files—than will be needed later.

high privilege low privilege
seccomp

Figure 16 begins by declaring a resource drop which has only weakening, not contraction or
mobility. Working in a setting with relaxed mobility fragments contraction into forward and back-
wards shards, reflected in the substructural specification for the resource high. The declaration
mob . back con.back wea provides it backward mobility and backward contraction in addition to
weakening, and only those. Finally, we declare a structural resource low. To see how these all
work together, consider the subtyping | ? | Eqrop,10whigh [ high drop low 1. Valid and invalid fillings

of | 7| are shown in Figure 17.
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[ highhighdroplow] [highlowdroplow] [ lowdrophigh]l A [ highdrop ]
[ high lowdrop ] [ low low ] [ lowhigh ] [ drophigh]l A

Fig. 17. Compatible Resource Usages for the Privilege-Dropping Specification

These indicate resource usages which may be expressed by computations typed under the
specification [ high drop low 1, except for those colored in red, which cannot be. The crucial
restriction is that a high usage may not appear after drop. So [ drop high ] produces an error.
This is because high is specified to appear before drop as the supertype, and backward-mobility
and contractibility only permit it to move right, but not left. This is reversed from our exposition
of the structural rules in Section 3.1, because the typing judgement lists resources in reverse
temporal order, but we use the usual temporal ordering in the surface syntax appearing
in Figure 16. So while multiple uses of high to the left of drop can be contracted, any following
drop are stuck to the right of it. The intuition is that high is forced to stay to the back of drop.

The examples in Figure 16 make use of this. On line 11 we use two high operations, then use
drop followed by a low operation. The next uses a low operation followed by a high one. This is
also acceptable because drop is never called. The last fails to typecheck under the expected protocol
because a high operation op_hi2 is used after the privilege to do so is dropped. All these examples
are sound under Corollary 4.3.

Corollary 4.3 (Protocol Safety). IfA;T +e: A| ¢y thene —* v > ¢ where ¢y Tp 1.

Specialized to our case, it states that “if e is well-typed at resources [ high drop low ] then
evaluating e produces some ¢, such that ¢, Ea [ high drop low ]” In other words, ¢, must be
structured according to the possible fillings of | ? | above. Corollary 4.3 is the fully general form of
the safety theorem and implies Corollary 4.2 and Corollary 4.1; we use it here due to the extensive
mode mixing in use, rather than one specialized to ordered reasoning.

4.5 Authorization Protocols | -MB -CB -W

Rather than privilege dropping, one can also reason about privilege escalation or authorization
protocols. The picture is exactly inverted from the prior section, where an operation denoting
authorization enters a higher privilege level and unlocks sensitive operations. Consequently, where
before the drop resource was weakenable, the auth resource we shall introduce cannot be.

module AuthProto : sig
{ } resource auth
{ mob.fwd con.fwd wea } resource high
resource low
val auth : [ auth ] unit
val priv : [ high ] unit
val pub : [ low ] unit
end = ...

open AuthProto importing auth, high, low, auth, priv, pub in

let _ : [ low auth high ] unit = !pub; !pub; 'auth; !priv
let _ : [ low auth high ] unit = !pub; !priv A
let _ : [ low auth high ] unit = !pub; !priv; lauth; !priv A

Fig. 18. Modeling authorization
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Figure 18 begins by declaring an ordered resource auth. The resource high is now forward,
rather than backward, mobile and contractible. As before, we have a structural resource low. Going
by the typical semantics of an authorization flow, a good guess for our desired resource annotation
hereis [ low auth high J. Observe that low and high have exchanged positions from in Section 4.4.
Let’s replicate the exercise of seeing which resource contexts are permissible as subtypes of this
one:| ? | Cauthlowhigh [ low auth high 1. Valid and invalid fillings of are shown in Figure 19.

[ low lowauthhigh] [ lowauthhighlow] [ highauthlow] A [ auth high ]
[ lowauth ] [lowlow] A\ [lowhigh]l A [ highauth]l A

Fig. 19. Compatible Resource Usages for the Authorization Specification

Observe that where simply not producing drop was permitted before, the contexts [ low low ]
and [ low high ] now give an error. This is because auth cannot be weakened into them to make
a valid subtype. The pattern here is that auth must be present, and high must follow auth. The
latter is because high is specified to appear after auth in the supertype, and forward-mobility and
contractibility only permit it to be moved left, but not right. This is again reversed from Section 3.1.
Uses of high before auth are stuck to its left, so high is forced to appear fwd of auth.

The usages on lines 10-12 of Figure 18 echo this. On line 10 we use two public operations, followed
by authorizing, followed by a private operation. This adheres to the protocol. The next line violates
it, attempting to use a private operation without any authorization. The next line contains an
authorization, but a private operation is used before it, and we get another error. In a realistic
setting auth would of course be produced by a function being passed authentication information,
perhaps a capability as in Section 4.1. We isolate protocol reasoning here. This reasoning is sound
under Corollary 4.3 for the same reasons as for Section 4.4.

It is reasonable to wonder whether we can force the presence of auth only if high operations
are used. An extension of QRTT with unions and subtyping over them, perhaps in the style of
Algebraic Subtyping [Dolan 2016], would likely be able to capture this via unions of permissible
protocols. We leave this to future work.

4.6 More Examples

Now that we have a number of basic tools at our disposal, we quickly review encodings for additional
reasoning mechanisms. These arise as variations of what we have already seen.

(1) Capability Revocation | -MF -CF -W: Section 4.1 avoided the issue of capability revocation:
the problem of removing access permissions after they have already been delegated via a
capability. We can leverage the privilege dropping strategy seen in Section 4.4 to prevent
certain functions from being used after a revocation event occurs. This means we can revoke
capabilities without relying on a dynamic access control policy, as conventionally required.

(2) Rate Limiting | -MB -C -W: We can fully remove contractibility from the schema for autho-
rization in Section 4.5 to produce an approach to rate limiting. It can be specified that some
affine operation may only done after an authorization, and only in limited quantity. So each
authorization ‘unlocks’ a fixed quantity of extra computational budget.

(3) Lightweight Typestate | -MB -CB -MF -CF -W: It is possible to combine the schemas for
privilege-dropping and authorization protocols to guard resources on both sides. We first
introduce a backward contractible and mobile resource op_1 and a forward contractible and
mobile resource op_r. We then introduce two ordered resources open and close, produced by
operations open and close. We imagine functions read : ... -> [ op_1 op_r ] string and
write : ... ->[ op_l op_r Junit and use a resource context [ open op_l op_r close ]
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as our specification. Under this regime, it is impossible to call read or write before open
because there will be a stray op_r stuck before the open resource. Likewise, it is impossible
to call read or write after close due to op_1 being stuck after the close resource. As
with capabilities we can speak about operations on specific files via existential resources
representing them. We show here the common open-use-close protocol, but this pattern can
be chained for more complex cases.

(4) Authorization Logic | -C -W: It is possible to replicate within our system part of the autho-
rization logic BL found in Garg and Pfenn [2006]. BL reasons about authority via a monadic
P says A construct which permits a principal P to affirm its belief in a proposition A describ-
ing e.g. access to a file or other resource. We can emulate this in our setting by attaching
resource variables representing principals to types capturing access permissions. So if c1
stands for a principal P;, the type [ c1 ] file can be interpreted as P; giving its approval for
the holder to access the indicated file. Making c1 into a capability permits modeling more
complex prerequisites for P; to provide its affirmation. Further work by Morgenstern et al.
[2011] extends BL with limited-use affirmations via linearity, and we can follow a similar
recipe to Section 4.3 to account for this extension.

We expect that more examples can be captured beyond what we have covered or suggested.
Though we annotated each usage site manually with its expected resources here, the impredicative
encoding of existentials from Gouni et al. [2025a] can be used to specify valid resource outputs in
the module signature—akin to fixing the output type of T-OpPEN. Note that the preceding examples
make an effort to adhere closely to QRTT as presented in Section 3, so the syntactic overhead of e.g.
forcing and suspension is expected. Work on a higher-level language is left to the future. With the
hindsight of our examples, we review the strengths of output-based resource reasoning.

4.7 Versus Input-Based Resource Reasoning

Where ordinary resource reasoning works in terms of computations consuming resources from their
inputs, our system instead speaks about computations producing resources into their outputs. This
enables us in Section 4.1 to realize the absence of weakening as a form of capability reasoning, since
capabilities are fundamentally a matter of a resource—an authorization token—being produced by
some computation—the authorization function—rather than consumed. The connection discussed
in Section 4.2 between contraction and a coarse form of quantitative information reasoning also
takes advantage of the production perspective, under the view that we wish to track the amount of
information being generated. The producer-consumer distinction precisely characterizes effects
versus coeffects [Gaboardi et al. 2016], thus we treat resources from an effectful perspective.

It is interesting to note that the output-based method separates the behavior of resources under
usage, such as affinity or strictness, from their usage constraints; only the former must be specified
a priori, unlike typical input-based systems. Their exact usage constraints may vary by the context
in which they are used, according to the specified type. So two distinct subexpressions may mention
the same resources under e.g. different protocols in the style of Section 4.4 with minimal friction. We
suspect this will lead to better support for incremental programming because resource constraints
are not assumed before the program is written, but can be thought of as bubbled up from its parts.
Of course, constraints can still be specified top-down by simply fixing the desired types.

From a theoretical perspective it is highly significant that our system does not alter the structure
of the typing context as substructural type theories typically do, which has presented difficulties
in the face of more advanced type features such as value dependency [McBride 2016]. We believe
the output-based setup is more straightforwardly open to extension with complex features. We
proceed now to substantiate the soundness theorems referenced during the preceding discussion.
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Fig. 20. Tagged Operational Semantics / Dynamics (Selected Rules)

5 Metatheory

We first review the operational semantics used in the statements of the corollaries in Section 4. A
logical relations argument is given which uses these semantics to show our core safety properties.

5.1 Tagged Operational Semantics

We have repeatedly referred to collections of resources ¢ in our development as having the type-
and proof-theoretic structure of effects. As we saw in Section 4, these resources must be generated
during evaluation for the statements of Corollary 4.1, Corollary 4.2, and Corollary 4.3 to make
sense. While typical languages with effectful semantics have specialized constructs like print or
tick which produce the appropriate effect when executed, it is unclear which construct(s) in QrTT
should produce resources under evaluation. Our language is pure and does not have conventionally
effectful constructs like print, yet we still want to assign computational meaning to resources.

A tempting but incorrect move is to annotate the introduction form #e for a resource type [A - ¢]
with the ¢ in the type, turning it into #4e. We could then create a semantics where executing
#4e, assuming A;T + e : A | ¢, dynamically produces the resources ¢. However, this is not sound:
stacking another introduction and elimination onto the expression as in !#!#4e would induce a
run-time effect ¢ ¢, even though the type will have been unchanged.

The first step is to realize that closed programs statically possess no ambient resources. That is,
if @;2 F e: A| ¢ then ¢ must be empty by well-scoping or regularity (mentioned at the end of
Section 3.2.1) since A = @ contains no resource variables. There could be resources encapsulated
inside A, say, if A is a quantifier, but by well-scoping these cannot be present in the ambient ¢
outside their binders. Consequently, e must not witnesss any resources under evaluation, because
this would violate what is dictated by typing. The crucial insight is that the resource variables
available in A regulate which effects should be witnessed.

The next step is to ask how a resource is statically produced once we have it in scope in A. It turns
out that given A;T + e : A | @, the contents of T are all that can be used to contribute computationally
to ¢. This is due to subtleties arising from weakening. Firstly, observe that there is no impetus to
witness weakenable resources dynamically because they may have been obtained “for free” statically
via weakening, rather than as a matter of some computation running. So these are computationally
irrelevant. Further, those not obtained via weakening must have been produced by e.g. forcing
assumptions or applying and forcing assumed functions which produce them, as we did in Section 4.
The only way to obtain non-weakenable resources is by assuming into I' computations which
produce them, and using those. So all computationally relevant resources—those which we should
witness as part of evaluation—emerge from assumptions. In-scope resource variables and the
term variables mentioning them determine the set of effects to be tracked operationally.

Proc. ACM Program. Lang., Vol. 10, No. POPL, Article 27. Publication date: January 2026.



Security Reasoning via Substructural Dependency Tracking 27:21

II>

e€A|$[A]2TpChd.ovale|or—"0| ¢, veA[A]
() eunit [A]2 T

l-veA+A; [A]l 2ve A [A]

r-oeA;+A; [Al £2oveA; [A]

[
[
[
[
(v1,02) € A; ® Ay [A] 2 0 € Ay [A],0y € Ay [A]
[
[
[
[

>

Il>

pack[$](v) € I(p™.A) [A] £ A+ $,¢ > m0 € [$/p™A [A]
velA-¢'][Al 2 10eA|¢ [A]

1>

vEA — Ay [A] 20, € Ay [A], 0y val = ap(v;0;) € Ay | o [A]

1>

veV(P™A) [Al £ A p=m = v[g] € [¢/p™]A | o [A]

Fig. 21. Logical Relation for Capability, Quantity, and Protocol Safety

The goal is to transform each assumption in I' into a primitive effect by the resources it produces
when used. E-TRAcK in Figure 20 helps us do this. We introduce a new syntax for tagged expressions
e? which, when evaluated, produce a run-time ¢ which is concatenated with any previously
produced run-time resources ¢’. The idea is to tag assumptions to give them an effect-like run-
time semantics. Importantly, e? is not represented in the typing rules. Its absence ensures that
well-typed programs do not contain it, which could otherwise be abused to miscount resources.
The safety proof will instrument programs with tagged expressions, and it must be the
only machinery which is capable of doing so. For an assumption x : [[A - ¢2] - ¢1] we might
associate a tagged expression to it of the form #(#(e?2)#"). Forcing and evaluating it fully would
dynamically produce ¢, ¢;. Observe that the resource context ¢ in the evaluation judgement is
again temporally reversed, to mirror the typing judgement in Section 3.2. Our operational semantics
otherwise follow a standard call-by-value strategy, as shown by the rules for evaluating function
applications. The contained dynamic resource context ¢ grows throughout evaluation.

At first blush, it is odd to add a construct to the language which is not typable. One could imagine
an alternative where we modify QRTT by specially postulating primitive effects, and track those.
Committing to certain primitives in this way loses much generality and elegance, however. Our
strategy takes inspiration from the semantic approach used by Timany et al. [2024] in reasoning
about programs which use unsafe constructs. The latter are not soundly typable, but their soundness
can nevertheless be formally accounted for by analyzing their run-time behavior. This is the essence
of our approach, generalizing the labelled transition relation of Plotkin and Power [2001] and others
to account for ‘effects’ not readily visible in the syntax of typed programs. We have not yet specified
how assumptions get tagged; the safety proof provides clarity.

5.2 Safety Properties
Figure 21 shows the setup for the logical relation, comprised of two mutually recursive sub-relations.

We start out with the starred e € A | ¢ [A] relation on the first line, read as “e is semantically in A
using resources ¢ scoped under A” Its definition states that e must evaluate to a value v producing
some resources ¢; substructurally compatible with ¢ where v € A [A]. In other words, the logical
relation forces any expressions valid under it to be dynamically faithful to their declared resources.
It is now clear why the syntax #e for [A - ¢] must suspend: since it encapsulates resources, if we
were to evaluate inside it, resources would be dynamically produced which aren’t yet expected
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by the logical relation. And more broadly, since negative (positive) types (don’t) suspend [Levy
1999] they must (not) encapsulate resources. Observe that the use of Cy handles weakening: any
weakenable resources expected but not witnessed during evaluation will simply be assumed here.

The v € A [A] relation, defined on values, interprets each type into its meaning as defined by the
operational semantics. It is bifurcated, as with the type system itself, between positive and negative.
The meaning of positive types is given by their introduction forms, and that of negative types is
given by their behavior under elimination. For instance, unit is defined simply by being of the
form (), and pairs by the form (v;, v;) where each of v; and v; satisfy the value relation at the right
or left types of the pair. Functions, being negative, are defined not by their evaluated forms but by
their behavior under application; they defer to the starred relation because the application is not a
value and must be evaluated. The definition of each individual connective follows from its polarity.

We step through the core elements of the safety proof. Membership in the logical relation is
preserved by reverse evaluation: any e’ that evaluates to some e in the logical relation without use
of resources is itself in the logical relation. The effect is that the logical relation cares only about
the behavior of programs under evaluation, not their precise syntactic form.

Lemma 5.1 (Reverse Closure). Ife €A | § [A] ande’ | o —>* e | o thene’ €A | ¢ [A].
ProOOF. By use of evaluation in the starred relation and transitivity of evaluation. O

Membership is also monotonic across both resource contexts and types. The second theorem
will be needed to account for the soundness of the subsumption rule T-Sus.

Lemma 5.2 (Monotonicity). Ife €A | ¢ [A] and ¢ Ep @’ thene €A | ¢" [A].

Proor. By use of Cp in the starred relation and transitivity of Ca. O

Lemma 5.3 (Type Monotonicity). Ife €A | ¢ [A] and ATy A’ thene €A | ¢ [A].
Proor. By induction on A and application of Lemma 5.2. O

Before we proceed, we generalize the logical relation. The machinery we have introduced only
operates on closed expressions, but to connect it to the static type system, we must account for
expressions with free variables. This is because the typing operates on open expressions which
mention free variables. We begin by defining closing substitutions which replace free resource
variables p™ and free term variables x with appropriate forms. Specifically, define:

(1) 6 € A »» A’ by sending:

(a) p™ € A to aresource context ¢ such that A’ + ¢ and ¢ > m.
(b) p™ ¢ Ato p™.
(2) y €T [A ~» A’] to mean that if we have § € A ~» A’ then there is a map sending x : A €T
to a value v such that under the value relation we have v € & (A) [A].
B) AT >p e €A | ¢ to mean that for some A’ if § € A v A" andy € T [A ~» A’], the latter
indexed with &, then under the starred relation we have g(?(e)) e g(A) | g(d)) [A'].

d replaces resource variables p™ contained in its domain A with resource contexts ¢ closed under
a given A’. Similarly, y replaces term variables x with closed values logically related at the variable’s
type, which is itself is closed using 9. 8 and ¥ are variants of § and y applied simultaneously to all
open variables in their arguments. That is, they take the mappings in § from resource variables
p™ to resource contexts ¢ and in y from term variables x to values v and create simultaneous
substitutions [¢; ... ¢n/p1™ ... py"™] and [v; ...0,/x; ... x,]. Importantly, note that while 8 and
¥ can appear in type and expression position, they are not program syntax! They are only used
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to execute simultaneous substitutions. The generalized logical relation in item 3 is defined by
assuming closing maps § and y, then using 8 and ¥ on its expression e and S on its type A and
resource context ¢, and finally invoking the starred relation we saw from Figure 21.

The fundamental theorem constitutes the core of the proof and connects well-typedness to
membership in the logical relation. With the generalized logical relation in hand, the statement is
straightforward: given a well-typed open expression we can obtain an instance of the generalized
logical relation. Expanding the latter, this means using the closing substitutions § and y from the
generalized logical relation on the open expression from the typing judgement and ensuring that
the now-closed expression behaves as defined by the starred logical relation. So it must dynamically
witness resources according to its declared type and resource signature.

Theorem 5.4 (Fundamental Theorem). Fix Ag. If Ao, A;T Fe:A| ¢ then AT >, e €A | ¢.

Proor. By induction on the height of a derivation of Ag, A;T Fe: A | ¢. O

Recall our comment from Section 5.1 that the set of effects we wish to track under evaluation is
determined by the in-scope resource variables. This is what § does. The theorem fixes a A to define
which resources we’re concerned with. /g is the set of resources mapped into by §. So all resources
witnessed dynamically under the logical relation will be in Ay, since types and resource contexts
will be closed under it by 8. Recall a further comment from the prior section that for an assumption
x: [[A-$s] - ¢1] we might associate a tagged expression to it of the form #(#(e%2)?"). This is the
exact function of y, which introduces tracked expressions. The expression e from the typing
judgement is instrumented with tags when ¥ replaces variables with values of corresponding type
in the logical relation, which witness the resources indicated in their type when used. We illustrate
the mechanics here with a concrete example.

Assume we have p;™, p,™;x : [[unit - pi™] - po™] F lx : [unit - p;™] | po,™. We take the entire
resource typing context as our base A, for simplicity, setting Ay = p;™, p,™. This allows us to
sidestep & since the typing judgement is already closed under p;™, p,™. To close our term variable
context, y might map x > #(#({)”*")”"™). This works since a value in the logical relation at x’s type
[[unit-p;™]-p.™] may witness resources p,™ and p;™ when successively forced. Upon substituting
we get y(1x) = 1#(#(()P")”2™). Evaluation gives !#(#(()"'")”™) | o +—* #(O7") | p™,
producing a dynamic resource usage of p,™ where the typing predicted the same. This shows how
the operational semantics, in concert with the closing map y on term variables x, tracks the usage
of assumptions within the main expression e from the typing judgement. The fundamental theorem
ultimately demonstrates that if the assumptions behave as the expression expects—producing the
required resources under evaluation—then so does the expression itself. The corollary from which
the rest in Section 4 emerge follows immediately from the fundamental theorem.

Corollary 5.5 (Safety). IfA;T+e:A| ¢y andy:T [0~ A] theny(e) | o —>* v | §2 wherev val
and ¢; Ca ¢1.

Proor. Immediate from Theorem 5.4 and the definition of the logical relation.

(1) Apply Theorem 5.4 to the typing assumption to obtain o I' > e €A | ¢1.

(2) Define § € o ~» A to be the identity map sending all p™ to p™.

(3) Apply y to 4, calling the result y;.

(4) Apply item 1 to § and y; to obtain g(ﬁ(e)) € g(A) | 3(451) [A].

(5) Since § is the identity map S (71(e)) is equivalent to y(e), recalling the definition of y;, and

likewise for g(A) and g(gbl). So we have y(e) €A | 91 [A].
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(6) We have from the definition of the starred logical relation that y(e) | o —* v | ¢, where
v val and ¢, Cp ¢y.
(7) So we have y(e) | o —* v | ¢ where v val and ¢, Cp ¢1. O

If we have a well-typed expression and its free variables can be substantiated with semantically
valid witnesses, then that expression will dynamically produce the expected resources. y’s signature
indicates that we use the entire resource typing context A as the closing context for the logical
relation—that is, we don’t need to mention a resource variable substitution § in the statement of
the theorem, since we fix our perspective to the current scope. This forces us to define § to be
the identity map. We can obtain Corollary 4.3 directly from this one by defining e —* v > ¢, as
“y : T[o ~» A] implies y(e) | o —>* v | ¢, and v val” Corollary 4.1 and Corollary 4.2 are then
immediate, as specializations of the previous. Full proofs are in Appendix E of Gouni et al. [2025b].

6 Related Work

We pause here and take stock of prior work and its relationship to the formalism just discussed.
We discuss work in constructive Kripke semantics for substructural logics, contextualize our setup
against the backdrop of literature on graded monads and modal type theory, and finish with a
discussion on trace-based type and effect systems.

6.1 Programming with Constructive Kripke Semantics

Besides information flow, resource semantics [Reed and Pfenning 2010] provide another lens through
which to view our system. Resource semantics have been deployed as a constructive technique for
embedding intuitionistic substructural logics into intuitionistic logic. In bridging logics, they act as
a constructive Kripke semantics. A typical resource semantics annotates each in-scope assumption
with a single resource variable p, and whenever it is used (that is, whenever it appears) the resource
context in the succedent adds another p. Formally we have A;[p:],...,An[pn] F C[¢]. Consider in
Figure 22 a list of instances of this judgement for the linear case adapted from Pfenning [2023].
The inferences on lines 3 and 6 are unacceptable by the ®R rule since each uses assumptions
not declared in the output resource variable environment. However, the inference on line 4 is
acceptable despite ignoring the R[p;] assumption. This seems to violate the linear restriction that
assumptions always be used, but recall that we are working with an embedding of linear logic into
intuitionistic logic, which does not restrict its assumptions as such. That assumptions must be used
is enforced on the output environment ¢ by the rules defining the embedding. The rule —R for
introducing linear implication requires that its body B witness the resource p for its assumption A.
Observe that unlike T-Lam in Figure 10 this rule permits resource variables to leak freely through
it. This choice contravenes Corollary 5.5: functions are negative so evaluation does not traverse
inside them, yet here we would expect to observe resources from their bodies dynamically.

?Rk Ald] Ib Blg] P[p1],Q[p2] - P® Q[p1 p2] (1)
! 2 P[p1],Q[p2] - P® Q[p2 pi1] (2)
FrA® Bl ¢l Plp],Qlpal + P Qlpi] X (3)
—oR P[p1],Qlp2].R[p3] - P ® Q[p1 p2] (4)

L Alpl - Bl pl Plp:1], Qlp:, RIpsl F P® Q@ Rlpy ps ps] @ (5)
'+ A B[¢] P[pi],Qlp2l. RIpsl FP®Q®RIps ps] X (6)

Fig. 22. Linear Resource Semantics
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Despite the difference, <oR’s formulation shows that resource semantics are responsible
for the output-based reasoning we noted in Section 1. This picture needs slightly more
generalization to arrive at our system. Each assumption in a resource semantics is judgementally
annotated with just one resource variable p, but cannot carry multiple nor mention them in types.
We may internalize resource variables—or give them their own connective—using the satisfaction
operator from hybrid logic, shown in Figure 23 as @I and @E [Reed 2009]. Hybrid logic [Prior 1968]
is an approach to syntactically internalizing worlds and quantification from the Kripke semantics
of modal logics. It is deployed here to the same end but towards substructural logics.

Cl CE @E-NEW
FI—M:A[gf)] FFM:@¢A[¢’] I“I—M:@(/bA[(/)']
FI—M:@qu[qS’] Fl—M:A[(/)] FI—M:A[gb(/)’]

Fig. 23. Satisfaction from Hybrid Logic

Figure 23 also adds program terms M. The setup for satisfaction @y looks quite similar to that
for [A - ¢] because it is: resource types are underlyingly a kind of satisfaction. Just like —oR,
however, the formulation of satisfaction given here is unsatisfactory. The first issue is that @E
forgets resources—or information—¢’ being depended upon, causing the non-interference theorem
to fail; Gouni et al. [2025a] points this out. This can be remedied by replacing @E with @E-new as is
done there. The more poignant and subtle issue is that our safety properties again fail unless @y is
exactly a negative connective. Importantly, it must suspend its contents, following Levy [1999].
The reason for this is precisely that given for [A - ¢]’s design in Section 5. @E-new does not remedy
this because it does not give satisfaction any syntax which could induce suspension. Addressing
this leads to the effectful structure we noted regarding [A - ¢] in Section 3. So the journey from
hybrid logic and resource semantics to our system is completely determined by metatheoretic
issues driven by our attention paid to computational behavior.

We deploy resource semantics as a programming language and explore their inherent
resource reasoning abilities, rather than using them as a bridge to conventional regimes.
It is due to this departure from the latter that invariants from conventional linearity such as non-
aliasing become unnatural. It would be strange if these were naturally enforced by a bare resource
semantics, because this would preclude needing embeddings like in Figure 22 to do so. On that
note, the basis of our language as a resource semantics allows it to meta-express intuitionistic linear
logic. This justifies our use of the terms affine, linear, ordered, and strict to refer to the activation
of various combinations of structural rules within our system: they correspond to the usual rules
working on typing contexts and can be leveraged to enforce ordinary substructurality. We outline
the translation in Appendix A of Gouni et al. [2025b], deferring to Reed [2009] for the full result.

6.1.1 Quantification and Adjoint Logic’s Shifts. Our language’s status as a hybrid logic provides us
important insights about quantifiers. Universal and existential quantification and their interaction
with modes bears a striking similarity to the upshift and downshift connectives found in Adjoint
Logic [Pruiksma et al. 2018]. There, upshift TA and downshift |A respectively act to make A either
less or more restricted with respect to weakening and contraction (adding structural rules imposes
less restrictions). Upshift is reflected in our system via universal quantification—by eliminating
it—and downshift by existential quantification—by introducing it. Each of upshift and downshift is
of the same polarity as its counterpart in our system. The Adjoint Logic analogues to our ¢ > m
premises—essentially, that the antecedents and succedents with which shifted propositions interact
are at compatible modes—are also checked while eliminating upshifts and introducing downshifts.
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This is no mistake, and arises directly from the foundations of our language in hybrid logic
and resource semantics. Hybrid logic, as mentioned, internalizes the Kripke semantics of modal
logic, specifically worlds and quantification over them. Resource semantics use these syntactic
worlds—which we call resource variables—to bridge substructural reasoning into a structural
setting. Resource semantics can be thought of as internalizing Kripke models for substructural
logics [Kamide 2002]. Our quantification connectives and their mode-varying behavior,
which has not been available in prior work on resource semantics, can be thought of as a
syntactic reification of the Kripke semantics of shifts in Adjoint Logic. Briefly, shifting a
type upwards to be less restricted semantically involves a bounded universal quantification over all
resources less restricted than the higher mode being shifted to, which it is permitted to use in its
implementation. Shifting a type downwards to be more restricted involves a bounded existential
quantification witnessing that the resources it used in its implementation are less restricted than
the lower mode it shifted to. We leave a full development of this idea to future work.

6.2 Graded Monads and Modalities

The second body of prior work to which ours bears significant resemblance is that on graded
coeffects and effects. In the latter case, grading refers to indexing effects with partially ordered
monoids [Orchard, Wadler, et al. 2020]. Our resource contexts [ p; p; p, ] are partially ordered
monoids where the order is induced by weakening. Contraction and mobility relate to partial
idempotency and commutativity, set up to preserve associativity. The unital element is the empty
context [ ]. In Section 3 we pointed out that a strong monad emerged from the resource type
[A- ¢]. In other words, our system is close to one of graded effects. We say close here because it
is unclear to what extent the quantification and mode shifting behavior available in our system can
be accounted for, and because the directed nature of contraction and mobility in QrRTT precludes
them from corresponding precisely to idempotency and commutativity equations.

Theories of graded modal types [Atkey 2018; Gaboardi et al. 2016; Ghica and A. I. Smith 2014;
Orchard, Liepelt, et al. 2019; Petricek et al. 2014] generally focus on resource reasoning as a graded
coeffect rather than as a graded effect, despite supporting the latter. Indeed, Orchard, Liepelt, et al.
[2019] note that they “focus mainly on graded [coeffects], which [are] heavily integrated with
linearity” Coeffects are connected to computational inputs [Petricek et al. 2014], whereas effects
naturally speak about the outputs of a computation.

Literature which positions graded effects in service of resource reasoning includes Orchard
and Yoshida [2016], which establishes the relationship between graded effects and session types.
The latter are Curry-Howard correspondent to the linear sequent calculus [Toninho et al. 2012].
Danielsson [2008] uses a natural number graded monad analogous to that available in the purely
affine fragment of our system to establish basic time complexity results of lazy functional programs.
Hughes et al. [2025] recently developed an account of region-based memory management using
effects, explicitly intending to avoid conventional substructural typing for better compatibility with
C-like languages. These are all towards specific applications, however; isolating the new form of
substructurality is not the object of study. Beyond these works there are extensive prior accounts of
graded and indexed effects [Fujii et al. 2016; Katsumata 2014; McDermott and Uustalu 2022; Orchard,
Wadler, et al. 2020]. Their connection to resource reasoning in the sense of substructurality has
remained largely unexplored, though, with priority given instead to increasing the expressive power
of standard effects. Whereas most prior work focuses on the general framework of graded
effects, we focus on a particular class of graded effects which provides a reimagination of
conventional substructural reasoning and richer insights therein. The soundness theorems
in Section 5 are also more interesting than for graded systems studied previously [Orchard, Liepelt,
et al. 2019], which largely cover syntactic type safety.
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Finally, we are able to leverage our simplified setting both for more powerful abstraction facilities
than in prior work and for smoother integration between our different modes of reasoning. On the
first point, QRTT supports existential and higher-rank quantification over grades whereas
prior theoretical developments have focused on prenex polymorphism [Orchard, Liepelt,
et al. 2019].° This was essential in Section 4 for exposing resource variables with module-defined
semantics. And from a practical perspective, prior work accounting for arbitrary grades is not
user-extensible [Moon et al. 2021; Orchard, Liepelt, et al. 2019]; the language implementation must
be modified with extra SMT encodings supporting new grades. Our unified framework accounts
for a full range of examples under a single, simple set of mechanics.

6.3 Trace-Based Types

A final category of related work is in type and effect systems reasoning over traces of events
produced by a program. Our resource contexts can be thought of as such traces, particularly within
the ordered setting. Skalka and S. Smith [2004] employ an operational semantics much like that in
Section 5 to track the history of operations executed by a program, likewise approximating them
via a type system to capture temporal safety properties. Koskinen and Terauchi [2014] generalize
this idea to encompass infinite traces, accounting for a number of liveness properties falling outside
the focus of the current work on safety. More recently, Zhou et al. [2024] explored symbolic finite
automata reified within types as a medium for constraining program execution. Their setting is
richer in that program variables can be mentioned in traces, yet potentially also less expressive
in that our per-resource mode variability may lie outside the class of formal languages supported
there. We suspect our system offers strong logical justification to much prior work in this area, but
leave establishing the precise nature of the correspondence to future work.

7 Conclusion

We have noted future work throughout, and summarize and supplement our comments here. The
main points of future work are design considerations for a source-level language, some of which
have been surfaced in the process of writing the examples in Section 4. These are not merely
syntactic issues, but e.g. heuristics for precluding writing the forcing ! and suspension # operations.
We already hinted at one such mechanic in Section 3.2.1 and Section 4 when we assumed that
functions and let definitions would suspend their bodies if ambient resources were present. Beyond
this, developing algorithmic type checking and inference is essential for a practical implementation.
Adding recursive types would also be attractive, and present complications for certain fragments of
the system: for instance, affine resources cannot be used straightforwardly with non-termination.

This work has presented a highly general output-based, effect-flavored approach to substructural
reasoning, contrasting with the input-based, coeffectful approaches largely seen before. We have
shown a simple, powerful type system for programming under this regime, invoking proof-theoretic
ideas and connections to the literature to justify our design choices. We have shown it to be useful
for encoding a wide range of programming problems, and expect it to be applicable to many more.
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[unit] «¢ = [unit - ¢]
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Fig. 24. Translating Intuitionistic Linear Logic into Our System

A Appendix: Translating Intuitionistic Linear Logic (ILL)

Using the prior two connectives, we outline an meta-embedding of ILL propositions in the style
of Reed [2009] and Reed and Pfenning [2010]. The type translation is shown in Figure 24. We
cover linear implication — and nonlinear implication —. The latter stands in for the exponential
modality !, used by [Girard 1987] to decompose — as !A —o B. We prefer to show translations for
negative connectives because, as noted by Reed [2009], positives like the exponential modality
present complications which are beside the main thrust of our work. Translating the nonlinear
behavior of — is key demonstrating a faithful embedding.

The idea is to associate with each linear assumption a linear resource variable p which is
propagated to the output of the computation. In the proof term, assumptions will be forced when
used and therefore increase the resource count. The resource encapsulation behavior of negative
connectives in our system introduces slight additional complications, but should not fundamentally
change the proof strategy taken in Reed [2009]; we refer interested readers there. It should also be
possible to prove that the translation outlined here is focus-preserving as in Reed and Pfenning [2010],
that is, straightforwardly conserves the structure of proofs in ILL. We leave a full proof-theoretic
treatment of our language to future work.

B Appendix: Why non-local contraction?

Why can’t we use the standard local formulation of contraction? First, observe that if all resources
in a context are mobile, then there is no difference between the ordinary formulation of contraction
and ours. The change we have made is purely in service of supporting ordered reasoning. Now
consider having [ « « ] where « is not exchangeable or mobile but has conventional contraction.
Figure 25 pictures such a program.

val f1 : [ @ ] int > [ « ] int lety : [ bd]int=...
let f1 x = Ix + Ix
let resultl : [ bd ] int = f1y
val f2 : [« 1 int > [ a a ] int
let f2 x = Ix + Ix let result2:=f2y

Fig. 25. Failure of Local Contraction

f1 and f2 show two distinct typings for the same term, similar to those discussed in Section 1. The
first takes advantage of permitting adjacent instances of « to be contracted, with the body producing
o twice but the result type only showing one. Calling f1 on line 8 with y at type [ b d ] int yields
resultl at type [ b d ] int. The « here was instantiated to b d, the details of which we will discuss
in the next section. The second typing f2 does not contract its result type, leaving both as in it. We
call it with the same y as before. What should result2’s|? |be filled with? A plausible candidate
is [ bdbd]int. But even if b and d are both locally contractible, because they are ordered this
can no longer be rewritten to [ b d ] int as with result1. The effect is that resource variable
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instantiation and usage of local contraction do not commute because the latter may become
unavailable after the former. This manifests in Kanovich et al. [2019] as a failure of local soundness
in an ordered sequent calculus. The solution they adopt there is precisely the one given here, which
is to make contraction non-local; this also forces it to be directed, or left-right sensitive.

Exchange is transformed into mobility for less serious reasons, in order to work more smoothly
with varying ordering between resources. In the presence of mode variability, even the usual
formulation of exchange becomes directed because an exchangeable variable may move either left
or right. Mobility simply reifies the idea that exchange should be a property of a single variable and
parametric in the modes of all others, rather than regarding two of them simultaneously [Kanovich
et al. 2018, 2019; Roshal and Pfenning 2025]. This forces it to be non-local. Despite contraction
and exchange undergoing similar changes, the reasoning for each is flipped: with contraction, the
necessity for non-locality causes directedness, and with exchange, the need for directedness causes
non-locality. Though both have made appearances in the literature, Section 4.4 will show that in the
output-based setting the left and right variants independently enable certain important forms of
protocol reasoning. Prior to examples, we first review the core type machinery and its integration
with the preceding structural rules.

C Non-Interference

The second property states that dependency tracking must be faithful (recall Section 2.2) which
enables our system to be used for sound information flow reasoning. We use a binary logical relation
here because non-interference is a hyperproperty [McLean 1996], being necessarily a matter of
multiple related traces rather than a singular one. Most theories of information flow work in a
semilattice, but relaxing the substructural properties does away with such structure. We show here
that semilattices, though convenient, are not prerequisite to information flow.

The binary logical relation e ~ e’ € A | ¢; [¢h2] [A] can be read “e and e’ are equal at type A and
security level ¢; under observer level ¢, and in-scope resources A” It is shown in Figure 26 and
uses the same intuitions regarding polarity for definining each connective. The main departure
from the previous is that in addition to requiring expressions to behave correctly, it also requires
both involved to behave the same way—for instance, expressions at sum type must evaluate to the
same injection. The other difference is that the production of resources is no longer considered in
the behavior of expressions under evaluation; we revert to an untagged operational semantics here.
This is because the security level ¢; is not a resource count, but tracks information dependencies: it
states which inputs the expression depends on. The critical interaction is with the observer level
¢2, which establishes the maximum security level of the data we may use.

In particular, observe that the starred base case of the binary logical relation may be satisfied
in two ways: one by proving ¢; ¢ poset, (¢2), and the other by recursively satisfying the relation
after evaluation to values. The second is similar to the unary case; the first is the most interesting.
poset, (¢2) generates, for a hypothetical computation at output ¢,, all fragments of ¢, that its
inputs could have. For instance, in a fully ordered setting a computation at [ a b ¢ ] may depend
oninputs [ a ] and [ b ¢ ], but never on on an input [ b a ] because the latter is not a fragment
of the former. If ¢; is in this set then data at the current security level could be used towards
a computation at level ¢,—such a computation would be permitted to observe an input at ¢;.
Observation being impermissible satisfies the logical relation because unobservable data cannot be
used in the computation, so it can be ignored. The definition of poset, is elided for brevity.

The binary relation enjoys reverse closure and both forms of monotonicity, whose statements
are analogous to the prior case and which we elide. The latter two rely on a general lemma stated
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Fig. 26. Logical Relation for Non-Interference

in terms of the poset, relation. In a word, it is fine to increase the security level arbitrarily. Note
that this would not be sound if ¢; was a resource count and had to be justified computationally.

Lemma C.1 (Security Level Increase). Ife; ~ e; € A | ¢1 [¢2] [A] and ¢ € poset, (¢7) then
e1 ~ e € Al ¢ [¢] [A]

There is a form of antitonicity for the observer level. Just as it is sound to raise the security level
with respect to the observer, increasing the gap between them, so too for lowering the observer.

*

Lemma C.2 (Observer Antitonicity). Ife ~ e € A | ¢1 [$2] [A] and ¢, € poset,(¢7) then
e~e €Al [¢5] [A]

The relation also enjoys symmetry and transitivity, whose straightforward statements we elide,
but not reflexivity: it is a partial equivalence relation, standard for binary logical relations. It is
undesirable to have reflexivity for free, because we only want expressions to be in the logical
relation reflexively as a matter of typing. The fundamental theorem states this. The generalized
logical relation is nearly the same as before, substituting away free variables for related terms.

Theorem C.3 (Fundamental Theorem). Fix Ag. IfAg, A;T Fe:A| ¢ then AT >>i; e~eecAld.

We can now make Corollary C.4 rigorous. The “is not a potential input” condition is given in
terms of poset,. That e must be the constant function is stated by establishing an equality under
the logical relation between e and a function which uses e but is constant in its argument.
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Corollary C.4 (Non-Interference). If we have A;T F e : [A; - ¢1] — [Az - ¢2] | 0 and c val and
$1 ¢ poset, (o) then o T > e ~ A(x.ap(e:c) € [Ar-¢1] = [Az- ] | o.

The justification of our logical relation with respect to observational equivalence is the same as
in Gouni et al. [2025a], which deploys a specialized non-interference relation for the fully structural
case. Briefly, we respect the polarity of each connective, explicitly inspecting positives, and have an
internal notion of observation in ¢,. That our system enjoys non-interference means it continues
to function perfectly well for reasoning about information flow issues like secret leakage in the
absence of full structurality.

C.0.1 Non-Interference and Adjoint Logic’s Independence. Adjoint Logic [Pruiksma et al. 2018]
maintains that the substructructural mode of a type must reflect the lowest mode of the data it
depends on. So structural data is not permitted to depend on linear data, because the former may
be used multiply which is against that allowed by the latter. This is semantically incomplete, since
it is permissible for structural data to depend on linear data so long as the former is only used
linearly. However, it is essential to being able to straightforwardly compose propositions that this
restriction, called independence, be in place. Jang et al. [2024, p. 22] uses independence towards a
dead code elimination theorem which permits eliminating all data at lower mode than the output.

Our analogous property is non-interference. Corollary C.4 shows that no computation in our
system may depend on resources it has not declared. This is again semantically incomplete, since a
computation might be used in a way which does not exercise an omitted resource. However, non-
interference is necessary for the ability to use expressions in arbitrary contexts without violating
their invariants, or compositionality. This property is fundamentally connected to program slicing
[Horwitz et al. 1989], and it is sound in our setting to cut away all expressions at higher resource
contexts than the one declared in the output of the program. The logical relation does exactly this
in the ¢ ¢ poset, (¢,) case when it ignores unobservable data. That both systems both pay special
attention to these properties is no mistake.

Our non-interference theorem can be seen as a reconstruction of the independence property using
explicit Kripke worlds, or resource variables. Begin by interpreting each mode as the collection of
computational inputs, or resource variables, it represents a dependency on. That modes must reflect
the substructurally lowest depended-upon input is then immediate from non-interference. We leave
a full treatment of the bridge from Adjoint Logic into our system to future work. A close inspection
of the valuation relation from Kamide [2002, §3] suggests that the logical relations presented here
approximate semantic models of substructural logics. Kavvos [2019] observed that many modal
type theories exhibit non-interference, but most do not place on it the special emphasis seen here.

D Appendix: Definitions

Note that there is a surface-level change in syntax here, using LI instead of juxtaposition for
concatenating resource contexts and treating the latter explicitly as lists of resources. We do this to
make explicit what is occurring in subtle portions of proofs.

D.1 Syntax

Dependency Vars af”, a)’,... Vars xi,xa,...
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Substructural Modes m C {w, CB, CF, MB, MF }
Dependencies ¢ 1= o | §;a™
Types A, B i=unit | [A-¢] | A — B|V(a™.A)|A+B|A®B|3(a™A)
Expressions e := #e | le | A(x.e) | ap(es;e2) | A(a™.e) | e[g] | ) | x
|1-e|r-e|lcasee{l-x;<—>e |r-x3<—>e}
| {e1,e2) | split e; into (x,x2) in e,

| pack[¢](e) | open(ey; a™, x.ez)

D.2 Typing Rules

T-Sus T-Un1T T-Var
A;er:A1|¢ A1 Ep Ay
ATre:A | ¢ A;TH sunit | o AT, x:Arx:Alo
T-CoNSUME T-PrRODUCE T-Lam
ATre:Al¢ ATre:[A-¢1] ]| P AT, x:Ajre:Ay|o A+ A
ATr#e:[A-¢]]|o ATrHle: Al Uy AT +HA(xe) : Ay > Ay | o
T-Ar T-ALL
ATre:A; > A | ¢ AT re A1 ¢y Aa™Tre:Alo
A;T Fap(eer) : Ax | g U@ AT FA(a™e) :Y(a™A) | o
T-INsT T-Pack
ATre: V(™A | ¢ Ar¢ p>=m ATre:[¢p/a™A| P Ar¢ p=m
AT re[g] - [¢p/a™]A | ¢ A;T + pack[g](e) : F(a™.A) | ¢’
T-OpPEN

A;l"l—el:El(am.Al)|¢ A,am;r,XIA1F€22A2|¢, A+ A, AFQIS’
A;T + open(e;a™, x.e2) : Ay | ' L@

T-INJL T-INnJR
ATre:Ar| ¢ Ar A, ATre:Ay | ¢ ArA;
ATrL-e:Ar+A | ¢ ATrr-e:Ar+A | ¢
T-Caske

A;FF€2A1+A2|¢ A;F,xlell—el:A|g{)' A;F,XZiAzFeziAlgb’

ATrcasee{l-x;>e |r-xx—>e}:A|ld U

T-Pair
A;FF€1:A1|¢1 A;rFeziAgngSg

A;FI— <€1,€2> ZA1®A2 | ¢2|_|¢1

T-SpLiT
ATre:Ai®As | ¢ AT, x1: ALxp : Asbep t A ¢

A;T +spliteinto (x,x;) ine : A| ¢ U
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V-Un1T V-CONSUME V-LEFT V-RIGHT V-PaIr V-Lam
e val e val e; val e val
() val #e val 1-eval r-eval (eq, e5) val A(x.e) val
V-DerLaM V-Pack E-Propuce-CoNG E-PrRODUCE-f
e val e|lpr—e | P
A(a™.e) val pack[¢](e) val le| g le' | ¢’ e |pr—e| ¢

E-InjL-Cong
elpr—ce | ¢

l-e|ldpr—1-¢|¢

E-Case-ConNG

E-InjR-Cong
elpr—e | ¢

reelgr—r-e|¢

elgr—e | ¢

casee{l-x; e |r-xx—>e}|dr—ocasee {1-x > e

E-Case-f1
1

r"xz;>f?2]’|¢,

- e val

casel-e{l-x;>e|r

E-CASE-f2
r-eval

Xy > e b | o [e/xi]er | ¢

E-PA1r-ConNG1
er| ¢ r— e{ | ¢

caser-ef{l-x; — e

r-x;<e}|¢dr— [e/xz]es| ¢

(e.e2) | § > (el e2) | ¢

E-Pair-CoNG2

e; val

el pr—ey| ¢’

(e, e2) | ¢+ (erep) | ¢

E-SpriT-CoNG

er|pr—e| ¢

split e; into (x1,x2) iney | § > split e] into (x1,x32) iney | ¢’

E-SpLIT-f
(e1, €2) val

E-Ar-Cong1
er|pr—e | ¢

split (ej,ez) into (x,x2) ine | ¢ — [ez/xz][e1/x1]e | ¢

E-Ar-ConG2

ey val eldpr—e|d

ap(ei;ez) | ¢ — ap(es;ey) | ¢

E-DeprAr-CoNG

elgr—e ¢
el¢] [ — €'[4] | ¢’
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E-Apr-f8
e, val

ap(A(x.e);ez) | ¢ = [ez/x]e | §

E-DePAP-f

Aa™e)[¢'] | ¢+ [¢'/a™]e| ¢

Publication date: January 2026.

ap(es;ey) | ¢ — ap(e{;ez) | ¢l



Security Reasoning via Substructural Dependency Tracking

27:37
E-Pack-CoNG

elgr—e ¢
pack[@](e) | ¢ — pack[¢](e) | ¢’

E-OreN-CoNG
el gr—el| ¢

open(e;;a™, x.e5) | § —> open(ep;a™, x.ex) | ¢’

E-OpPEN-f

E-TrRACK
e; val

open(pack[¢](e1); @™, x.e2) | ¢ > [¢p/a™][er/x]es | ¢ e ¢ —elpug

D.4 Formation

D41 Ara™.
F-1
Aad™mEa™
D42 Ar ¢.
F-2 F-3
Ara™ A+ ¢
AFo A+ ¢g;a™
D43 A+ A.
F-4 F-5 F-36 F-6 F-7
Aa™ A Aad™ A Ar A AF A,y ArFA A+ ¢
A+ unit ArVY(a™A) A+ 3(a™A) A+A; — A Ar[A-¢]
F-8 F-9
A+ A A+ A, A+ A A+ A,
Ar A+ A, ArA®A;
D44 Are.
F-10 F-11 F-12 F-13 F-14 F-15
Are Atre Are Atre
A+ ) A+ x A+ He Arle Arl-e Arr-e
F-16 F-17
Are At e AF e AF e Al e
Arcasee{l -x;—>e |r-x3<—>e} A+ (e, er)
F-18 F-19 F-20 F-21
Ar e AF e Are AFe AF e Aamre
AF splite; into (xy,x2) ine; A+ A(x.e) A+ ap(e;;er) A+ A(a™.e)
F-22 F-37 F-38
Are Ar¢ Are A+ ¢ AF e A o™+ e
A+ eld] A + pack[¢](e)

A+ open(eg; a™, x.e;)
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D45 T re.
F-23 F-24 F-25 F-26 F-27 F-28
x el Tre T're T're T're
T+ () T'rx T+ #e I'rle F'rl-e Trr-e
F-29 F-30
I'te I,x1Fe I,xyF ey T'Fe T'Fe;
IF'tcasee{l-x;>e |r-x;—e} T+ (e, er)
F-31 F-32 F-33 F-34
T'ke I, x,x0 F ey I''xkre T'ke T'ke T're
I+ splite; into (x;,x2) iney T'FA(x.e) I+ ap(er;es) I'tA(a™e)
F-35 F-39 F-40
Tre T're T're Ixtke
TFelg] T + pack[¢](e) T + open(eg;a™, x.e;)
D.5 ¢1 [ ¢2
$r1Uo = ¢
$1 U dg;a™ = (¢1 U B);a™
D6 ¢=>m
p=m m2m'
o>m d;am>=m
D.7 ¢1 Ca ¢2
[-REFL CONTRACT-BACk CONTRACT-FwD
pp" UG UG Eado  cBEM G2 U pip" Uy Eady  CEEmM
PEAS ¢ p" U1 p™ LY Ca 2 $23p™ U s p™ L $y Ta 1
MovEe-BAck Move-FwbD
P p™ UG LI PY Ta o MB € m GrUGLpT LB Ta o MF € m
$1 U@ p™ L @Y En @2 $1;p™ U g1 LU @Y En @2
I-WEAKEN
dr;a™ L P Ep P2 Ara™ wWEm
$1UP; En 42
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D.8 A;Cjh A,
S-UNIT S-Sum S-ProD
A; Cp A] Ay T A A; Cp A} Ay Cp A
unit Cp unit Ap+ Ay Cp Al + A A ®A; Cp A ® A,
S-DEep S-ARROW S-ALL
A1 Ep A 1 Ea P2 Al Ca Ay Az Cp A Ar Cagm Az
[A1 . ¢1] EA [Az . 452] A1 bl Az EA All bl A; V([Xm.Al) EA V((Xm.Az)
S-EXISTS
Ay Cpam Az

H(Qm.Al) Ca E(Qm.Az)

D.9 Substitution

Note that we work with substitution on terms and types determined up to a@-equivalence; capture
is not a concern. Substitution into types and expressions is as usual.

1>

[¢p/a™]o
[$/a™]T, x : A

(e}

([¢/a™]D),x : [¢/a™]A

1>

13

[¢/a™]o
[¢/a™1(¢";a™)
[¢/a™](¢" ™)

[¢/a™]¢" U
[¢/a™]¢s o™

1>

13

D.10 Structuralized Observer Level

inject(o,¢) = ¢
inject(¢1; @™, ¢ ¢o) = inject(¢y, §) Ll osa™ Ll ¢
poset, (§) = {Ar ¢l | 30 ¢"" . inject(¢l 42" ) Ca ¢}

E Appendix: Resource Safety and Modularity

Note that there is a surface-level change in syntax here, using LI instead of juxtaposition for
concatenating resource contexts and treating the latter explicitly as lists of resources. We do this to
make explicit what is occurring in subtle portions of proofs. It should be readily apparent how the
presentation in the main text maps to the one here. We also presuppose that the logical relation is
always well-formed, that is, A F A, A + ¢1, A F ¢. We will only mention the maintenance of this
presupposition when it is not clear from the context.
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e€Alg A :3¢1:A¢ erval, e| o —" e | ¢, e € A[A]
() eunit [A] =

l-e; €A1+ Ay [A] £ e € A [A]

r-ey; € A +A; [A] £ ey € Ay [A]

e1 € Ay [A],ex € Ay [A]
Ard,¢>me €[p/a™]A[A]
cc[A-¢][A] £ lec Al [A]

pack[¢$](er) € A(a™.A) [A

[A]

[A] =

[A] =

[A] =

(e1,e0) € A1 ® Ay [A] £
[A] =

[A] =

e €A — Ay [A] 2 e € A [A], e val = ap(ese;) € Ay | o [A]

[A] =

eeV(amA) [Al2AF ¢ ¢>m = e[¢] € [p/a™]A] o [A]

e~e €Al [pa] [A] £ ¢ ¢ posetA(¢2) or ey val, ej val,

() ~ () eunit | ¢ [42]
loeg~1-e1 €A1 +Ar| ¢ [¢]
r-ep~r-e; €A +A; | ¢ [¢2]

(2]

(e1,€2) ~ {ej, e5) € A1 ® Ay | P

pack[$](e1) ~ pack[¢](e}) € I(a™.A) | 41 [f2] [A] = Ak ¢ $=m,
~ e € [¢/amA| ¢1 [¢2] [A]
e~e €[A-9]| ¢ [fe] [A] = 'ei!e €Al ¢udr[g2] [A]
e~e €A — Ay | ¢1 [§2] [A] = V1 € poset,y(4]). ¢; € poset, (f2) -

e; val, e val,
e ~ ey € Ay | ¢ [¢5] [A] =

ap(e;e1) ~ ap(e’seq) € Aq | ¢7 [45] [A]
e~e eV(am™A)| ¢ [¢a] [A] = AI—(;S p>m =

e[l ~€'[g] € [p/a™A | ¢1 [$2] [A]
Lemma E.1 (Associativity of LI). (¢ LI ¢p2) LI 3 = @1 U (¢h2 U ¢b3)

Proor. Proceed by induction on ¢s.

(1) Case: ¢p5 =0
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(PrUg2) Lgs = (1 Ugp) Lo
=1 Ug
= ¢ U (¢2U0)
= ¢ U (¢2 U ¢3)

(2) Case: ¢3 = ¢3;a™

(¢1U¢2) L5 = (1L ) L piza™
2 ((p1U o) L g3);a™
2 (¢ U (2 U ¢3));a™
2 ¢ U (g2 L gg);a™
2 ¢y U (¢ U pgsa™)
2 ¢ U (g2 U h3)

Lemma E.2 (Substitution distributes over LI). [¢/a™](P1 U ¢2) = [¢/a™]d1 LU [p/a™] ¢,

Proor. Proceed by induction on ¢.

(1) Case: ¢ =0

[¢/a™](¢1 U ¢2) = [¢/a™]($1Li0)
= [¢/a™]41
= [¢p/a™]g1uo
= [¢/a™]1gr U [p/a™]o
= [¢/a"]pr U [9/a™ ]2

(2) Case: ¢ = ¢); " where " # a™

[¢/a™](¢1 U ¢2) = [$/a™] (1 U pyse)™)
= [¢/a™]((¢1 U gp)ia™)
= [¢/a™] (¢ U §y)s )"
= ([¢/a™1¢gs L [§/a™]¢}); )"
= [¢/a™ )¢ [p/a™ g )™
= [¢/a™ g1 [§/a™] (¢ 0™)
= [¢/a™]¢1 U [p/a™]¢,

(3) Case: ¢y = ¢y;a™
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[¢/a™1($1 U ¢2) = [¢/a™](p1 U ¢33 a™)
[¢/a™]((¢1 U $3);a™)
[¢/a™1($1 UGy L
([p/a™1¢1 L [¢/a™]2) U ¢
[¢/a™]p1 L ([¢/a™ ]y L )
[¢/a™]gr U [$/a™](¢5: ™)
[¢/a™ ] L [§/a™]¢,

(1 | L | L | L [ L |

13

Lemma E.3 (Transitivity of Ep). If ¢1 Ca ¢2 and ¢2 Ea @3 then ¢y Ep Ps.

Proor. Proceed by induction on ¢; Ca ¢s.
(1) Case: I-REFL
(a) Then we have that ¢ Ca ¢ and ¢ Cp ¢s.
(b) We have the result immediately from the second assumption.
(2) Case: -WEAKEN
(@) Then we have that ¢; = ¢ LI ¢7'.
(b) And we have as a premise that ¢7; a™ U @7 Ca ¢s.
(c) By applying the induction hypothesis to this result and the second assumption, we have
#1:™ U gy Ca .
(d) We also have as premises that A + o™ and w € m.
(e) By applying [-WEAKEN to this and ¢7; ™ U ¢;" Ca ¢3 we have that ¢; LI ;" Ca 3.
(f) So we have ¢; Ea ¢3, by definition of ¢;.
(3) All other cases analogous to that for I-WEAKEN.

m|
Lemma E.4 (Monotonicity of Cp and fixed U). If$; Ta @2 then pLigy Ta pU2 and p1Lid T $2Lig.

Proor. Proceed by induction on ¢; Ep ¢7.
(1) Case: I-REFL
(a) Then we have ¢; Cp ¢;.
(b) And we have ¢ LI p1 Ep ¢ L ¢1 and ¢ LI ¢ Ep ¢1 LI ¢ by I-REFL.
(2) Case: -WEAKEN
(a) Then we have ¢ Ll ¢ Ca ¢o.
(b) And we have as premises ¢7; 2™ Ll ¢ Ca ¢ and A + o™ and w € m.
(c) Apply the induction hypothesis to the premise and ¢ to obtain ¢ LI ¢7; ™ U ¢p7" Ta ¢ L
and ¢1;a™ U ¢y U Ep ¢ LI .
(d) Apply I-WEAKEN to each result and 2b to obtain ¢ Li ¢ Ll ¢;" Cp ¢ LI, and ¢ Ly LI T
$2U Q.

(3) All other cases analogous to that for I-WEAKEN.

Lemma E.5 (Monotonicity of T and Li). If ¢y Ca ¢] and ¢, Ta ¢ then ¢y Li ¢ T ¢ U §5.

Proor. Proceed by induction on ¢; Ea ¢].
(1) Case: I-REFL
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(a) Then we have ¢; Cp ¢;.
(b) Apply Lemma E.4 ¢, Cp ¢; and ¢; to obtain ¢y Ll ¢y T ¢y U ¢,
(2) Case: -WEAKEN
(a) Then we have ¢ U ¢7" Ea 1.
(b) And we have as premises that ¢1’; 2™ U ¢ Ep ¢ and A+ a™ and w € m.
(c) Apply the induction hypothesis to the inequality premise and ¢, Ca ¢ to obtain ¢7';a™ LI

IN |_|¢2 EA ¢1 |_|¢2
(d) Apply [-WEAKEN to 2c and the non-inequality premises in 2b to obtain ¢;" LI ¢;" LI ¢y Ep
$1 U ¢
(3) All other cases analogous to that for -WEAKEN.
m}

Lemma E.6 (Poset Multiplication Homomorphism). If¢; € poset,(¢;) and ¢, € poset, (¢,) then
¢1 U ¢z € poset, (47 U 43).
Proor. Proceed directly.
(1) From ¢ € poset,(¢]) we have ¢ such that inject(¢y, ¢) Ca ¢ where A + $1, ¢ and ¢, is of
length n and 5 is of length n + 1.
(2) From ¢, € posetA(d)é) we have ¢’ such that inject(¢,, ¢’) Ca ¢; where A + $o, ¢’ and ¢, is
of length k and ¢’ is of length k + 1.
(3) Suffices to show ¢)” such that lnjeCt(¢)1 LI ¢, qS”) Ca ¢; U ¢, where A + ¢y LI ¢y, d)” and
¢1 U @ is of length n + k and ¢>” is of length n + k + 1.
(4) Apply Lemma E.5 to 1 and 2 to obtain inject(¢, ¢) L inject(y, ¢") Ca ¢ L 5.
(5) The left hand side is equivalent to inject(¢; LI ¢a, F) by definition of inject, where F is the
concatenation of 5 and a with the rightmost element of the former and leftmost element of
the latter joined together. So we have ¢; LI ¢, of length n + k and F of length n + k + 1.

(6) And we also have A + ¢; LI ¢ and A + ¢
(7) So we have ¢; LI ¢, € poset,(¢] LI ¢,) from 5 and 6.

Lemma E.7 (Poset Transitivity). If ¢; € poset,(¢;) and ¢, € poset,(¢ps3) then ¢; € poset, (¢3).

Proor. Proceed directly.
(1) Assume ¢ € poset, (¢2) and @, € poset, (¢s3).
(2) Show ¢; € poset, (¢3).

(3) So we have inject(¢1, §) Ca ¢ and inject(ds, ¢) Ta ¢3 for A F ¢, ¢, ¢, ¢’ and 9{’?:5“1 and
—k+1

¢5. ¢’

(4) Suffices to show Fnﬂ such that inject(¢y, ¢”) Ca ¢3 and A + ¢

(5) Observe that the structural rules depend only on the presence of individual dependencies in
order to apply, so rewriting with C, is preserved by injection of dependencies.

(6) So we may inject the total dependencies represented by gb and ¢’ before rewriting with Cp a
second time. . . .

(7) And so we know there is some ¢’ such that inject(¢$1, ¢”’) Ca ¢35 where A + @1, ¢”” and

—n+
¢{l’ ¢// .
(8) And so ¢; € poset, (¢3) by definition.
O
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We must prove a few auxiliary lemmas about the non-interference condition.
Lemma E.8 (Dependency Ordering Preservation). If¢ Ca ¢’ then poset,(¢p) C poset,(¢”).

ProoOF. Proceed directly.

(1) Assume ¢ Cp ¢'.

(2) Suffices to show that if ¢ € poset,(¢) then ¢; € poset, (¢”).

(3) Assume ¢ € poset, ().

(4) Suffices to show ¢; € poset, (¢’).

(5) From 3 we know there exists E such that inject(gbl,@) Ergdand A+ ¢1,% and (;5;‘,%"“.
(6) Apply Lemma E.3 to inject(¢y, ¢;) Ca ¢ and ¢ Ca ¢’ to obtain inject(¢y, ¢z) Ca ¢

Lemma E.9 (Containment 1). If¢; ¢ poset,(¢;) and ¢ € poset,(¢s) then ¢ps & poset,(¢z).

Proor. Proceed directly.

(1) Assume ¢ ¢ poset,(¢2) and ¢; € poset, (¢s).

(2) Assume for a contradiction that ¢; € poset, (¢2).

(3) Apply Lemma E.7 to ¢; € poset, (¢3) and 2 to obtain ¢; € poset, (¢2).
(4) This contradicts the first assumption in 1.

]

Corollary E.10 (Containment 2). If ¢y ¢ poset,(¢,) then Vo, ] L7 = ¢y . ¢; U P L p)" ¢
poset, (42).

ProOF. Proceed directly.

(1) Assume some ¢; = ¢; Ll ¢7’.

(2) We know A + ¢; by assumption.

(3) Case on whether A + ¢. If not, then immediately ¢; LI ¢ LI ¢’ & poset, ($2) as desired. Now

assume this is true.
(4) Observe that we have ¢, € poset,(¢] LI ¢ LI ¢]’).
(5) Apply Lemma E.9 to ¢; ¢ poset, (¢,) and 4 to obtain ¢] LI ¢ LI ]’ & poset, (42).

Lemma E.11 (Containment 3). If ¢ € poset,(¢2) and ¢; € poset, (¢,) then ¢1 ¢ poset,(¢;).
ProOF. Proceed directly.
(1) Assume ¢; € poset, (¢2) and ¢, € poset, (¢2).
2) Assume for a contradiction that ¢; € poset, (¢,).

()
(3) Apply Lemma E.7 to 2 and the second assumption in 1 to obtain ¢; € poset, (¢z).
(4) This contradicts the first assumption in 1.

Corollary E.12 (Containment 4). If $; ¢ poset, (¢2) and ¢, Ea @2 then ¢y & posetp(45).

Proor. Proceed directly.

(1) Assume ¢; ¢ poset,(¢2) and ¢; Ca Ps.

(2) Apply Lemma E.8 to the second assumption in 1 to obtain poset, (¢;) C poset, (¢2).
(3) We know that ¢; ¢ poset, (¢), so it must not be in any of its subsets.

(4) So we have ¢; ¢ poset, (¢;).
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Lemma E.13 (Lifted Weakening). IfA+ ¢ and ¢ > wand ¢ U ¢ Ll ¢ Ep ¢’ then ¢y L ¢y Ep ¢’

Proor. Proceed by induction on ¢.
(1) Case: o
(a) We must show ¢ LI ¢ Cp ¢'.
(b) We have this by assumption.
(2) Case: ¢"";a™
(a) We must show ¢ LI ¢ Ep ¢’
(b) We have by assumption that ¢; LI ¢"";a™ U ¢y Tp ¢’
(c) We have by I-WEAKEN and A + o™ and w € m that ¢; LI ¢"" LI 2 Tp ¢’
(d) Apply the induction hypothesis to this to obtain ¢; LI ¢2 Tp ¢’.

|
Lemma E.14 (Lifted Contract Back). If¢;UgdLigsLigs Tp ¢ and d > cL then ¢ LipUpoLidLI3 Tp @’

Proor. Proceed by induction on ¢.
(1) Case: o
(a) Then we must show ¢; Lio Ll gy Lio LI 3 Tp ¢'.
(b) This is the same as ¢ LI ¢ LI ¢35 Tp ¢’
(c) We have this by assumption.
(2) Case: ¢"";a™
(a) Then we must show ¢1 LI ¢”";a™ Ly LI "5 ™ L 3 Tp ¢
(b) We have by assumption that ¢; LI ¢""; ™ U ¢ LI ¢p3 Ep ¢’
(c) We have by CONTRACT-BACK that ¢; LI ¢”; ™ U ¢po; a™ L b3 Tp ¢’
(d) This is the same as ¢y LI ¢”" Ll o; ™ L ¢y LI 0; ™ LI ¢p3 Cp ¢
(e) Rewrite using the induction hypothesis to obtain ¢; LI¢"”" Lio; a™ LI LIp" Lio; a™ Lighs Ep ¢’
(f) This is the same as ¢ LI ¢”; ™ L po LI @”"; ™ U 3 Tp ¢’
]

Lemma E.15 (Lifted Contract Forward). If ¢ Ll ¢po LI ¢ Ll p3 Ep @” and ¢ > CR then ¢y U ¢ LI o LI
pUPs En g’

Proor. Analogous to proof for Lemma E.14. O

Lemma E.16 (Lifted Forward Movement). If¢;U¢pLIg2LIgs Ta ¢" and ¢ > ML then ¢; L, LIgLIps En
¢/
ProoF. Proceed by induction on ¢.
(1) Case: o
(a) Then we must show ¢ LI ¢pp Lio LI 3 Tp ¢’
(b) This is the same as ¢ LI ¢ LI ¢h3 Cp ¢’
(c) We have this by assumption.
(2) Case: ¢"";a™
(a) Then we must show ¢y LI ¢pp LI ¢"";a™ Ll p3 Tp ¢’
(b) We have by assumption that ¢; LI ¢”; @™ LI ¢, L 3 Tp ¢'.
(c) This is the same as ¢ LI "' Ll o;a™ LI by LI b5 Ep .
(d) Rewrite using the induction hypothesis to obtain ¢; Ll o;a™ LI ¢y LI " LI b3 Tp ¢'.
(e) Apply MovE-FORWARD to obtain ¢ Ll o LI ¢ LI ¢”; ™ LI b5 Tp ¢’
(f) This is equivalent to ¢y LI ¢pp LI ¢"";a™ Ll 3 Tp ¢’
O
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Lemma E.17 (Lifted Backward Movement). If ¢, Ll ¢ LI § LI p3 Cp ¢" and ¢ > Mr then ¢y LI ¢ LI
$2 L¢3 Ca ¢

Proor. Analogous to proof for Lemma E.16. O
Lemma E.18 (Strengthening). IfA, " + a,* where a]" # o then A v o).

ProOF. Proceed directly.

(1) Observe that o, &, + a," by F-1.

(2) We can weaken all the elements of A besides a{"l, denoted A’, on to this result to obtain
N, oy? Foay®.

(3) Observe that A’, ;" = A, by definition of A’

(4) So we have A F a2,

Lemma E.19 (U Preserves Well-Formedness). A+ ¢; and A v+ ¢ iff A+ ¢1 U ¢s.

Proor. Consider the forward direction. Assume that A + ¢; and A + ¢, and show A + ¢; LI ¢,.
Proceed by induction on ¢,.
(1) Case: o
(a) Then we have that ¢; Ll o = ¢;.
(b) We have A + ¢; by assumption.
(2) Case: ¢y; ™
(a) Then we have that ¢; LI ¢7; ™ = (¢ U ¢7); ™.
(b) By inversion on A + ¢}; ™ we have that A + ¢; and A + a™.
(c) By applying the inductive hypothesis to A + ¢; and A + ¢, we have that A + ¢; L ¢;.
(d) And by applying F-3to A + ™ and A + ¢; U ¢p5, we have that A + (¢ U ¢3); ™.
(e) This is equivalent to A + ¢; LI ¢7; ™ by definition of LI.
(f) So we have A + ¢; U ¢,.
Now consider the backwards direction. Assume that A + ¢; U ¢, and show that A + ¢; and
A+ ¢;. Proceed by induction on ¢;.
(1) Case: o
(a) Then we have that ¢; Ll o = ¢; by definition of LI
(b) And so we have that A + ¢;.
(c) And we have A + o, which is the same as A + ¢, by F-2.
(2) Case: ¢y; ™
(a) Then we have that A + ¢ U ¢7; ™.
(b) This is equivalent to A + (¢ U ¢7); a™ by definition of LI.
(c) By inversion on F-3 we have A + o™ and A + ¢; LI ¢).
(d) By applying the induction hypothesis to A +- ¢; LI ¢; we have that A + ¢; and A + ¢;.
(e) By applying F-3 to A + & and A + ¢; we have that A + ¢;; ™, which is equivalent to
A+ ¢2.

]

Lemma E.20 (Substitution of ¢ into ¢ preserves well-formedness). IfA, a™ + ¢’ and A + ¢ then
Av[¢/a™]d".
Proor. Proceed by induction on ¢’. We have A, ™ + ¢’ and A + ¢. Show that A + [H/a™]¢’.
(1) Case: ¢’ =0
(a) Then [¢/a™]o =o.
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(b) And we have A + o by F-2.
(2) Case: ¢’ = ¢py;a™
(2) Then [¢/a™](g;a™) = [$/a™]gs U $.
(b) By inversion on A, @™ + ¢’, we have that A, a™ + ¢;.
(c) We have that A + [¢/a™]¢1 by applying the inductive hypothesis to A, @™ + ¢; and A F ¢.
(d) We have the result by applying Lemma E.19 to A + [¢/a™]¢; and A + ¢.
(3) Case: ¢’ = ¢y; " where a" # a™
(a) Then [9/a™ (¢ ™) = [p/a™|gu; ™.
(b) By inversion on A, @™ + ¢’, we have that A, a™ + ¢; and A, @™ + a]".
(c) We have that A + [¢/a™] ¢, by applying the inductive hypothe31s toA o™+ (,251 and A ¢.
(d) We have that A + ;"' by applying Lemma E.18 to A, ™ + ;" and a]"" # a™.
(e) By applying F-3 to A Fai" and A + [¢/a™]¢; we have that A F [¢/am]¢1; a.
[m}

Lemma E.21 (Unsubstitution of ¢ into ¢ preserves well-formedness). If A + [¢p/a™]|P’ then
Aa™r @

Proor. Proceed by induction on ¢’. We have A + [¢/a™]¢’. Show that A, a™ + ¢’.
(1) Case: ¢’ =o

(a) We have A, a™ + o by F-2.
(2) Case: ¢’ = ¢py; ™

(a) Then [¢/a™]($1;a™) = [$/a™]$1 L §.

(b) So we have A + [¢/a™]¢; and A + ¢.

(c) Apply the induction hypothesis to A + [¢/a™]$; to obtain A, @™ + ¢;.

(d) Via F-1 we have A, a™ + ™.

(e) Apply F-3to A, o™ + o™ and A, a™ F @; to obtain A, a™ F ¢q; a™
(3) Case: ¢’ = ¢)1,a1 where a]"" # o™

(a) Then [¢/a™]($1;a)") = [¢/a™]pr; )"

(b) So we have A [qS/am]gZ)l and Ak a"'.

(c) Apply the induction hypothesis to A  [¢/a™]¢$; to obtain A, a™ + ¢;.

(d) Weaken A + o™ to A, a™ F ™.

(e) Apply F-3to A,a™ ¢y and A, a™ F a;"l to obtain A, a™ + ¢y; ai"l.

[m}

Lemma E.22 (Substitution of ¢ into A preserves well-formedness). IfA,a™ + A and A + ¢ then
Ak [p/a™]A

Proor. We have A, a™ + A and A + ¢. Show that A + [¢/a™]A. Proceed by induction on A.
(1) Case: unit

(a) Then [¢/a™]unit = unit.

(b) By F-4 we get A + unit.
(2) Case: V(a;".Ay)

() Then [¢/a™ V(™ .A;) = V(a™.[$/a™] Ay).

(b) By inversion on A, a™ + V(a]"" .A) we have that A, a™, a]" + Ay.

(c) Since A + gb we can weaken this to A, a]" F ¢.

(d) Since A, @™, a" + A;, we can exchange this to A, a]"', a™ + A;.
e) By applyin the inductive hypothesis to A, " ,a’" F A1 and A, ™ F ¢, we get that
Yy applying yp 1 1 g
Aol + [p)a™]A

) Then by applying F 5to A" F [¢/a™]A; we have that A + V(a]".[¢/a™]A;).
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(3) Case: 3(a".Ay)
(2) Then [¢/a™]3(a" A1) = 3(a™ [¢/a™]Ay).
(b) By inversion on A, a™ + 3(a;".A;) we have that A, a™, a]" + A;.
(c) Since A + ¢, we can weaken this to A, ai"l F .
(d) Since A, @™, a"" + A;, we can exchange this to A, a]", a™ + A;.
(e) By applying the inductive hypothesis to A, a",a™ + Ay and A, a]" + ¢, we get that
Aol F [p)a™]A.
(f) Then by applying F-36 to A, a"" + [¢/a™]A; we have that A + 3(a]".[¢/a™]A;).
(4) Case: A; — A,
(a) Then [¢/a™](A1 — Az) = [¢/a™]A1 — [¢/a™]As.
(b) By inversion on A, @™ + A — A, we have that A, a™ + A; and A, 2™ + A,.
(c) By applying the inductive hypothesis to A, ™ + A; and A + @, we have that A + [¢p/a™]A;.
(d) By applying the inductive hypothesis to A, o™ + A; and A + ¢ we have that A F [¢/a™]As.
(e) By F-6 we have that A + [¢p/a™]|A; — [¢/a™]A,.
(5) Case: A; + A,
Analogous to the case for A; — Aj.
(6) Case: A; ® A,
Analogous to the case for A; — Aj.
(7) Case: [A- ¢']
(2) Then [¢/a™][A- ¢'] = [[$/a™]A - [$/a™]¢'].
(b) By inversion on A, @™ + [A - ¢’] we have that A, ™ + A and A, a™ + ¢’.
(c) By applying the inductive hypothesis to A,a™ + A and A + ¢ we obtain A + [¢p/a™]A.
(d) By applying Lemma E.20 to A, a™ + ¢’ and A + ¢ we obtain A + [¢p/a™]¢’".
(e) By applying F-7to A+ [#/a™]Aand A+ [¢p/a™]p’ we obtain A+ [[¢p/a™]|A - [¢/a™]¢’].

]

Lemma E.23 (Unsubstitution of ¢ into 7 preserves well-formedness). IfA + [¢p/a™]A then A, a™
A.

Proor. We have A + [¢/a™]A. Show A, a™ + A. Proceed by induction on A.
(1) Case: unit
(a) Then we have A + unit.
(b) Andso A, a™ + unit.
(2) Case: V(a;".A)
(a) We have A + [¢p/a™]V(a]" .A).
(b) So we have A + V(a]" .[¢p/a™]A).
(c) By inversion via F-5 we have A, a]" + [¢/a™]A.
(d) Apply the induction hypothesis to this to obtain A, &}, a™ F A.
(e) This is equivalent to A, a™, a]" F A.
(f) Apply F-5 to this to obtain A, a™ + V(a;".A).
(3) Case: I(a]".A)
Analogous to the prior case.
(4) Case: [A - ¢1]
(a) We have A + [¢/a™][A - ¢1].
(b) So we have A+ [[¢p/a™]|A - [¢/a™]¢1].
(c) By inversion via F-7 we have A + [¢p/a™]Aand A + [¢/a™] ;.
(d) Apply the induction hypothesis on the first inversion result to get A, a™ + A.
(e) Apply Lemma E.21 to the second inversion result to get A, ™ + ¢;.

Proc. ACM Program. Lang., Vol. 10, No. POPL, Article 27. Publication date: January 2026.



Security Reasoning via Substructural Dependency Tracking 27:49

(f) Apply F-7to A,a™ + Aand A, a™ + ¢ to get A, @™ + [A - ¢1].
(5) Case: A; — A,
(a) We have A + [¢p/a™]|A; — As.
(b) So we have A + [¢/a™]A; — [p/a™]A,.
(c) By inversion via F-6 we have A + [¢/a™]A; and A + [¢p/a™]A,.
(d) Apply the induction hypothesis to each of the inversion results to obtain A, ™ + A; and
A a™ kA,
(e) Apply F-6 to each induction result to obtain A, a™ F A; — A,.
(6) Case: A; + A,
Analogous to the prior case.
(7) Case: A; ® A,
Analogous to the prior case.

Lemma E.24. ¢ substitution preserves E
If¢p1 Epgm @2 and A+ ¢ and ¢ > m then [¢/a™]|d1 Ta [§/a™]p2.

ProoF. Proceed by induction on ¢; Ea ¢@s.
(1) Case: I-REFL
(a) Then we have ¢ T gm ¢1.
(b) So we know that [¢/a™]P1 Ta [§/a™] 1.
(2) Case: -WEAKEN
(a) We have ¢y Ll ¢] Cp om o
(b) Show that [¢/a™]¢: U [$/a™]¢] Ea [¢/a™]do.
(c) We have as premises that w € m; and A + " and ¢y; 2" U @] Tpam .
(d) In the first case, assume a;" # a™.
(e) Apply the induction hypothesis to the inequality premise and A + ¢ and ¢ > m to obtain
[¢/a™]p1; )" U [$/a™]p] Caam [/a™]¢s.
(f) Apply -WEAKEN to w € m;y and A + a;'“ and the induction result to obtain [¢/a™]¢$; U
[¢/a™]d] Ea [§/a™]s.
(2) In the second case, assume a]"' = a™.
(h) Apply the induction hypothesis to the inequality premise and A + ¢ and ¢ > m to obtain
[¢/a™]¢1 L d L [P/a™]P] Ca [$/a™]s.
(i) Apply Lemma E.13 to A + ¢ and ¢ > w and the induction result to obtain [¢/a™]¢; L
(/™)) Ca [6/a™ ).

(3) All other cases analogous for that for -WEAKEN.

Lemma E.25. ¢ substitution preserves subtyping
IfA; Epgm Az and A+ ¢ and ¢ > m then [¢p/a™] A1 Ep [¢/a™]A;.

Proor. Proceed by induction on subtyping.
(1) Case: S-UNIT
Immediate from unit Cx unit.

(2) Case: S-Dep

(a) We have [A; - ¢1] Epgm [Az - ¢p2] and A + ¢ and ¢ = m.

(b) We have as premises A; Cp gm Az and ¢1 Tp gm Po.

(c) Apply the induction hypothesis to the first premise and A + ¢ and ¢ > m to obtain

[6/a™ s Ca [$/a™]As.
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(d) Apply Lemma E.24 to the second premise and A + ¢ and ¢ > m to obtain [¢/a™]P; Ea
[¢/a™] .
(e) Apply S-DEp to the result of induction and this result to obtain [[#/a™]A; - [¢/a™]¢1] En

[[¢/a™]As - [§/a™]2].
(3) Case: S-ALL
(a) We have V(a]".Ay) Cpqm V(a]".Az) and A F ¢ and ¢ > m.
(b) We have as a premise A, Epama™ As.
(c) Weaken A+ ¢ to A, "' + ¢.
(d) Apply the induction hypothesis to the premise and A,a]"" F ¢ and ¢ > m to obtain
[§/a™ Ay By [/ 4s.
(e) Apply S-ALL to obtain ¥(a]".[¢/a™]A1) Ta V()" .[¢/a™]As).
(4) Case: S-EXIsTSs
Analogous to the case for S-ALL.
(5) Case: S-ARROW
(@) Wehave Ay — Ay Epgm A] > Ajand A+ ¢ and ¢ > m.
(b) We have as premises A} Cp om Ay and Ay Cp qom Aj.
(c) Apply the induction hypothesis to the first premise and A + ¢ and ¢ > m to obtain
[¢/a™]A] En [§/a™]Ar
(d) Apply the induction hypothesis to the second premise and A + ¢ and ¢ > m to obtain
[6/a™ A, Ca [$/a™] A,
(6) Case: S-SuM, S-Prop
Analogous to the case for S-ARROW.

Lemma E.26. ¢; Cp ¢, preserves scoping
IfA v ¢y and ¢1 Ep ¢z then A+ ¢o. IfA F P2 and ¢y T Po then A+ ¢y.

PRrOOF. Proceed by induction on ¢; Ep ¢@s.
Consider the first case.

(1) Case: I-REFL
We have the result immediately.

(2) Case: -WEAKEN

(a) We have A + ¢; LI ¢] and ¢ L ¢] Ea o

(b) We have as premises w € mand A + ™ and ¢1;a™ L @] T ¢3.

(c) From A + ¢; LI ¢] and A + ™ we have A + ¢1; ™ U ;.

(d) Apply the induction hypothesis to this and the premise inequality to obtain A  ¢,.
(3) All other cases analogous to that for -WEAKEN.

Now consider the second case.

(1) Case: I-REFL
We have the result immediately.
(2) Case: -'WEAKEN
(a) We have A + ¢, and ¢ L ¢ Ep 2.
(b) We have as premises w € m and A + o™ and ¢;a™ U ¢ Tp ¢s.
(c) Apply the induction hypothesis to A + ¢, and the premise inequality to obtain A F
di;a™ L.
(d) So we know A + ¢; LI ¢].
(3) All other cases analogous to that for I-WEAKEN.
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Lemma E.27. Poset Preserves Scoping
IfA v+ ¢ and ¢1 € poset, (¢2) then A+ ¢o. If A + ¢y and ¢y € poset,(¢z) then A + ¢y.

ProOF. Proceed directly. Consider the first case.

(1) Assume A + ¢y and @; € poset, (¢2).
(2) Show A F ¢;. B B
(3) Unfold the definition of the second assumption to obtain A + ¢ such that inject(¢1, ¢) Ta ¢s.

(4) Since we know A + ¢; and A + 5 and that inject does not introduce any new dependencies
we have A r inject(¢s, ).
(5) Apply Lemma E.26 to 4 and the inequality from 3 to obtain A F ¢,.

Now consider the second case.

(1) Assume A + ¢, and @; € poset, (¢2).
(2) Show A + ¢;. _ _
(3) Unfold the definition of the second assumption to obtain A + ¢4, ¢ such that inject(#1, ) Ta

.
(4) So we have A + ¢; from 3.

Lemma E.28. A; Cp A; preserves scoping
IfA+ Ay and Ay Cp Ay then A+ Ay If A+ Ay and Aj T A, then A+ Ay

ProOOF. Proceed by induction on A; Ep A;.
Consider the first case.
(1) Case: S-Un1T
We have A + unit by F-4.
(2) Case: S-Sum
(a) We have A + Ay + Ay and A; + Ay Cp A7 + AS.
(b) We have as premises A; Ca A} and A, Cp A).
(c) By inversion on A + A; + A; we have A + A and A + A,.
(d) Apply the induction hypothesis to A + A; and A; Cp A] to obtain A + A7.
(e) Analogously obtain A + Aj.
(f) Apply F-8 to A + A] and A + Aj to obtain A + A7 + AJ.
(3) Case: S-PrRoD
Analogous to the case for S-Sum.
(4) Case: S-Dep
(a) We have A + [A; - ¢1] and [A; - ¢1] Ca [Az - $2].
(b) We have as premises A; Ep Az and ¢ Cp ¢@s.
(c) By inversion on A + [A; - ¢1] we have A + A; and A + ¢y, by F-7.
(d) Apply the induction hypothesis to A + A; and A; Cp A to obtain A + A,.
(e) Apply Lemma E.26 to A + ¢; and ¢; Ep ¢, to obtain A I ¢,.
(f) Apply F-7to A + Ay and A + ¢, to obtain A F [Aj - ¢].
(5) Case: S-ARROW
(a) We have A + Ay — Az and A; — Ay Ep A7 — A).
(b) We have as premises A] Ca A; and Ay Cp A).
(c) By inversionon A + A; — A, we have A + A; and A + A,.
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(d) Apply the induction hypothesis to A + A; and A, Cp A) to obtain A + Aj.
(e) Apply the induction hypothesis for the second case to A + A; and A] Ex A; to obtain
A+ Al
(f) Apply F-6 to A + A}, and A + A] to obtain A - A7 — A).
(6) Case: S-ALL
(a) We have A + V(a™.A;) and Y(a™.A;) Ca V(a™.A).
(b) We have as a premise A; Tp gm Aj.
(c) By inversion on A + V(a™.A;) we have A, a™ + A;.
(d) Apply the induction hypothesis to this and the inequality premise to obtain A, a™ I A,.
(e) Apply F-5 to this to obtain A + V(a™.A3).
(7) Case: S-EXIsTs
Analogous to the case for S-EXISTs.

Now consider the second case.

(1) Case: S-UNIT
We have A + unit by F-4.
(2) Case: S-Sum
(a) We have A + A} + A} and A; + A, Cp A7 + A).
(b) We have as premises A; Ca A} and A, Cp A).
(c) By inversion on A + A] + A}, we have A + A} and A + A7,
(d) Apply the induction hypothesis to A + A} and A; Cp A] to obtain A + A;.
(e) Analogously obtain A + A,.
(f) Apply F-8 to A+ A; and A + A, to obtain A + A; + A,.
(3) Case: S-PrRoD
Analogous to the case for S-Sum.
(4) Case: S-Dep
(a) We have A + [Az - ¢2] and [A; - ¢1] Ca [Az - $2].
(b) We have as premises A; Ep A; and ¢ Tp ¢@s.
(c) By inversion on A + [A; - ¢2] we have A + A, and A + ¢,, by F-7.
(d) Apply the induction hypothesis to A + A; and A; Ca A, to obtain A + A;.
(e) Apply Lemma E.26 to A I ¢, and ¢; Ea ¢, to obtain A F ¢;.
(f) Apply F-7to A+ A; and A + ¢; to obtain A + [A;g - ¢1].
(5) Case: S-ARROW
(a) We have A+ A} — A) and A; — Ay Ep A7 — A).
(b) We have as premises A] Ca A; and A, Cp A).
(c) By inversion on A + A} — A} we have A + A} and A + A7,
(d) Apply the induction hypothesis to A + A} and A, T A) to obtain A + A,.
(e) Apply the induction hypothesis for the other case to A - A7 and A] Cp A; to obtain A + A;.
(f) Apply F-6 to A+ A; and A + A, to obtain A + A; — A,.
(6) Case: S-ALL
(a) We have A + Y(a™.A,) and Y(a™.A;) Ca Y(a™.A).
(b) We have as a premise A; Tp om As.
(c) By inversion on A + V(a™.A;) we have A, a™ + A,.
(d) Apply the induction hypothesis to this and the inequality premise to obtain A, a™  A;.
(e) Apply F-5 to this to obtain A + V(a™.A;).
(7) Case: S-EXIsTS
Analogous to the case for S-ALL.
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Theorem E.29 (Regularity). If A;T +e: A| ¢ and A + A; for each assumption x; : A; in T, then
Areand ArAand A+ ¢ andT + e.

Proor. Proceed by induction on typing. We will not mention the second assumption except
where its contents are used (in the case for T-VAR) or changed (when T is extended).

(1) Case: T-Sus
(a) We have A;T Fe: Ay | ¢.
(b) Want to show A+ eand A+ Az and A+ ¢pandT Fe.
(c) We have as premises A;T' Fe: Ay | ¢ and A; Tp As.
(d) Apply the induction hypothesis to the typing premise to obtain A + eand A + A; and A + ¢
andT Fe.
(e) Apply Lemma E.28 to A + A; and A; Ep A; to get A + A,.
(2) Case: T-UNIT
(a) We have A;T + () : unit | o.
(b) Show A+ () and A+ unitandT + ().
(c) We have the former by F-10, the next by F-4, and the last by F-23.
(3) Case: T-Var
(a) Wehave A;T,x : Arx:A|o.
(b) Show A+ xand A+ Aand T + x.
(c) We have A + x by F-11.
(d) We have A + A by instantiating our second assumption with x : A € T,
() We have I + x by applying F-24 to x € T.
(4) Case: T-CONSUME
(a) We have A;T F#te: [A- @] | o.
(b) Show A+ #eand A+ [A- ¢] and T + #e.
(c) We have as a premise A;T Fe: A ¢.
(d) Apply the inductive hypothesis to this premise to obtain A + e and A + A and A + ¢ and
T'ke.
(e) Apply F-12 to A + e to obtain A + #e.
(f) Apply F-7to A+ Aand A + ¢ to obtain A + [A - ¢].
(2) Apply F-25to T + e to obtain T I #e.
(5) Case: T-PRODUCE
(a) We have A;T +le: A ¢y U ¢ho.
(b) Show A+ leand Ar Aand A+ ¢y L, and T + le.
(c) We have as a premise A;T e : [A- ¢1] | ¢a.
(d) Apply the induction hypothesis to this premise to obtain A+ eand A + [A- ¢1] and A F ¢,
andT Fe.
(e) Apply F-13to A I e to obtain A + le.
(f) By inversionon A + [A - ¢;] we have A+ Aand A + ¢;.
(g) Apply Lemma E.19 to A + ¢; and A F ¢ to get A + ¢ LI .
(h) Apply F-26 toT' I e to obtain I + !e.
(6) Case: T-INJL
(a) Wehave A;TH1-e: A1+ Ay | &
(b) Show Arl-eandA+A;+Ayand A+ dandT+1-e.
(c) We have as premises A;T Fe: Ay | ¢ and A + A,.
(d) Apply the induction hypothesis to the premise to obtain A e and A + A; and A + ¢ and
Tre.
(e) Apply F-14to A+ e to obtain A + 1 - e.
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(f) Apply F-8 to A + A; and A + A, to obtain A + A; + A,.
(g) Apply F-27toT - etoobtainT + 1 -e.
(7) Case: T-INJR
Analogous to the case for T-INJL.
(8) Case: T-CASE
(@) Wehave A;TFcasee{l-x;>e |r-x;—>e }:A|ld U
(b) Show A F case e { 1-x; <> e | r-x; = e; and A+ Aand A + ¢’ U ¢ and
IF'rtcasee{l-x;—>e |r-x; <= e}
(c) We have as premises
(i) sTre:A1+Ax | ¢
(i) AsT,x: A ket Al @
(iii) AT, xp: Agkep : Al @
(d) Apply the induction hypothesis to the first premise to obtain A + e and A + A; + A; and
Ar¢andT +e.
(e) By inversion on A + A; + A, we have A + Aj and A + A,.
(f) Apply the induction hypothesis to the second two premises and A + Aj, A + A, respectively
to obtain:
@A) Are, AFAAFP T,x1Fe
(i) Arep, AFA ARG, T,x0F e
(g) ApplyF-16to A+ eand A+ e;and A + ey toobtain A - casee { 1-x; > e | r-x2 < e }.
(h) Apply Lemma E.19to A+ ¢" and A + ¢ to get A + ¢’ LI ¢.
(i) Apply F-29 toT + eand I, x; + ey and I, x, + e; to obtain T + case e { 1 - x; < ¢; |
r-x, < e}
(9) Case: T-PaIr
(a) We have A;T + (eg, e2) : A1 ® Az | ¢ho U ¢y
(b) Show A+ {ej,ex) and A+ Ay ® Ay and A + ¢ LI ¢y and T + ey, e3).
(c) We have as premises A;T Feg : Ay | ¢y and A;T F ey 2 Ay | ¢o.
(d) Apply the induction hypothesis to each premise to obtain A + ej,e; and A + Ay, A; and
A+ ¢1,¢2 and T + e1, es.
(e) Apply F-17 to A - €1, e; to obtain A F (ey, e2).
(f) Apply F-9 to A + A;, Az to obtain A + A; ® A,.
(g) Apply Lemma E.19 to A + ¢, ¢p1 to get A F ¢y LI .
(h) Apply F-30to T F e; and I + e to obtain T + (e, e;).
(10) Case: T-Sprit
(a) We have A;T  split e into (xy,x2) ine; : A| @' U ¢.
(b) Show A + split e into {(x1,x2) ine;and A + Aand A + ¢’Up andT + split e into (x1,x2) in e;.
(c) We have as premises:
i) AsTre: A1 QA | ¢
(11) AT, x1: A, xy Ay ke B A | QS,
(d) Apply the induction hypothesis to the first to obtain A - e and A + A; ® A; and A + ¢ and
Tre.
(e) By inversion on A + A; ® A, we have A + A; and A + A,.
(f) Apply the induction hypothesis to the second premise and A + Aj, A + A; to obtain A + e
and A+ Aand A+ ¢ and T, xq,x; F €;.
(g) Apply F-18 to A +- e and A F ¢; to obtain A + split e into (x;,x3) in e;.
(h) Apply Lemma E.19to A+ ¢’ and A+ g toget A+ ¢’ L ¢.
(i) Apply F-31toT + eand T, x1,x; F e; to obtain '  split e into (xy,x2) in e;.
(11) Case: T-Lam
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(a) We have A;T + A(x.e) : Ay > Ay | o.
(b) Show A+ A(x.e) and A+ Ay — Ay and T + A(x.e).
(c) We have as premises A;T,x : Aj Fe: Ay | oand A + A;.
(d) Apply the induction hypothesis to the typing premise and A + A; to obtain A + e and
ArAyandT,x + e.
(e) Apply F-19 to A + e to obtain A + A(x.e).
(f) Apply F-6 to A+ A; and A + A, to obtain A + A; — A,.
(g) Apply F-32toT',x e to obtain I"  A(x.e).
(12) Case: T-Ap
(a) We have A;T + ap(e;er) : Az | ¢ L .
(b) Show A + ap(e;e;) and A+ Ay and A + ¢y LI p and T + ap(e; eq).
(c) We have as premises that A;T Fe: A; — Ay [ pand A;T Feg : Ay | ¢,
(d) Apply the induction hypothesis to both to obtain A + e,e; and A+ A; — Az and A F ¢, ¢y
andT F e, e;.
(e) Apply F-20 to A + e, e; to obtain A + ap(e; eq).
(f) By inversion on A + A; — A, we have A + A,.
(g) Apply Lemma E.19 to A + ¢y, ¢ to get A + ¢p1 L ¢.
(h) Apply F-33toI' - e, e, to obtain T + ap(e; e1).
(13) Case: T-ALL
(a) We have A;T + A(a.e) : V(a.A) | o.
(b) Show A + A(a.e) and A + V(a.A) and T + A(a.e).
(c) We have as a premise that A, ;T Fe: A | o.
(d) Apply the induction hypothesis to this to obtain A,a + e and A, + Aand T F e.
(e) Apply F-21to A, a I e to obtain A + A(a.e).
(f) Apply F-5to A, a - A to obtain A + V(a.A).
(g) Apply F-34toT' + e to obtain T + A(a.e).
(14) Case: T-INST
(a) We have A;T Fe[d] : [p/alA| ¢'.
(b) Show A+ e[p] and A+ [¢p/a]Aand A+ ¢’ and T F e[@].
(c) We have as a premise that A;T e : V(a.A) | ¢ and A F ¢.
(d) Apply the induction hypothesis to the typing premise to obtain A + e and A + V(a.A) and
Ar ¢ andT re.
(e) Apply F-22to A + e and A + ¢ to obtain A + e[¢].
(f) By inversion on A + V(a.A) we have A, a + A.
(g) Apply Lemma E.22 to A, - A and A ¢ to obtain A + [¢/a]A.
(h) Apply F-35to I F e to obtain T + e[¢].
(15) Case: T-Pack
(a) We have A;T + pack[¢](e) : (a™.A) | ¢’.
(b) Show A + pack[¢](e) and A + F(a™.A) and A + ¢’ and T + pack[¢](e).
(c) We have as a premise that A;T +e: [¢p/a™]A| ¢ and A+ ¢ and ¢ > m.
(d) Apply the induction hypothesis to the typing premise to obtain A + e and A + [¢p/a™]A
and A+ ¢’ and T +e.
(e) Apply F-37 to A + e and A + ¢ to obtain A + pack[¢](e).
(f) Apply Lemma E.23 to A + [¢/a™]A to get A, a™ + A.
(g) Apply F-36 to A, 2™ + A to obtain A + I(a™.A).
(h) Apply F-39to T F e to obtain I + pack[¢](e).
(16) Case: T-OPEN
(a) We have A;T + open(ey; @™, x.e3) : Ay | ¢ LI ¢.
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(b) Show A + open(e; @™, x.e;) and A + Ay and A + ¢' U ¢ and T + open(ey; a™, x.e;).

(c) We have as premises that A;T F ey : 3(a™.Ay) | pand A, a™; T, x : Ay F ey : Ay | ¢” and
ArAzand A @'

(d) Apply the induction hypothesis to the first typing premise to obtain A + e; and A F
J(a™.A;) and A+ ¢ and T + e.

(e) Apply the induction hypothesis to the second typing premise to obtain A, a™ + e, and
Aa™F Ay and A,@™ + ¢’ and T, x + e;.

(f) Apply F-38 to A + e; and A, @™ F e, to obtain A + open(e; @™, x.¢€z).

(2) Apply Lemma E.19to A + ¢’ and A + ¢ to obtain A + ¢’ L ¢.

(h) Apply F-40to T + e; and I, x I e, to obtain T + open(ey; @™, x.e5).

O
Lemma E.30 (Evaluation Algorithm). Ife | ¢ — €’ | ¢’, there is at most one such e’ | ¢'.
ProoOF. Proceed by cases on e.
(1) Case: ()
This is a value, so this case is vacuous.
(2) Case: x
This cannot appear on the left hand side of an evaluation, so this case is vacuous.
(3) Case: #e
This is a value, so this case is vacuous.
(4) Case: le
Then if e is a value, the only option is E-Propuce-f. If it is not, the only option is E-PRODUCE-
CoNG.
(5) Case:1-e

If e is a value, then this case is vacuous. If it is not, the only option is E-INJL-CoNG.
(6) Case:r-e
If e is a value, then this case is vacuous. If it is not, the only option is E-INJR-CoNG.
(7) Case:casee{1l-x; <> e |r-x;<—e}
Case on whether e val.
(a) Case: Value
Case on e.
(i) 1. €]
Then E-Casg-f1 is the only applicable rule.
(i) r-e,
Then E-CasEe-f2 is the only applicable rule.
(iii) Other
Then there are no applicable rules and this case is vacuous.
(b) Case: Non-value
Then E-CAse-CoNG is the only applicable rule.
(8) Case: {ey, ez)
If e; is not a value, the only option is E-PAIR-ConNG1. If it is, the only option is E-PAIR-CONG2.
(9) Case: split e into {(xj,x3) ine’
If e is not a value, then the only option is E-SpriT-Cona. If e is a value, then the only option
is E-SpLiT-f
(10) Case: A(x.e;)
This is a value, so this case is vacuous.
(11) Case: ap(ey;ez)
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By inversion on ap(e;;e;) | ¢ — €’ | ¢’, there are three options: E-Ap-ConG1 and E-Ap-
ConG2 and E-Ap-f. Proceed by cases on whether e; val.
(a) Case: e, val
Then if e; val the only option is E-Ap-f. If e; is not a value, the only option is E-Ap-CoNG2
(b) Case:e; | g > e] | ¢
Then the only option is E-Ap-CoNGl1.
(12) Case: A(a.e;)
This is a value, so this case is vacuous.
(13) Case: e1[¢1]
By inversion on ey [¢1] | ¢ — €’ | ¢’, there are two options: E-DEpAp-CoNG and E-DepAP-p.
Case on whether e; val.
(a) Case: e val
Then the only option is E-DEPAP-f.
(b) Case:e; | g e | ¢
Then the only option is E-DEPAP-CONG.
(14) Case: pack[¢@](e)
Case on whether e val.
(a) If e val then pack[¢@](e) val by V-Pack and this case is vacuous.
(b) Ife | § —> €’ | ¢ then E-Pack-CoNg is the only applicable rule.
(15) Case: open(e;; a™, x.e;)
Case on whether e; val.
(a) If ey val then the only applicable rule is E-OPEN-f.
(b) If ey | ¢ = e} | ¢’ then E-OPEN-CONG is the only applicable rule.
(16) Case: e?
E-TRrACK is the only applicable rule.

[m]
Lemma [HT] E.31 (Head Expansion). Ife €A | ¢ [A] ande’ | o —>* e | o thene’ €A | ¢ [A].

ProoOF. Proceed directly.

(1) We have e | o —>" e; | ¢; for ¢y Cp ¢.
(2) Need to show e’ | o > ey | ¢1.
(3) We have thisby ¢’ | o —" e | o —" ¢; | ;.

Lemma [HT] E.32 (Monotonicity). Ife €A | ¢ [A] and § Tp ¢’ thene €A | ¢" [A].
Proor. Proceed directly.
(1) We have e €A | ¢ [A] and ¢ Ep ¢’.
(2) Want to show e €A | ¢" [A].
(3) We have e | o —>" ¢ | ¢ for some ¢y Cp ¢.
(4) Want to show ¢; Ep ¢'.
(5)
(6)

5) Apply Lemma E.3 to ¢; Ep ¢ and ¢ Cp ¢’ to obtain ¢y Ca ¢’.
6) Suffices to show e; € A [A]. We have this by assumption.

Lemma [HT] E.33 (Type Monotonicity). Ife €A | ¢ [A] and ATp A’ thene e A | ¢ [A].

Proor. Proceed by induction on the height of A.
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(1) Case: Evaluation
(a) We have e €A | ¢ [A] and ACp A'.
(b) Show e € A’ | ¢ [A].
(c) We have by assumption e | o —™ e; | ¢ where ¢; Ty ¢ and e; € A [A].
(d) Want to show e; € A’ [A].
(e) Proceed by cases on A.
(2) Subcase: unit
(a) We have () € unit [A] and unit Cp unit.
(b) Show () € unit [A].
(c) We have this immediately.
(3) Subcase: A; + A,
(a) Consider without loss of generality the case of the left injection.
(b) We have 1 -e € Ay + Ay [A] and Ay + Ay Tp A7 + A).
(c) Show 1-e € A} + A [A]
(d) By inversion on the subtyping assumption we have A; Ep A} and Ay Ep A
(e) By the computability assumption we have e € A; [A].

’
2°

(f) From this we have e € Aq | o [A] by o Ep o and e val.
(g) Apply the induction hypothesis to e € Aj | o [A] from 3f and A; Ep A7 from 3d to obtain
e Al |o[A]
(h) We have e € A] [A] from 3g by e val.
(i) Apply the definition of computability at A} + A} to 3h to obtain 1 - e € A] + A} [A].
(4) Subcase: A; ® A,
(@) We have (ej,e;) € Ay ® Ay [A] and A; ® Ay Ty A7 ® A,
(b) Show (ey, e2) € A7 ® A7 [A].
(c) By inversion on the subtyping assumption we have A; Cp A} and A; Cp A).
(d) By the computability assumption we have e; € A; [A], e; € A; [A]
(e) From this we have e, €A | o [A], es €A, | o [A] by o Ep o and ey val, e; val.
(f) Apply the induction hypothesis to each computability predicate in 4e to obtain e, € Al
o [Al, e € A7 | o [A].
(g) We have e; € A| [A],e; € A} [A] by ey val, e, val.
(h) Apply the definition of computability at A] ® A to 4g to obtain (e, e;) € A] ® A) [A].
(5) Subcase: 3(a™.A)
(a) We have pack[¢](e) € 3(a™.A) [A] and F(a™.A) Cp I(a™.A).
(b) Show pack[¢](e) € F(a™.A") [A].
(c) By inversion on the subtyping assumption we have A Cp om A’.
(d) By the computability assumption we have A + ¢ and ¢ > mand e € [$/a™]A [A].
(e) We have e € [¢/a™]A | o [A] by e val.
(f) Apply Lemma E.25 to 5¢ to obtain [¢p/a™]A Cp [¢p/a™]A’.
(g) Apply the induction hypothesis to 5e and 5f to obtain e e [¢/a™]A" | o [A].
(h) We have e € [¢/a™]A’ [A] by e val
(i) Apply the definition of computability at 3(¢™.A") to A + ¢ and ¢ > m and 5h to obtain
pack[¢](e) € (a™.A") [A].
(6) Subcase: [A - ¢]
(a) Wehavee € [A-¢] [A]land [A- @] Cp [A" - ¢].
(b) Show e € [A” - ¢'] [A].
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(c) By inversion on the subtyping assumption we have A Cy A’ and ¢ Cp ¢'.
(d) By the definition of computability we have !e €A | ¢ [A].
(e) Apply the induction hypothesis to 6d and the first inequality in 6c¢ to obtain !e €A | ¢ [A].

(f) Apply Lemma E.32 to 6e and the second inequality in 6¢ to obtain !e €A | ¢ [A].

(g) Apply the definition of computability at [A” - ¢’] to 6f to obtain e € [A” - ¢’] [A].
(7) Subcase: A; — A,

(a) We have e € Ay — Ay [A] and A; — Ay Ep A7 — A).

(b) Show e € A] — A) [A].

(c) By inversion on the subtyping assumption we have A7 Cp A; and A; Cp A).

(d) Assume some e; € A7 [A], e; val.

(e) Suffices to show ap(e;e;) éAé | o [A].

(f) We have e; € A} | o [A] from o Cp o and ey " ey, €7 val.

(g) Apply the induction hypothesis to 7f and the first inequality from 7c to obtain

e1 € Ar | o [A].

(h) We have e; € A; [A] from e val.

(i) Apply the computability predicate from 7a to 7h to obtain ap(e;e;) € Ay | o [A].

(j) Apply the induction hypothesis to 7i and the second inequality from 7c to obtain

ap(e;e;) € A | o [A].

(8) Subcase: V(a™.A)

(a) We have e € Y(a™.A) [A] and V(a™.A) Cp V(a™.A).

(b) Show e € Y(a™.A”) [A].

(c) By inversion on the subtyping assumption we have A Cp om A’.

(d) Assume some A + ¢’ and ¢’ > m.

(e) Suffices to show e[¢’] € [¢"/a™]A’ | o [A].

(f) Apply Lemma E.25 to 8c and 8d to obtain [¢’/a™]A Cp [¢'/a™]A’.

(g) Apply the computability assumption to 8d to get e[¢’] c [¢"/a™]A | o [A].

(h) Apply the induction hypothesis to 8g and 8f to get e[¢’] € [¢"/a™]A" | o [A].

Theorem [HT] E.34 (Reflexivity). Fix Ag. If Ao, A;T Fe:A| ¢ then AT >, e €A | ¢.

PROOF. Assume § € A w» Ag and y € T [A ~»> Ag]. Proceed by induction on typing.
(1) Case: T-Sus
(a) We have A, A;T Fe: Ay | ¢.
(b) Show 6(y(e)) € 5(Az2) | 6(¢) [Ao].
(c) We have as premises Ag, A;T e : Ay | ¢ and Ay Epyn As.
(d) Apply the induction hypothesis to the first premise to obtain AT >, e € A | ¢.
() Instantiate 1d with & and y to obtain 8(7(e)) € 8(A1) | 8(8) [Ao].
(f) Apply Lemma E.25 to the second premise in 1c and the definition of § to get §(A;) Ca, §(A2).

(g) Apply Lemma E.33 to le and 1f to obtain g(?(e)) c g(Az) | g(qﬁ) [Ao].
(2) Case: T-UNIT

(a) We have Ay, A;T F () :unit | o.

(b) Show () € unit | o [Ao].
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(c) We have o £y, o and () val and () € unit [Ao].
(3) Case: T-VAR
(a) We have Ay, A;T,x: Arx:A|o.
(b) Show y(x) € 8(A) | o [A].
(c) We have this by definition of y.
(4) Case: T-INJL
(a) We have Ag, A;TF1-e: A1+ Ay | ¢
(b) Show 1-5(y(e)) € (A1) +5(Az) | 5(¢) [Ao].
(c) We have as premises Ao, A;T Fe: Ay | ¢ and Ag, A + A,.
(d) Apply the induction hypothesis to the first premise in 4c to obtain A T' >, e € A | ¢.
() Instantiate 4d with & and y to obtain 3(7(e)) € 8(A;) | 8(8) [Ao].
(f) By definition of 4e we have 3¢; Cp, 6(¢) . 5(y(e)) | o —" e1 | ¢1, €7 val.
(g) Apply E-INjL-CoONG to the evaluation from 4f to obtain 1 - §(y(e)) | o —* 1 -1 | ¢1.
Observe that 1 - e; val. _
(h) By definition of 4e we have e; € §(A1) [Ao].
(i) Apply the definition of computability at §(A;) + 5(Az) to 1 - e; and 4h to obtain 1 - ¢; €
8(A1) + 8(Az) [Ao]- R R
(j) Apply the definition of computability to 4f and 4g and 4i to obtain 1 - §(y(e)) € 6(A;) +
5(A2) | 6(¢) [Ao].
(5) Case: T-INJR
Analogous to the case for T-INJL.
(6) Case: T-CASE
(a) We have Ag,A;T Fcasee{l-x;>e |r-xx—>e}:Al¢ U
(b) Show case 5(y(e)) { 1-x1 = 8(y(e1)) | r-xz — 6(y(e2)) } € 6(A) | 5(¢") LU S(¢) [Ao].
(c) We have as premises:
(1) Ao, ;T Fe: A+ A, | ¢
(11) AO,A;F,x1 3A1 Fep A | ¢’
(111) Ao,A;F,Xz ZAZ F e A | d)/
(d) Apply the induction hypothesis to 6¢ to obtain:
() AT >p e €A+ Ay | ¢
(i) AT, x;: A >p, e €A| ¢
(iif) AT, xp: Ay >p, 2 €A | ¢/
() Instantiate 6(d)i with & and y to obtain 8(7(e)) € 3(A;) + 8(As) | 3(¢) [Ao].
(f) From 6e we have J¢; Tp, (@) . 1-e3 val and §(y(e)) | o +—* 1-e3 | gy and 1-e;5 €
(A1) + 8(Az) [Ao], considering the left case without loss of generality.
(g) By the definition of computability at §(A;) + §(A2) we have e3 € 5(A1) [Ag].
(h) Define y; = y[x; > es].
(i) Instantiate 6(d)ii with & and y; to obtain (73 (e1)) € 8(A) | 8(¢") [Ao].
(j) This is equivalent to [es/x]3(7(e1)) € 8(A) | 8(¢") [Ao].
(k) We have by definition of 6j that:
() ¢2 En, 8(4)
(i) [es/x]5(y(e1)) | o F—" eqs | 42

(iii) eq € 6(A) [Ao]
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(I) Apply E-CasE-f1 to the evaluation from 6f to obtain
case 5(7(e)) { 1-x1 = 8(y(e)) | r- Xy 5(7(e2)) } | 0 —* [63/X]5(Y(€1)) | $1.
(m) Combining 6l and 6(k)ii we have case S(y(e)) {1l-x > 5()/(61)) | r-x; — 5()/(@2)) I
or—" [93/x]5(}’(31)) | 1 V" eq | 2 L 1.
(n) Apply Lemma E.5 to ¢; Ca, 5(45 ) and ¢; Ca, 5((}5) to obtain ¢, LI ¢ Ca, 5((}5 ) L 5(45)
(o) Apply the definition of computability to 6n and 6m and 6(k)iii to obtain case 5()/(6)) {1-
x1 > 8(y(er) | r-xz > 8(y(ez)) } € 6(A) | 6(¢") LS(9) [Ao].
(7) Case: T-PAIR
(a) We have Ay, A;T F (eg, e2) : A; ® Ay | ¢po U 1.
(b) We have as premises Ao, A;T F ey : Ay | ¢ and Ag, A;T F ey 2 Az | .
(c) Show (5(y(e1)), 5(y(e2))) € 6(A1) ® 6(Az) | 6(¢2) LI (1) [Ao].
(d) Apply the induction hypothesis to each typing in 7b to obtain:
(l) AT >>A0 e1 éAl | ¢1
(i) AT >, €2 € Az | §2
(e) Instantiate 7d with § and y to obtain:
() 5(7(e) € 3(A1) | 5(4n) [Ao]
(i) 5(y(e2)) € 8(Az) | 8(¢2) [Ao]
(f) By definition of each computability predicate in 7e we have:
(1) 3¢3 En, 5(¢1) 5(}’(61)) | oF—"e5| s, €3 val, e5 € 5(A1) [Ao]
(ii) 3 Ta, 5(d2) - 5(F(e2)) | 0 " e4 | pu, 4 val, e € 5(As) [Ao]
(g) Apply Lemma E.5 to ¢4 Ch, 5(¢z) and ¢3 Ea, 5((]51) to obtain ¢4 LI ¢5 Ca, 5(¢2) U 5((;51)
(h) Apply E-PAIR-CoNG1 to 7(£)i to obtain (3(F(e1)), 5(7(€2))) | o " (es,8(7(€2))) | ¢s.
(i) Continuing from 7h, apply E-PAIR-CoNG2 to 7(f)ii to obtain {es, 5(y(e2))) | §3 —* (e3, eq) |

P4 U 3.
(j) Observe that (es, e4) val.

(k) Transitively from 7h and 7i we have (5(7(e;)), 8(7(e2))) | 0 —>* (es, es) | da L 5.
(I) Apply the definition of computability at S\(Al) ® g(Az) to the computability predicates
from 7(f)i and 7(f)ii to obtain (es, e4) € g(Al) ® S(Az) [Ao].
(m) Apply the definition ofcomputablhty to7g and 7j and 7k and 71 to obtain (5(}/(61 ), 5(}/(62))) €
5(A1) ® 5(A2) | 5(¢2) U 5(¢1) [Ao].
(8) Case: T-SpLiT
(a) We have Ay, A;T F split e; into (x1,x2) inex: A | ¢' LI .
(b) Show split 8(F(er)) into (x1,xz) in 3(7(e2)) € 8(A) | 5(¢") L1 8(¢) [Ao].
(c) We have as premises:
(1) Ao, A;T ey : AL ® Ay | ¢ and
(i) Ao, AT, x1 : Apxz : Agkeg A ¢
(d) Apply the induction hypothesis to each premise in 8c to obtain:
() AT >p, e1 €A @Ay | ¢
(i) AT,x; : A xp : Ay >p 2 €A | ¢
(e) Instantiate the first item in 8d with § and y to obtain 5(?(@)) c S(Al) ® g(Az) | §(¢) [Ao].

(f) Unfolding 8e we have:
(i) ¢1 Ca, 5(¢)
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(if) 8(F(er)) | © " (es, ex) | g1, (es, ex) val
(iii) e3 € 6(A1) [Aol, €4 € 6(A2) [Ao]
(g) Define y; = y[x1 — e3,x3 > eq].
(h) Instantiate the second item in 8d with ¢ and y; to obtain g(ﬁ(ez)) e g(A) | g((ﬁ’) [Ao].
(i) This is equivalent to [es/x2][e3/x1]18(F(e2)) € 3(A) | 5(8) [Ao]-
() Unfolding/\8i we have:
() 62 En, 8(9)
(ii) [es/xz2][e3/x1]6(y(e2)) | 0 " e5 | o, €5 val
(iii) es € 5(A) [Ao]. R
(k) We have split 8(7(e1)) into (x1.xz) in 8(F(ez)) | o =" [es/xz][es/x1]8(F(e2)) |
$1—"es | g2 L . R _ _ -
() Apply Lemma E.5 to ¢2 Cp, 6(¢’) and ¢y Ca, 6(¢) to obtain ¢, LI ¢; Ep, 5(¢) LI 6().
(m) Apply the definition of computability to 81, 8k, and 8(j)iii to obtain
split 5(7(er)) into (x1,xz) in 8(7(ez) € 5(4) | 3(¢") LS(9) [Adl.
(9) Case: T-CONSUME
(a) We have Ay, A;T +#e: [A- @] | o.
(b) We have as a premise Ay, A;T Fe: A | ¢.
(c) Show #5(7(e)) € [6(A) - 6(¢)] | o [Ao].
(d) We have o Ep, o and #5()/(6)) val.
(e) Suffices to show #5(y(e)) € [5(A) 5(¢) [Ao].
(f) Apply the induction hypothesis to the premlse toobtain AT >, e €A | ¢.

(g) Instantiate 9f with § and y to obtain 5(y(e)) € 5(A) | 5(¢) [Ao].
(h) Observe that '#5(y(e)) | o — 6(y(e)) | o.
(i) Apply Lemma E.31 to 9g and 9h to obtain '#5(y(e)) c 5(A) | 5(¢) [Ao].
() Apply the definition of computability at type [5(A) 6(45) ] to 9i to obtain #5(y(e)) €
[5(A) - 5(9)] [Ao].
(10) Case: T-PRODUCE

(a) We have Ag, A;T F le: A ¢ U ¢o.
(b) Show !5(7(e)) € 5(4) | 3(¢1) L 3(¢2) [Aol.
(c) We have as a premise Ag, A;T e : [A-¢1] | ¢a.
(d) Apply the induction hypothesis to the premise to obtain AT >, e € [A- 1] | ¢
(e) Instantiate with § and y to get g(?(e)) € [S\(A) . g((ﬁl)] | §(¢2) [Ao].
(f) By deﬁniti(lp of computability we have:

(i) 3¢s Ea, 6(42)

(ii) 5(}’(6)) | o " des | ¢3

(iii) #e5 € [8(A) - 8(¢p1)] [
(g) By definition of 10(f)iii we have l#tes e g(A) | g(gzﬁl) [Ao].
(h) By deﬁnition of 10g we have:

() P4 Ta, 6(91)

(ii) !#es | o > e4 | Pa, €4 val

(i) es € 5(4) [Ao]
(i) Apply E-Propuce-Cong to 10(f)ii and follow with 10(h)ii to obtain !g(?(e)) | o " lites |

$3 Fo" eq | pa LI P3.
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() Apply Lemma E.5 to ¢y Ca, 8(¢1) and ¢ Ea, 8(¢2) to obtain ¢y U ¢y En, 3(¢1) U S(b2).
(k) Apply the definition of computability to 10j and 10i and 10(h)iii to obtain !5(y(e)) e 6(A) |

3(¢1) U () [Ao].
(11) Case: T-Lam

(a) We have Ag, A;T + A(x.e) : Ay = A | o.
(b) Show A(x.8(7(e))) € 8(A1) = 3(A2) | o [Ao.
(c) We have as premises Ao, A;T,x : Aj Fe: Ay | oand Ag, A + Ay
(d) We have o Cy, o and A(x.5(7(e))) val.
(e) Suffices to show A(xg(?(e))) € g(Al) — S(Ag) [Ag].
(f) Assume some e; € S(Al) [Ao], e val.
(g) Suffices to show ap(A(x.5(7(e))); e1) € 8(Az) | o [Ao].
(h) Apply the induction hypothesis to the typing premise to obtain AT', x : A; >>p, e € Ay | o
(i) Define y; = y[x — eq].
(j) Instantiate 11h with § and y; to obtain g()’/}(e)) € E(Az) | o [Ao].
(k) This is the same as [e;/x]8(7(e)) € 5(42) | o [Ao].
(I) We have ap(A(x.6(y(e)));e1) | o —" [e1/x]5(y(e)) | o.
(m) Apply Lemma E.31 to 11k and 111 to obtain ap(/l(x.g(j?(e)));el) € g(Ag) | o [Ao].
(12) Case: T-Ap
(a) We have A, A;T F ap(e;er) : A| ¢ LU Q.
(b) Show ap(3(7(€)); 5(7(e1))) & 8(A) | 3(¢1) U B($) [Ao].
(c) We have as premises Ag, A;T Fe: A —> A| ¢ and Ay, A;T Fep: Ay | ¢y
(d) Apply the induction hypothesis to each premise in 12¢ to obtain:
() AT > ecA > Al
(i) AT 5, e € Ay | ¢y
(e) Instantiate 12(d)i and 12(d)ii with § and y to obtain:
() 8(7(e)) € (A1) — 3(4) | 6(9) [Ao]
(i) 5(y(e1)) € 8(A1) | 6(¢1) [Ao]
(f) From 12(e)1 and 12(e)11 we have:
(i) @2 Ca, (S(¢) and 5()/(@)) | o —" A(x.e2) | ¢2 and A(x.e;) € 5(A ) — S(A) [Ao]
(i) ¢3 Ca, 5(¢1) and 5(}/(61)) | o —" e3 | ¢3 and e3 val and e3 € 5(A1) [Ag]
(2) épply the computability predicate from 12(f)i to that in 12(f)ii to obtain ap(A(x.ez); e3) e
5(A) | o [Ao].
(h) From 12g we have ap(/l(x e));e3) | o % eq | 0, eqval, eq € 5(A) [Ao].
(i) So we have ap(3(7()); 8(F(er))) | 0 —* ap(A(x.e2); 3(7(e1)) | ¢ —* ap(A(x.cz);ses) |
Py —"eq [ Ppslighy. R _ R
(j) Apply Lemma E.5 to ¢, Ep, 5(¢p) and ¢3 Ep, 5(¢1) to obtain ¢3 LI ¢ Ep, (1) LI 5().
(k) Apply the definition of computability to 12j, 12i, and the computability predicate from 12h
to obtain ap(5(7(€)); 8(7(e1)) € 8(A) | 5(¢1) LI&(9) [Aol.
(13) Case: T-ALL
(a) We have A, A;T F A(a™.e) : YV(a™.A) | o.
(b) Show A(a™.5(7(e))) € Y(a™.8(A)) | o [Ao].
(c) We have as a premise Ag, A,a™;T+Fe:A|o
(d) We have o Cp, o and A(a™.5(7(e))) val.
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(e) Suffices to show A(a™.5(7(e))) € V(a™.5(A)) [Ao].
(f) Assume some Ag + ¢, ¢ > m.
(2) Suffices to show A(a™ 5(7(e))[$] & [¢/a™5(A) | o [Ao].
(h) Define §; = 5[a™ — ¢].
(i) Apply the induction hypothesis to 13c to obtain A, a™ I' >>,, e €A | o.
(j) Instantiate 13i with §; and y to obtain (i(?(e)) e gl(A) | o [Ao].
(k) This is the same as [¢/a™]3(7(e)) € [¢/a™]5(A) | © [Ao].
() We have A(a™.8(y(e))[4] — [§/a™]6(y(e)). _
(m) Apply Lemma E.31 to 13k and 131 to obtain A(a™.5(y(e)))[¢] € [¢/a™]E(A) | o [Ao].
(14) Case: T-INST
(a) We have Ay, A;T Fe[p] : [@p/a™]A | ¢'.
(b) Show 8(7(e))[3(¢)] € [5(¢)/a™18(A) | 5(¢") [Ao]-
(c) We have as premises Ay, A;T Fe:V(a™.A) | ¢" and A, Ay + ¢ and ¢ > m.
(d) Apply the induction hypothesis to the first premise to obtain AT >4, e € V(a™.A) | ¢’.
(e) Instantiate 14d with é and y to get g(?(e)) € ‘v’((xm.g(A)) | g(gzﬁ’) [Ao].
(f) From 14e we have:
() ¢1 Ca, 5(¢)
(i) 5(y(e)) | o —" A(a™.e1) | ¢1
(i) A(a™.e1) € V(™. 5(A)) [Ao].
(g) Observe that we have Ag + 5((}5) by Lemma E 20 and & (¢) > m by definition of 4.
(h) Apply 14(f)iii to 14g to get A(a™ el)[5(¢)] [5(¢)/0{ ]5(A) | o [Ao].
(i) From 14h we have:
(1) A(a™ el) 5((}5) | o +" ey | o, ey val
(i) e, € [5(¢)/Of ]5(A) [Ao]
(j) So we have 5(7(e)) [8(¢)] | o " A(a™.e1)[5()] | $1 " €2 | pu. e val. R
(k) Apply the definition of computability to 14(f)i, 14j, and 14(i)ii to obtain 5(y(e)) [6(p)] e
[6(¢)/a™15(A) | 5(¢") [Ao.
(15) Case: T-Pack
(a) We have Ay, A;T + pack[¢](e) : (a™.A) | ¢’.
(b) Show pack[5(¢)](8(7(e))) € 3(a™.5(A)) | 5(¢') [Ao].
(c) We have as premises Ag, A;T Fe: [¢/a™]|A | ¢’ and Ao, A+ ¢ and ¢ > m.
(d) Apply the induction hypothesis to the typing premise to obtain AT >>,, e € [p/a™]A | ¢

() Instantiate 15d with § and y to get 3(7(e)) € [¢/a™]8(A) | 5(¢") [Ao].
(f) From 15¢ we have:
(i) ¢1 Ca, (")

(i) 5(7()) [ 0 =" e | dr,e1 val

(iii) e € [¢p/a™]S6(A) [Ao] R _
(g) From Ag, A + ¢ and ¢ > m we have A + §(¢) by Lemma E.20 and §(¢) > m by definition

of 4.
(h) Apply the definition of computablhty at 3(a™. (S(A)) to pack[5(¢)] (e1) and 15g and 15(f)iii
to obtain pack 5(¢) (e1) € 3(0{ 5(A)) [Ao].

(i) From 15(f)ii we have pack 5(¢) (é(y(e))) | o " pack[5(¢)](el) | ¢1,€1 val.
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(j) Apply the definition of computability to 15(f)i and 15i and 15h to obtain pack[g(qﬁ)] (3(?(6))) e
(a™.6(A)) | 6(¢") [Ao].
(16) Case: T-OPEN
(a) We have A, A;T + open(eg; a™, x.e3) : Az | ¢ LI ¢
(b) Show open(8(y(e1)); ™, x.6(y(e2))) € 6(Az) | 5(¢") L 6(¢) [Ao].
(c) We have as premises:
(l) A(), A,F Fep: H(Olm.Al) | ¢
(11) No, \,ad™;Tx Ak eyt Ay | ¢)/
(iii) Ag, A F Ay
(iv) Ao, A+ ¢’
(d) Apply the induction hypothesis to the first premise to obtain A T 5, e; € A(a™.Ay) | .
(e) Instantiate 16d with & and y to obtain g(?(el)) € El(am.g(Al)) | g((/ﬁ) [Ao].
(f) From 16e we have:
() ¢1 Ca, 5(¢)
(if) 6(y(er)) | o +—" pack[$]](e;) | ¢1, €] val
(iii) pack[¢;](e;) € F(a™.8(A1)) [Ao]
(g) From 16(f)iii we have:
(i) Ao F ¢y
(i) g1 2m
(iii) €] € [¢7/a™]5(A1) [Ao]
(h) Define 6; = [a™ > ¢]].
(i) Define y; = y[x > e7].
(j) Apply the induction hypothesis to the second premise to obtain A, a™ T, x : A; >4, €, €
Az | ¢
(k) Instantiate 16j with &; and y; to obtain §;(y1(e2)) € 81(Az2) | 81(¢") [Ao].
(I) From A, A + A; and Lemma E.22 we have Ay + §(A3).
(m) From Ag, A + ¢’ and Lemma E.20 we have Ag + §(¢’).
(n) So from 16k we have gl(ﬁ(ez)) € S(Az) | g(gb’) [Ag].
(0) From 16n we have:
() ¢ Sa, 3(¢")
(i) S1(y1(e2)) [ o +—"es | ¢, s val
(iii) e3 € 8(A2) [Ao]

(p) We have:
open(5(7(e1)): a™, x.5(7(e2))) | o
+—* open(pack[¢!](€}); a™ x.5(V(e2))) | ¢
" [¢1/a™][e1/x]8(7(e2) | 1
—"es | @7 Ly
and e3 val.

(qQ) Apply Lemma E.5 to 16(0)i and 16(f)i to obtain ¢” Li ¢y Tp, 8(¢) Li 5(¢p).
(r) Apply the definition of computability to 16q and 16p and 16(o)iii to obtain

open(8(7(er)); @™ x.5(7(e2))) € 8(Az) | 5(¢) U S(¢) [Ao]-
]
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Corollary E.35 (Safety). If A;T Fe; : A| ¢y andy : T[o ~» A] theny(er) | o —™ ez | ¢ where
ez val and ¢, Ep .
ProOF. Proceed directly.
(1) Wehave A;T +e; : A| ¢ and y : T[o w Al
(2) Show y(e1) | o —>* ey | ¢2 where e, val and ¢y Tp ¢;.
(3) Apply Theorem E.34 to the typing assumption to obtain o I' >4 e, €A | ¢1.
(4) Define § € o ~» A to be the identity map sending all p™ to p™.
(5) Apply y to 8, calling the result y;.
(6) Apply 3 to 8 and y; to obtain 3(71(e1)) € 3(A) | 3(dy) [A].
(7) By the definition of the starred logical relation we have from 6 that:
(@) 8(yi(e1) | o " ez | §2 where e; val and ¢, Ea ¢
(b) ez € 5() [A] )
(8) Since § is the identity map §(y1(e1)) is equivalent to y(e;), recalling the definition of ;.
(9) So from 7a we have y(e1) | o —" e | ¢ where e, val and ¢y Tp ;.
]

Corollary E.36 (Capability Safety). If A;T +e; : A | ¢1 and p™ € ¢1 and w ¢ m then assuming
Y : T[o ~» A] we havey(er) | o —" ey | ¢po where ey val and p™ € 5.
Proor. Proceed directly.

(1) Apply Corollary E.35 to the typing assumption and y to obtain that y(e;) | o —* ez | ¢
where e, val and ¢, Cp ¢.

(2) We know that p™ € ¢; and w ¢ m.

(3) Want to show that p™ € ¢,.

(4) Observe that none of the structural rules may add non-weakenable dependencies, and that
the top of the derivation of ¢; Ca ¢, must consist of equivalent dependency sets.

(5) So we know that p™ € ¢,.

]

Corollary E.37 (Quantity Safety). If A;T e : A | ¢ and p_’"n € ¢y and cB, CF & m then assuming
Y :T[o ~» A] we havey(e)) | o —" €3 | ¢ whereﬁk € ¢y andn > k.

PrOOF. Proceed directly.

(1) Apply Corollary E.35 to the typing assumption and y to obtain that y(e;) | o —" €3 | ¢
where e; val and ¢, Cp ¢.
(2) We know that p™" € ¢, and cB, CF & m.

(3) Want to show that p_mk € ¢, n > k.

(4) Observe that none of the structural rules may reduce the quantity of a given non-contractible
dependency, and that the top of the derivation of ¢ Tp ¢; must consist of equivalent
dependency sets.

(5) So we know that ifﬁk € ¢2, n = k. There may be less than n dependencies if w € m.
]

Lemma E.38 (Distinguished Directions). Forward rules aren’t admissible from backwards rules;
backwards rules aren’t admissible from forwards rules.

ProoF. Proceed directly. Show that MOvE-BAck isn’t admissible from Move-Fwb.
(1) Consider dependencies p|"' and p]™ where MF € m; and m, = @.
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(2) Observe that o; p,™; pi™ Za o; p™'; py™.

(3) Assume for a contradiction that MovEe-BAck is admissible from MovEe-Fwb.
(4) We have o; pi"'; p;" Tp 03 p]"; py? by I-REFL.

(5) So we could apply MOVE-BACK to pi" in 4 to obtain o; py; pi™ Ca o; pi™; py'2.
(6) But this contradicts 2.

The rest of the cases for contraction and mobility are analogous. O

Lemma E.39 (Head Expansion). Ife ~ ¢’ € A | ¢, [$3] [A] and e; —* e thene; ~ ¢’ € A |
$1 [¢2] [A]

ProOF. Proceed directly.

(1) If ¢; ¢ poset,(¢2) then we have the result immediately.

(2) Otherwise, we have e; val, e, val, e =" e;, ¢’ —" e,

(3) We know transitively that e; —* e =" e,.

(4) So we have the result by replacing the first evaluation in 2 with 3.

]

Lemma E.40 (Level Increase). Ife; ~ e, € A | ¢y [¢'] [A] and ¢, € poset,($y) thene; ~ e, € A |
$2 [9'] [A].

ProoF. Proceed by induction on the height of A.

(1) Case: Non-Interference
(a) Consider the first case:
(i) We have ¢, ¢ poset,(¢’).
(ii) Apply Lemma E.9 to this and ¢; € poset,(¢;) to obtain ¢, ¢ poset, (¢’).
(iii) So we have e; ~ e; € A | ¢y [¢'] [A].
(b) Consider the second case:
(i) We have e; —" e}, e] val and e; —" e;, e; val and e] ~ e, € A | ¢y [¢'] [A].
(ii) Show e; ~e; € A| ¢, [¢'] [A]
(iii) Proceed by cases on A.
(2) Subcase: unit
(a) We have e = (), ¢’ = () by the equality assumption.
(b) We have e ~ ¢’ € unit | ¢, [¢’'] [A] immediately.
(3) Subcase: A; + A,
(a) We have e; ~ e, € A1 + Az | 1 [¢'] [A].
(b) Show e; ~ e, € A; + Ay | 2 [¢7] [A].
(c) By 3a we have either:
(i) eg=1-e,ea=1-e), ¢; ieéeAl | 91 [¢7] [A]
(i) e =r-e, ea=r-ey, e ie; €Ay | 1 [¢] [A]
(d) Consider the first case without loss of generality.
(e) Suffices to show e; < e, € A1 | @2 [¢'] [A]
(f) Apply the induction hypothesis to the equality from 3(c)i and ¢; € poset,(¢,) to get
ef ~ ey € A | ¢z [¢'] [A].
(4) Subcase: A; ® A,
(a) We havee; ~e; € A1 Q@ Ay | ¢1 [¢7] [A]-
(b) Show e1 ~ ey € A ®A2 | ¢2 [ng’] [A]
(c) By 4a we have:
(i) e1 = (es, eq4), €2 = <e§, ef;)
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(ii) 5 ~ €5 € Ay | ¢1 [¢] [A]
(iii) ey ~ €] € A | ¢1 [¢] [A]
(d) Suffices to show:
(i) es ~ e; € A1 | ¢z [¢7] [A]
(i) es < €} € Ay | 2 [¢'] [A]
(e) Apply the induction hypothesis to 4(c)ii and 4(c)iii and ¢; € poset,(¢;) to obtain:
(i) es ~ 5 € Ay | ¢ [¢'] [A] and
(ii) es ~ ej € Az | 2 [¢'] [A].
(5) Subcase: I(a™.A)
(a) We have e; ~ e; € A(a™.A) | ¢1 [¢’] [A].
(b) Show e; ~ e; € A(a™.A) | ¢2 [¢'] [A].
(c) By 5a we have:
(i) e; = pack[¢](e]), ez = pack[¢](e;)
(i) Ar g, p=m
(iif) €] ~ e, € [¢/a™]A | ¢ [¢'] [A]
(d) Suffices to show e] < e, € [@p/a™]A | ¢2 [¢'] [A].
(e) Apply the induction hypothesis to 5(c)iii and ¢; € poset, (¢) to obtain e] < e; € [¢p/a™]A |
$2 [9'] [A].
(6) Subcase: [A - ¢,]
(a) We have e; ~ e € [A- @3] | 1 [¢] [A].
(b) Show e; ~ e; € [A-$5] | ¢ [¢7] [A].
(c) Suffices to show le; ~ le; € A | ¢s Uy [¢'] [A].
(d) By the equality in 6a we have le; ~ le; € A | ¢35 Uy [¢] [A].
(e) We have ¢3 € poset, (¢3) by definition.
(f) Apply Lemma E.6 to 6e and ¢; € poset, (¢,) to obtain ¢3 LI ¢; € poset, (¢s L ¢2).
(g) Apply the induction hypothesis to 6d and 6f to obtain le; ~ le, € A | ¢35 Li ¢y [¢'] [A].
(7) Subcase: A; — A,
(a) We have e; ~ e, € A1 — Ay | ¢1 [¢7] [A].
(b) Show e; ~ e; € Ay — Ay | ¢ [¢'] [A].
(c) Assume some ¢; € poset,(¢;) and ¢” € poset,(¢’) and e val, e val and e3 < e; € Ay |
¢, 9”1 [A]
(d) Suffices to show ap(e;; e3) ~ ap(eye;) € Az | ¢y [¢7] [A]
(e) Apply Lemma E.7 to ¢y € poset, (¢,) and ¢, € poset, (¢;) to obtain ¢; € poset, (¢;).
(f) Apply 7a to 7c, replacing the first conjunct with 7e, to obtain ap(e;; es) ~ ap(es; e;) € Ag |
¢, 9”1 [A]
(8) Subcase: Y(a™.A)
(a) We have e; ~ e € Y(a™.A) | ¢1 [¢] [A].
(b) Show e; ~ e; € V(a™.A) | §2 [¢'] [A].
(c) Assume some A + ¢3 and ¢35 > m.
(d) Suffices to show ey [¢3] ~ ex[¢hs] € [Ps/a™]A | ¢o [¢'] [A].
(e) Apply 8a to 8c to obtain e;[¢3] ~ ez [$3] € [p3/a™]A | ¢y [¢'] [A]. .
(f) Apply the induction hypothesis to 8e and ¢; € poset,(¢,) to obtain e;[¢3] ~ ex[¢3] €
[gs/a™A | 62 [#'] [A].
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Corollary E.41 (Monotonicity). Ife ~ ¢’ € A | ¢; [¢2] [A] and 1 Ep ¢ thene ~ ¢’ € A |
¢1 [42] [A].
ProOOF. Proceed directly.
(1) Apply Lemma E.8 to ¢; Ea ¢] to obtain ¢y € poset,(¢]).
(2) Apply Lemma E40toe ~ ¢ € A| ¢ [¢2] [A] and 1to obtaine ~ e’ € A | é1 [$2] [A].
m|

Corollary E.42 (Singleton Injection). Ife ~ e’ € A| ¢y Uy [¢'] [A] and A+ ¢ thene ~ e’ € A |
pruUP UG [¢7] [A]

Proor. Proceed directly.

(1) Let V be a list of length one greater than ¢; LI ¢, with all elements empty except for the one
which corresponds to the index between the rightmost dependency in ¢; and the leftmost in
¢, which contains ¢.

(2) So we have inject(¢; L ¢z, ¢”") Ca ¢y U ¢ LI by

(3) By definition we have ¢; LI 2 € poset, (¢p1 LI § LI ¢).

(4) Apply Lemma E.40toe ~ e’ € A | ¢ L ¢ [¢'] [A] and 3 to obtaine ~ ¢’ € A | ¢ L ¢ U
¢z [¢'] [A].

]

Lemma E.43 (Type Monotonicity). Ife ~ ¢’ € A | ¢1 [¢2] [A] and A Ty A’ thene ~ e’ € A’ |
$1 [$2] [A]

ProorF. Proceed by induction on the height of A.

(1) Case: Non-Interference
(a) Consider the first case.
(b) We have ¢; ¢ poset,(¢$2) from the assumption.
(c) For the second case, we have e —" ey, e; val and ¢’ =" e, e] val and e; ~ ] € A |
o1 [¢2] [A]. Case on A.
(2) Subcase: unit
(a) We have e = (), ¢’ = ()
(b) We have e ~ ¢’ € unit | ¢ [¢2] [A] immediately.
(3) Subcase: A; + A,
(a) Wehavee ~ e € Ay + Az | ¢1 [¢2] [A]l and A; + A2 Ta A’
(b) Show e ~ ¢’ € A’ | g1 [¢2] [Al.
(c) By inversion on A; + Ay Ty A’ we have A’ = A] + A}, and A; Cp A} and A, Ty Aj.
(d) Suffices to show e ~ e’ € A} + A} | ¢1 [¢2] [A]
(e) By the equality in 3a we have either:
(@ e=1-e,e' =1-¢}, e ie{ € Ay | ¢1 [42] [A]
(i) e=r-e, e =r-ef, e ie{ € Ay | ¢1 [P2] [A]
(f) Consider the first case without loss of generality.
(g) Apply the induction hypothesis to the equality from 3(e)i and A; Cp A7 to obtain e < e; €
AL ¢ [92] (AL
(h) Apply the definition of equality at A; + A; to 3e, replacing the equality in 3(e)i with 3g, to
obtaine ~ e’ € A7 + A} | ¢1 [$2] [A]
(4) Subcase: A; ® A,
(a) Wehavee ~ ¢’ € Ay ® Ay | ¢y [P2] [A] and A; @ Ay Ty A’
(b) Show e ~ " € A" | ¢y [¢2] [A].
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(c) By inversion on A; ® Ay Cp A’ we have A" = A] ® A, and A; Cp A} and Ay Ty A,
(d) Suffices to show e ~ e’ € A] ® A; | ¢1 [¢2] [A].
(e) By the equality in 4a we have:
(i) e =(e1,e2), ¢ =(ey, e5)
(i) e1 ~ ] € Ay | ¢1 [2] [A]
(iii) e, ~ e, € Az | ¢1 [¢2] [A]
(f) Apply the induction hypothesis to 4(e)ii and A; T Aj to obtain e, < e; € Al | ¢1 [42] [A]

(g) Apply the induction hypothesis to 4(e)iii and A, Cp A} to obtain e; < e, € AL | ¢y [$2] [A].

(h) Apply the definition of equality at A] ® A} to 4e, replacing 4(e)ii and 4(e)iii with 4f and 4g,
to obtain e ~ ¢’ € A} ® A, | ¢1 [$2] [A].
(5) Subcase: (a™.A;)
(a) We have e ~ ¢’ € 3(a™. A1) | ¢1 [¢2] [A] and F(a™.A;) Ty A'.
(b) Show e ~ ¢’ € A" | ¢1 [¢2] [A].
(c) By inversion on 3(a™.A;) Ep A’ we have A’ = 3(a™.A7) and Ay Epom Al
(d) Suffices to show e ~ ¢’ € 3(a™.A}) | 1 [$2] [A].
(e) From the equality in 5a we have:
(i) e = pack[¢](e1), e’ = pack[¢](e])
(i) A ¢ ¢ >m
(iif) e ~ €] € [p/a™]Ay | $1 [¢2] [A]
(f) Apply Lemma E.25 to the inequality from 5c and A + ¢ and ¢ > m to obtain [¢/a™]A; En
[¢/a™]AT.
(g) Apply the induction hypothesis to 5(e)iii and 5f to obtain e; ~ e; € [p/a™]AL | ¢1 [42] [A]

(h) Apply the definition of equality at 3(a™.A]) to 5e, replacing 5(e)iii with 5g, to obtain

e~e e3(amA)) | ¢ [$2] [A]
(6) Subcase: [A; - ¢]

(2) We have e ~ ¢’ € [A; - ¢] | ¢1 [¢2] [A] and [A; - #] Cp A'.

(b) We want to show e ~ e’ € A" | ¢ [¢2] [A].

(c) By inversion on [A; - ¢] Cp A’ we have that A" = [A] - ¢'] and A} Ep A] and ¢ Cp ¢'.

(d) Suffices to show e ~ le’ € Al ¢ U gy [¢2] [A]

(e) From the equality assumption we have e ~ le’ € A; | ¢ L ¢y [¢2] [A].

(f) Apply the induction hypothesis to the equality from 6e and A; Co Aj from 6c to get
le~ le' € A7 | ¢ U ¢ [$2] [A].

(g) By Lemma E.4 on ¢ Cp ¢’ we have ¢ LI ¢; Ep ¢ LI ¢1.

(h) Apply Lemma E.41 to 6f and 6g to get le ~ le’ € Al | ¢" U [¢2] [A]

(7) Subcase: A; — A,

(a) Wehavee ~ ¢’ € Ay > Ay | ¢1 [¢h2] [A] and A; — Ay Cp A'.

(b) We want to show e ~ ¢’ € A" | ¢ [¢2] [A].

(c) By inversion on A; — A; Cp A’ we have that A’ = A7 — A and A] E4 Ay and A; Ty Aj.

(d) Assume ¢; € poset,(¢;) and ¢, € poset,(¢$2) and ey val, e val and e < e] € A
¢1 421 [A]

(e) Suffices to show ap(e;e;) ~ ap(e’sep) € A | @7 [4,] [A]

(f) Apply the induction hypothesis to the equality from 8g and A] Ex A; from 8c to obtain
er ~ e; € Ay | ¢1 [¢5] [A].
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(g) Apply the initial equality assumption to ¢; and ¢; and e; val,e] val and 8d to obtain
ap(eser) ~ ap(e’se) € Ay | ¢ [5] [A].

(h) Apply the induction hypothesis to 8f and A; E4 A} from 8c to obtain ap(e; e;) < ap(e’; ey) €
A, 1 4] [43] [A].

(8) Subcase: V(a™.A;)

(a) We have e ~ ¢’ € V(a™.A1) | ¢1 [¢P2] [A] and V(a™. A1) Cp A'.

(b) We want to show e ~ ¢’ € A" | ¢ [¢2] [A].

(c) By inversion on V(a™.A;) Cp A" we have that A” = V(a™.A]) and Ay Tpqm Al

(d) Assume A + ¢ and ¢ > m.

(e) Suffices to show e[¢] ~ ¢'[¢] € [¢/a™]A] | ¢ [$2] [A].

(f) We have by applying the initial equality assumption to 8d that e[¢] ~ ¢’ [¢] € [¢/a™]A; |
$1 (2] [A]

(g) Apply Lemma E.25t0 Ay Cpqm A and A F ¢ and ¢ > m to obtain [¢/a™]A; Cp [$/a™]A].

(h) By applying the induction hypothesis to 8f and 8g we have e[¢] ~ ¢’ [$] € [¢/ a™A] |
$1 [¢2] [A]

]

Lemma E.44 (Anti-monotonicity). Ife ~ e’ € A | ¢1 [¢2] [A] and ¢, € poset, (o) thene =
Al ¢1 [¢5] [A]

ProoF. Proceed by induction on the height of A.

(1) Case: Non-Interference
(a) Consider the first case.
(b) We have ¢; ¢ poset, (¢2).
(c) Show ¢; ¢ poset, (¢;).
(d) Apply Lemma E.11 to 1b and ¢; € poset, (¢;) to obtain the goal.
() Now consider the second case. Proceed by cases on A.
(2) Subcase: unit
(a) We have e = (), ¢’ = ()
(b) We have e ~ ¢’ € unit | ¢1 [¢;] [A] immediately.
(3) Subcase: A; + A,
(a) We have e ~ e’ € Ay + Ay | ¢1 [¢2] [A] and ¢;, € poset, (¢h2).
(b) Show thate ~ e’ € A; + Ay | ¢1 [¢5] [A].
(c) By the equality in 3a we have either:
()e=1l-e, e =1-¢, e ~e| €Al [¢] [A]
(11) e=r-e, e’:r-ei, (4] ie{ €A, | ¢)1 [¢)2] [A]
(d) Consider the first case without loss of generality.
(e) Apply the induction hypothesis to the equality from 3(c)i and ¢; € poset, (¢.) to obtain
er ~ ¢ € Ay | ¢1 [$5] [A]
(f) Apply the definition of equality at A; + A, to 3c, replacing 3(c)i with 3e, to obtain e ~ ¢’ €
A+ Ay | [45;] [A].
(4) Subcase: A; ® A,
(@) Wehavee ~ e’ € A; ® Ay | ¢1 [$2] [A] and ¢; € poset, (¢2).
(b) Show thate ~ e’ € Ay ® Ay | ¢1 [¢5] [A]
(c) By the equality in 4a we have:
(i) e = (er, €2), €" = (e}, €3)
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(ii) e1 ~ ¢} € Ay | ¢1 [¢2] [A]
(iii) e, ~ e, € Az | ¢1 [¢2] [A]
(d) Apply the induction hypothesis to 4(c)ii to obtain e; ~ e; € Ay | ¢1 [¢5] [A]
(e) Apply the induction hypothesis to 4(c)iii to obtain e, ~ es € Ay | ¢1 [¢5] [A]
(f) Apply the definition of equality at A; ® A; to 4c, replacing 4(c)ii and 4(c)iii with 4d and 4e,
toobtaine ~ e’ € A; ® Ay | ¢1 [45] [A]
(5) Subcase: 3(a™.A)
(a) We have e ~ ¢’ € 3(a™.A) | ¢1 [$2] [A] and ¢; € poset, (¢,).
(b) Show thate ~ e’ € 3(a™.A) | ¢1 [¢5] [A].
(c) By the equality in 5a we have:
(i) e = pack[¢](e1), " = pack[¢](e])
(i) Ar g, p=m
(iii) e ~ €] € [p/a™]A | ¢1 [$2] [A]
(d) Apply the induction hypothesis to 5(c)iii and ¢,, € poset, (¢2) to obtain e, < e; € [p/a™]A |
¢1 [43] [A]
(e) Apply the definition of equality at 3(a™.A) to 5c, replacing 5(c)iii with 5d, to obtain
e~ e €3(amA) | ¢ [¢] AL
(6) Subcase: [A - ¢]
(@) Wehave e ~ e’ € [A- ] | ¢1 [¢2] [A] and ¢;, € poset, (42).
(b) Show thate ~ e’ € [A- @] | ¢1 [$5] [A]
(c) Suffices to show le ~ le/ € A | ¢ LU ¢y [¢7] [A]
(d) We have by the equality assumption that le ~ e’ € A | ¢ Li ¢y [¢] [A].
(e) Apply the induction hypothesis to 6d to obtain e ~ !¢’ € A | ¢ LU ¢y (5] [A].
(7) Subcase: A; — A,
(@) Wehavee ~ e’ € Ay — Ay | ¢ [¢2] [A] and ¢; € poset, (¢,).
(b) Show thate ~ e’ € A; — Ay | ¢1 [¢;] [A]
(c) Assume some ¢; € poset, (¢]) and ¢’ € poset,(¢,) and e; val, e] val and e; < e] € A |
91 [47] [A]
(d) Apply Lemma E.7 to ¢;’ € poset, (¢;) and ¢, € poset, (¢2) to obtain ¢, € poset, (42).
(e) Suffices to show ap(e;e;) ~ ap(e’se;) € Ay | @7 [¢7] [A]
(f) Apply the initially assumed equality to 7c, replacing ¢;" € poset, (¢;) with 7d, to obtain
ap(eser) ~ ap(e’seq) € Ay | ¢7 [¢5] [A].
(8) Subcase: Y(a™.A)
(@) We have e ~ ¢’ € V(a™.A) | ¢1 [¢2] [A] and ¢, € poset,(d2).
(b) Show thate ~ ¢’ € V(a™.A) | ¢1 [¢5] [Al
(c) Assume some A F ¢ and ¢ > m.
(d) Suffices to show e[¢] ~ ¢’[¢] € [/a™]A | §1 [¢5] [A.
(e) Apply the initially assumed equality to 8c to obtain e[¢] ~ e’[¢] € [¢p/a™]A | ¢1 [$2] [A].

(f) Apply the induction hypothesis to 8e to obtain e[¢] ~ ¢’ [$] € [¢p/a™]|A | ¢y [#5] [A].

Lemma E.45 (Symmetry). Ife; leeAl ¢ [¢'] [A] then e, le €Al ¢ [¢7] [A].

Proor. Proceed by induction on A.

(1) Case: Non-Interference
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(a) We have either ¢ ¢ poset,(¢’) or an equality.
(b) Consider the first case. We have the result immediately.
(c) Consider the second case:
(i) We have e; —" e}, €] val and e, —" e, e; valand e] ~e; € A | ¢ [¢'] [A].
(ii) Showe; ~e; € A| ¢ [¢'] [A]
(iii) Proceed by cases on A.
(2) Subcase: unit
(a) We have () ~ () e unit | ¢ [¢’] [A].
(b) So the result is immediate.
(3) Subcase: A; + A,
(a) Consider the left case without loss of generality.
(b) Wehavel -e; ~1-e; € Aj+ Az | ¢ [¢'] [A]
(c) Showl-e; ~1-e1 € A; + Az | ¢ [¢'] [A]
(d) So we have e; ~ e; € Ay | ¢ [¢'] [A].
(e) Apply the induction hypothesis to this to obtain e, ~ e; € A; | ¢ [¢'] [A].
(f) Sowehavel-e; ~1-e1 € Aj+ Ay | ¢ [¢'] [A]
(4) Subcase: A; ® A,
(a) We have ey, e) ~ (¢}, €}) € A, ® Ay | § [¢] [A].
(b) Show (¢}, €}) ~ (es,e2) € A1 ® Ay | § [¢'] [A].
(c) So we have:
(i) e ~ e; €A | ¢ [¢'] [A]
(ii) e2 ~ € € Ay | ¢ [¢] [A]
(d) Apply the induction hypothesis to both equalities to obtain:
(i) e; ~ e € Ay | ¢ [¢] [A]
(ii) e ~ e € Az | ¢ [¢] [A]
(e) So we have (e],e;) ~ (e1,e2) € A; ® Ay | ¢ [¢'] [A]
(5) Subcase: 3(a™.A)
(a) We have pack[¢](e) ~ pack[¢](e’) € I(a™.A) | ¢ [¢'] [A].
(b) Show pack[@](e’) ~ pack[¢](e) € F(a™.A) [ ¢ [¢'] [A].
(c) From the equality assumption we have:
) Arg,p=m
(ii) e ~ ¢’ € [p/a™]A| ¢ [¢'] [A]
(d) Apply the induction hypothesis to 5(c)ii to obtain e’ ~ e € [¢p/a™]|A | ¢ [¢'] [A].
(e) Apply the definition of equality at 3(a™.A) to 5(c)i and 5d to obtain pack[¢](e’) ~
pack[¢](e) € (a™.A) | ¢ [¢'] [A].
(6) Subcase: [A - ¢]
(a) Wehave e; ~e; € [A- 1] | ¢ [¢'] [A].
(b) Show e, ~e1 € [A-¢1] | ¢ [¢'] [A].
(c) Suffices to show le; ~ le; € A| ¢y U ¢ [¢] [A].
(d) From the equality assumption we have le; ~ le, € A | ¢ U ¢ [¢] [A].
(e) Apply the induction hypothesis to this equality to obtain le; ~ le; € A | ¢; L ¢ [¢] [A].
(7) Subcase: A; — A,
(a) We have e; ~ e, € A] — Ay | ¢ [¢] [A].
(b) Show e; ~e; € A1 — As | ¢ [¢'] [A].
(c) Assume some ¢ € poset,(¢;) and ¢” € poset,(¢’) and e val,e’ val and e le e A

¢1 [97]1 [A].
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(d) Suffices to show ap(ez;e) X ap(e;;e’) € Ay | @] [¢7] [A].

(e) Apply the induction hypothesis to e ~ ¢’ € A; | ¢1 [¢”] [A] to obtain e’ leeA |
¢ (971 [A]

(f) Apply the initial equality assumption to this result to obtain ap(e;;e’) ~ ap(ey;e) € Ay |
¢y [T [A]

(g) Apply the induction hypothesis to this result to obtain ap(es;e) ~ ap(ej;e’) € A; |
¢ (971 [A]

(8) Subcase: V(a™.A)

(a) We have e; ~ e, € V(™. A) | ¢ [¢'] [A].

(b) Show e; ~ e; € V(a™.A) | ¢ [¢'] [A].

(c) Assume some A F ¢ and @1 > m.

(d) Suffices to show es[¢1] ~ ex[n] € [¢1/a™]A | ¢ [¢'] [A].

(e) Apply the equality assumption to A + ¢; and ¢; > m to obtain e;[¢;] ~ ex[¢p1] €
[¢1/a™A | (4] [A]

(f) Apply the induction hypothesis to this to obtain e;[¢1] ~ e [$1] € [¢1/a™]A | ¢ [¢'] [A].

[m}

Lemma E.46 (Transitivity). Ife; ~ e; € A | ¢ [¢'] [A] and ey ~ e3 € A | ¢ [¢'] [A] then
er~escAlg[¢][A]

ProoF. Proceed by induction on A.

(1) Case: Non-Interference
(a) Consider the first case of either equality assumption.
(b) If ¢ ¢ poset,(¢’) then we have the result immediately.
(c) Consider the second case.
(d) We have:
(i) eg val, ej val, e] val
(ii) ey =" ef,e2 =" €5, e3 " g
(i) ¢ ~ &) € A | ¢ [¢] [A]
(V) ¢~ ej € Al ¢ [¢'] [A]
(e) Want to show thate; ~e; € A| ¢ [¢'] [A].
(f) Proceed by cases on A.
(2) Case: unit
(a) We have () ~ () e unit | ¢ [¢’'] [A].
(b) So the result is immediate.
(3) Case: A; + A,
(a) Sowehavee; ~e; € Aj+ Ay | ¢ [¢'] [A]l and ey ~e3 € Ay + Az | ¢ [¢'] [A].
(b) Show e; ~e5 € A; + Az | ¢ [¢'] [A].
(c) So we have for the first equality assumption, without loss of generality:
(i) eg=1-el,ea=1"¢
(i) ¢ ~ e; € A1 | ¢ [¢'] [A]
(d) So we know that we must have for the second equality assumption:
(i) ea=1-ej,e3=1-¢]
(ii) e ~ e € Ay | ¢ [¢] [A]
(e) Apply the induction hypothesis to 3(c)ii and 3(d)ii to obtain e; < e; €A1 | ¢ [¢9'] [A]
(f) Apply the definition of exact equality at type A; + Ay toe; =1-ej,e5 =1 -] and 3e to
obtain e; ~ e3 € A + Ay | ¢ [¢'] [A]
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(4) Case: A; ® A,
(a) Sowehavee; ~e; € A @Az | ¢ [¢'] [Aland e, ~e5 € A1 Q@ Az | ¢ [¢'] [A].
(b) Show e; ~e3 € A1 ® Ay | ¢ [¢7] [A].
(c) From the assumptions we have:
(i) e1 = (e, ef)
(i) ez = (e, €;)
(iii) e3 = (e3, €3')
(iv) e ~e2 €A ¢ [¢] [A]
W) e ~ef €A | ¢ [¢] [A]
(Vi) 62 ~ 63 € Al | ¢ [d)/] [A]
(vii) ef ~ef € Ay | ¢ [¢'] [A]
(d) Apply the induction hypothesis to 4(c)iv and 4(c)vi to obtain e] ~ e3 €A | ¢ 4] [A]
(e) Apply the induction hypothesis to 4(c)v and 4(c)vii to obtain e;" ~ < ej €Ay | ¢ [¢'] [A]
(f) Apply the definition of exact equality at A; ® A to 4d and 4e to obtain (ej, e;’) ~ (e3, ey’) €
A1 ®Ax | ¢ 9] [A]
(g) This is equivalent to e; ~ e3 € A; ® Ay | ¢ [¢'] [A]-
(5) Case: (a™.A)
(a) Sowe have e; ~e; € (@™ A) | ¢ [¢'] [A] and ez ~ e3 € F(a™.A) | ¢ [¢'] [A]
(b) Show e; ~ e5 € A(a™.A) | ¢ [¢'] [A].
(c) From the equality assumptions we have:
(i) e1 = pack[@](e]), e2 = pack[¢](e;), e3 = pack[¢](e3)
(i) Ar g, p=m
(iii) €] ~ 62 €lg/a™Al ¢ [¢'] [A]
(iv) ¢ ~ e € [p/a™A| ¢ [¢'] [A]
(d) Apply the induction hypothesis to 5(c)iii and 5(c)iv to obtain e] < e; € [¢/a™]A
6 (9] Al
(e) Apply the definition of equality at 3(a™.A) to
() er = pack[$](e]), es = pack[¢] (¢})
(i) A+ ¢ >m
(i) ¢ * ¢ € [p/a™A | ¢ [¢] [A]
obtaining e; ~ e3 € (a™.A) | ¢ [¢'] [A].
(6) Case: [A - ¢1]
(a) Sowehave e; ~e; € [Ar - ¢1] | ¢ [¢'] [A]l and ez ~ e5 € [Ar - §1] | ¢ [¢'] [A].
(b) Show e1 ~ €3 € [A1-¢1] | ¢ [¢'] [A]
(c) Suffices to show le; ~ les € Ay | ¢y Lig [¢'] [A].
(d) From the equality assumption we have:
(i) les ~ ey € Ay | g1 U@ [¢7] [A]
(ii) ley ~ les € Ay | ¢y LI [¢] [A].
(e) Apply the induction hypothesis to both of these equalities to obtain !e; ~ les € A |

prU ¢ [¢] [A]
(7) Case: A} — A,
(a) Sowehavee; ~e; € Ay > Ay | @ [¢'] [A] and ey ~e3 € A; — Ay | ¢ [$'] [A].
(b) Show e; ~ e3 € Ay — Az | ¢ [¢'] [A].
(c) Assume some ¢ € poset,(¢;) and ¢”” € poset,(¢’) and e val,e’ val and e ~ ¢’ € A, |

$1 [97] [A].
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(d) Suffices to show ap(er;e) ~ ap(es;e’) € A, | o1 (9] [A].
(e) Apply Lemma E.45 to the equality assumption in 7c to obtain e’ ~ e € A; | ¢; [¢”] [A].
(f) Apply the induction hypothesis to the equality assumption in 7c and 7e to obtain e ~ e €

A1l ¢ [97] [A]
(g) Instantiate the first equality assumption in 7a with ¢; and ¢’” and e val and 7f to obtain
ap(es;e) ~ ap(eze) € Az | ¢ [¢7'] [A].
(h) Instantiate the second equality assumption in 7a with 7c to obtain ap(ez; e) ~ ap(es; e’) €
Ay | ¢ [9”] [A]
(i) Apply the induction hypothesis to 7g and 7h to obtain ap(e;;e) ~ ap(es;e’) € Ay |
¢ [97] [A]
(8) Case: V(a™.A)
(a) Sowe havee; ~e; e V(a™.A) | ¢ [¢'] [A]l and e; ~ e5 € V(a™.A) | ¢ [¢'] [A].
(b) Show e; ~ e3 € V(a™.A) | ¢ [¢'] [A].
(c) Assume some A + ¢ and ¢; > m.
(d) Suffices to show e;[¢1] ~ es[¢] € [p1/a™]A | ¢ [¢'] [A].
(e) Apply each of the equality assumptions in 8a to 8c to obtain:
() erl¢n] ~ esldi] € [$1/a™A | § [¢'] [A]
(i) e2[¢1] ~ es[¢1] € [p1/a™]A | § [¢'] [A].
(f) Apply the induction hypothesis to both of these equalities to obtain e; [¢;] ~ es[¢:] €
[¢1/a™]A | ¢ [¢'] [A].
O

*

Lemma E.47 (Self-Related). Ife ~ ¢’ € A | ¢ [¢'] [A] thene ~ e € A | ¢ [¢'] [A] and
¢ ~eeAldl¢]IAl

ProOF. Proceed directly.

(1) Wehavee ~ ¢’ € A | ¢ [¢'] [A].

(2) Apply Lemma E.45 to 1 to obtain e’ ~ e € A | ¢ [¢] [A].

(3) Apply Lemma E.46 to 1 and 2 to obtaine ~ e € A | ¢ [¢] [A].

(4) Apply Lemma E.46 to 2 and 1 to obtain e’ ~ ¢’ € A | ¢ [¢'] [A].

We now define exact equality for open terms.
(1) Definitions for &:
(a) Define 6 € A ~» A’ as a map from each a™ € A to a dependency environment A’ + ¢ such
that ¢ > m.
(b) Define S (e) as an application of § on all the open dependency variables in e, and likewise
for ;S\(A) and g(qﬁ)
(2) Definitions for y:
(a) Define y € T [A’] as a map from x € T to an expression e closed under term variables s.t.
A re
(b) Define y(e) as an application of y on all open term variables in e.
(c) Definey ~y’ €T | ¢ [¢'] [A > A’] to mean that if A’ ¢’ and § € A ~» A’ then we have
v,y €T [A]sty(x) ~y(x) € g(A) | ¢ [¢'] [A]forallx:AeT
(3) Define AT >>¢AS: e~ e €A| ¢ tomean that for all A’ - ¢y if 3a, 3b, and 3c then 3d.
(@) A" F ¢’
(b) 5 € A~ N
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(c) )”\i Y € Fl¢y [¢7] [AAW A’l(instantiated to 3a and 3b)
() 6(¥(e)) ~ 8(y'(e') € 8(A) | 5(¢) U ¢y [¢'] [A']

Theorem E.48 (Reflexivity). Fix Ag. If Ao, A;T +e: A| ¢ then AT >>f; e~ecAld.

ProoF. Assume some A + ¢, and Ay + ¢" and § : A ~» Ag and y iy er] Gy (4] [A ~> Ao].
Proceed by induction on typing.
(1) Case: T-SuB
(a) We have A, A; F Fe:Ay| </5
(b) Show (7 (e)) * 5(y’(e)) € 5(4,) | 5(¢) Uy [¢'] [Ao].
(c) We have as premises Ag, A;T e : Ay | ¢ and Ay Epn Aa.
(d) Apply the induction hypothesis to the first premise to obtain A T >>qAb(; e~ecA|g.
(e) Instantiate 1d with ¢, and ¢’ and § and y,y’ to obtain g(?(e)) < g(}?(e)) € g(Al) |
5(¢) U gy [9'] [Ao].
(f) Apply Lemma E.25 to the second premise and the well-scopedness and preservation of
modes of § under Ay to obtain 5(A1) L, ¢ 5(A2)
(g) Apply Lemma E.43 to 1e and 1f to obtain 5(y(e)) ~ (5()/ (e)) € 5(A2) | 5(¢) U, [¢'] [Ao].
(2) Case: T-UNIT
(a) We have AO,A Tk ():unit|o.

(b) Show () ~ () € unit | ¢, [¢'] [Ao].
(c) We have this immediately.

(3) Case: T-Var
(a) We ha\/r\e Ao,A;r,iC AR X :é | o.
(b) Show 5(y(x)) ~ 6(v' (x)) € 5(A) | ¢y [¢"] [Ao].
(c) This is the same as 5(y(x)) ~ 5()/ (x)) € 5(A) | gby [¢7] [Ao].
(d) By definition, 5(Y(X)) = 5(Y(X)) and 5(y’ (x)) = 3(y' (x)).
(e) So we have to show 5(y(x)) 5(y (x)) € 5(A) | ¢y [9'] [Ao].
(f) This is equivalent to y(x) ~ y’(x) € 5(A) | ¢y [¢'] [Ao] since y, y’ produce expressions
closed under A,.
(g) We have this by definition of the closing substitution y, y’.
(4) Case: T-CONSUME
(a) We have Ay, A; F Fite: [A-¢] | o.
(b) Show 8(7(#e)) * 5(y’ (He)) € 5([A oD | ¢y [4']
(c) This is equlvalent to #(5(y(e)) ~ #5()/ (e)) € [5(A) 5(¢)] | ¢, [¢ ] [Ao].
(d) We have #5(y(e)) val, #5()/ (e)) val and #5(y(e)) — #5(y(e)) #5(y (e)) —* #5(y (e))
(e) Suffices to show 1#3(7(e)) * 1#3(y(e)) € 5(A) | 5(¢) U gy [¢'] [Ao].
(f) We have as a premise of T-CoNsUME that Ay, A;T Fe: A | ¢.
(g) By applying the induction hypothesis to this premise we have A T’ >>i; e~ecAldg.
(h) Instantlatlng with ¢, and ¢" and 6 and y, y we get
3(7(e)) * 5(}’ (e)) € 5(A) | 5(¢) L ¢y [4']
(i) We have 1#3(7(e)) —" 8(7(e)), 1#5(y’ (6)) " 5()/ (e)).
(j) Apply Lemma E.39 twice (and using Lemma E.45) to 4h and each evaluation in 4i to obtain
1#5(7(e)) ~ 1#5(1' (€)) € 5(A) | 5(9) Uiy [¢'] [Ao].
(5) Case: T-PRODUCE
(a) We have Ag, A;T F le: A ¢y U .
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(b) Show 3(7(1e)) * 3(y"(1e)) € 5(4) | (g1 L ¢2) U gy [¢] [Ao].
(c) This is the same as R R R
18(y(e)) ~ 18(y'(e)) € 5(A) | 8(¢1) L 6(h2) U by [47] [Ao]-
(d) We have as a premise of T-PRODUCE that Ag, A;T + e : [A- @1] | Po.
(e) By applying the induction hypothesis to this premise we have
AT > elec[A ¢] |
® Elstantiatirig with ¢, End ¢’ and 6 End v,y we have
S5(v(e)) ~ 8(y'(e)) € S([A- $1]) | 5(d2) U ¢y [¢'] [Aol.
(g) This is the same as
3(7(e)) X 5(y(e)) € [8(A) - 5(¢1)] | 8(g2) Uy [¢'] [Ao].
(h) Caﬁe on 5g:
(@) o(¢2) Uy ¢ posetAo(dJ’l R R R
(A) Apply Lemma E.10 to 5(¢2) U ¢, ¢ poset, (¢") and 6(¢1) to get 5(¢1) LI 6(h2) Ul ¢y ¢
poset,, (¢'). ~ ~ ~ ~ R
(B) So we have !5(y(e)) ~ !5()2(6)) € 6(A) [ 8(¢1) U S(¢2) U ¢y [47] [Ao]-
(i) er ~ ef € [6(A) - 8(d0)] | 6(¢2) UGy [¢] [Ao] where 5(y(e)) =" e1, ey val and
5(y'(e)) —" e, ¢ val

*

(A) So we have le; ~ le] € 5(A) | 5(¢)1) L 5((/’12) U ¢y [¢'] [Ao] by definition of equality
at [5(A) - 5(451)]
(B) We have '5(y(e)) " ley, '5()/ (e)) =" lef.
(C) Apply Lemma E.39 symmetrically to 5(h)iiA and each of the evaluations in 5(h)iiB to
obtain 15(y(e)) ~ 16(y"(e)) € 5(A) | 8(41) U S(¢2) U ¢y [¢'] [Ao].
(6) Case: T-INJL
(a) WehaveAO,A r I— l-e: A1+ Ay | ng

(b) Show 1-8(7(e)) * 1-8(y(e)) € 8(A1) +8(A2) | 5(¢) Li gy [¢'] [Ao].
(c) We have as premises that Ao, A;T F e : Ay | ¢ and Ag, A F A,.
(d) Apply the induction hypothesis to the typing premise in 6¢ to obtain A T >>i0 e~ecA|g.

(e) Instantiate 6d with ¢, and ¢’ and 6 and y, y’ to obtain g(?(e)) < g(}?(e)) € g(Al) |
5(¢) Uy [9] [Aal.

(f) I 6(p) L ¢, ¢ poset,, (¢'), then we have the result immediately.

(g) Otherwise, we have e; ~ e] € 5(A;1) | 5(¢) U ¢y [¢'] [Ao], where 6(y(e)) =" ey, e; val
and g()?(e)) —* e, el val.

(h) Apply E-LEFT-CONG to 5(y(e)) +—* e; from 6g to obtain 1 - g(?(e)) —* 1 ey

(i) Analogously from 6g we have 1 - g(?’(e)) " 1-e.

(j) From the equality in 6g we have e; ~ e € E(Al) | g((/ﬁ) Uy, [¢'] [Ao].

(k) Applying the definition of equahty at type ¢ 5(A ) + S(Az) to the equality from 6j and
1l-e,1-e; wehavel- 81 ~1-¢e € 5(A1) + 5(A2) | 5(¢) Uy, [¢'] [Ao].

(I) So we have 1 - 5(y(e)) ~1- 5()/ (e)) € 5(A )+ 5(A2) | 5(¢) Uy [¢'] [Ao], combining 6k
and 1 - e; val, 1 - e] val and 6h and 6i.
(7) Case: T-INJR
Analogous to the case for T-INJL.
(8) Case: T-CASE
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(a) Wehaver,A I'+casee{1l- x; = e | r-x; Heg} A|¢2|_|¢1
(b) Show case 8(7(e)) { 1 - x1 > 3(7(en)) | r - x = 3(7(ex) } % case 5(7(e)) { 1 -3 —
5(y(e) | rexz > 8(y (e2) } € 5(A) | 8(¢h2) L d(1) U by [¢7] [Ao)-
(c) We have as premises:
(1) Ao,A;r Fe ZA] +A2 | ¢)1
(11) AO,A;F,x1 2A1 e A | ¢2
(111) No, ;T xp : Ag et A | ¢2
(d) Apply the induction hypothesis to 8c to obtain:
(i) A1“>>§0 e~ecA +A; | ¢
(i) AT,xi: A 5 e1 “ e €Al ¢y
(i) AT,z Ay >4 e Y e € A|
(e) Instantiate 8(d)i with ¢, and ¢ and §and y, y’ to obtain g(?(e)) 2 g(?’(e)) € S(A1)+§(A2) |
8(¢1) U gy [9] [Aol.
(f) Case on whether 8e is in non-interference:
(i) 6(¢1) U ¢y ¢ poset, (¢”)
Apply Lemma E.10 to this case and 5(¢2) to obtain (5(¢2) L 5(¢1) Ugy ¢ posetA0(¢ ).
() 1-e3~1-e5€ 5(A1) + 5(A2) | (5(¢1) U ¢y, [¢] [A¢] where e; val, e; val, 5(y(e)) —*
1-es, 5()/ (e)) =" 1 e, con51der1ng the left case without loss of generality
(A) By definition of equality at 5(A1)+5(A2) wehave e3 ~ e3 € 5(A1) | 5(451)|_|g{)y [¢'] [Ao]-
(B) Define y; = y[x1 + e3],y; = y[x1 > e;] where we have es, e] and yy, y] equal at level
g(qSl) U ¢, by Lemma E.42.
(C) Instantiate 8(d)ii with 8(¢h1)Ugy and ¢’ and S and y1, y] to obtain 8(7i (1)) < 8(y] (1)) €
5(A) | () L 5(¢1) Ly [¢'] [Aol.
(D) ApplyE Case-fil to 5(y(e)) +——" 1-e3 and 1 - e; val to obtain case 5()/(6)) {1l-x —
3F(e) | rx2 = 8(7(e2)) Bid [es/X1]5(Y(e1))
(E) Analogously we have case 5(y ) {1l -x— 5(y (e1)) | r-x; — §(y (e2)) } —*
[63/x1]5()’ (e1)).
(F) Apply Lemma E.39 symmetrlcally to 8(f)iiC and each of 8(f)11D and 8(f)iiE to obtain
case &(7(e)) { 1- X1 = 5(7(e)) lrox = 5()/(62)) } ~ case 5()/ (e)) {lx—
3(y (1) | r-xz > 8(y(e2)) } € 5(A) | 8(¢h2) LS (h1) L gy [¢]
(9) Case: T-PAIR
(a) We have Ay, A;T F (eg, e2) : A; ® Az | ¢ho U 1.
(b) Show (5(7(e1)), (7 (e2))) ~ (8(y' (1)), 8(y(e2))) € 8(A1) ® 6(A2) | S(¢ha) L 8(¢hr) L
Py (9] [Do]
(c) We have as premises Ao, A;T F ey : A; | ¢y and Ag, AsT F e3 2 Az | .
(d) Apply the induction hypothesis to each of the premises to obtain:
(l) AF>>¢AS e ~€1 €A | ¢1
(11) AT >>i; ey ~ 62 €A, | ¢2
(e) Instantiate 9d with ¢, and ¢’ and § and y, y’ to obtain:
(i) 8(7(ex)) ~ 8(y'(er)) € 8(A1) | (1) L ¢y [¢] [Ao]

(i) 3(7(ez)) * 8(1(e2)) € 8(A2) | 5(d) U gy [¢] [Ao]
(f) Applying Lemma E.42 to both equalities we have
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() 3(7(en)) ~ 81 (ex)) € 8(Ar) | 8(¢2) L 3(g1) Uy [¢'] [Ao]
(ii) fi(?(Ez))ji 5(y'(e2)) € 8(Az) | 8(¢2) LS(¢1) Ly [47] [Ao]
(g) If 5(¢2) L 6(1) L ¢y ¢ poset, (¢") then we have the result immediately.

(h) Otherwise, from each equality in 9f we have the evaluations

(i) g(ji(el)) " e, e} val

(i) 5(y’(e1)) =" ey, €] val

(iii) 8(7(ez)) " €, ¢} val

(iv) 8(7'(e2)) —* €/, e val
and the equahtles

(i) e; ~ef € 5(A1) | 5(¢z) U 5(¢1) U dy [¢'] [Ao]

(ii) ) ~ e € 5(A2) | 5(¢2) L 8(¢1) U by [¢'] [Ao]

(i) So we have (5(7(e1)), 8(7(e2))) —* (e}, €}), (¢}, ¢;) val and (5(1" (e1)), 8(y" (e2))) +—"
(e]',e)), (e, ;') val from the evaluations in 9h.
(j) And We have

() ¢ ~ e € 8(A1) | 6(g) L S(gn) L gy 9] [o]
(i) ¢~ eff € 5(A2) | 5(¢2) LI6(d) Uy [¢/] [Ao]

from the equalities in 9h, by definition of exact equahty

(k) Apply the definition of exact equahty at type S (Al) ® 5 (Ag) to each of the equalities in 9j
to obtain (e}, e;) ~ (e}, ;') € 5(A1) ® 5(Ay) | 5(¢h2) L 8(¢1) U py [¢'] [Ao].

] Apply the definition of exact equahty to 9i and 9k to obtain

(6(7(e1). 8(7(e2))) ~ (5(1(e1)).8(y (€2))) € 8(A1)®5(Az) | 5(2)LUS(¢1) Uy [6'] [Ao].
(10) Case: T-SpLIT
(a) We have AO,A T rspliteinto (xl,xz) ine: A | ¢ L ¢>
(b) Show sp11t 6(y(e)) into {(x1,x2) in §(y(e1)) ~ split 5(y (e)) into {x1,x2) in 5(y (e1)) €

5(A) | 5(p1) L S(¢) Ui gy [¢'] [Aol.
(c) We have as premises:
(l) Ao,A;r Fe:A ®A, | ¢
(11) Ao,A F X1 - Al,xz Az Fep: A | ¢1
(d) Apply the induction hypothesis to each premise to obtain:
(1)A1“>>¢ e~eeA1®A2|¢
(11) AT, X1 : Al,xz Az >>i ey ~ 61 €A | ¢1
(e) Instantiate the first equality with ¢" and ¢, and 4 and y, y’ to obtain S(y(e)) ~ (5()/ (e)) €

5(A1) ®5(A2) | 5(¢) Ly [4'] [Ao]
(f) Case on /t\hls equality:

(i) Case: 6(¢p) L ¢y ¢ posetAO(qS’)
Apply Lemma E.10 to this case and §(¢1) to obtain g(gé) L g(gbl) U ¢y, ¢ poset, (¢').
(i) Case: (e e2) ~ (ef.ej) € 8(A1) ® 5(A) | 5(¢) L ¢y [¢] [Ao] where S(7(e)) +—"
(e, e2), (e, e2) val and 6(}7’(e)) " (e;, e5), (€], e5) val.
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(A) So we have

split 8(7(e)) into (x1,x;) in 8(7(er))
—* split (e;, e5) into (x1,x2) in 8(7(er))

s [ea/x2][e1/x118(7(er))

and

split 8(y(e)) into (x1,xz) in 8(¥(er)
—* split (e}, e}) into (x1,x2) in 8(y(ey))

— [e)/x2] (e} /x118(7(er)).

(B) By definition of exact equahty at type 5(A1) ® (5(A2) we have e; ~ e € 5(A1) |
5(¢) L gy [¢'] [Ao] and e, * e} € 5(4y) | 5(¢) L ¢y [¢"] [Ao].
(C) Define y; = y[x1 > ey, x2 > ex] and y; = y[x1 > e}, x2 > ej].
(D) We have the equality of ej, e] and e, e; and y1, y; at level 6(¢) U ¢, by Lemma E.42.
(E) Instantiate the equality for the second typing premise with S (¢) U p, and ¢" and 6 and
o} to obtain 5(7i(en)) < 5] (e)) € 5(4) | 5(9) UFP) U gy 1471 [Ao).
(F) This is the same as [ez/x2][e1/x1]16(7(e1)) ~ [€}/x2][e}/x11(y' (e1)) € 8(A) | 8(d1)U
5(45) Uy [¢'] [Ao]-
(G) We have by applying Lemma E.39 twice (using Lemma E.45) to 10(f)iiA and 10(f)iiF
that
split 5()/(6)) into (x1,xz) in 5(Y(61)) ~
split 5(y (e)) into (x1,x2) in 5(y (e1)) € 5(A) | 5(¢1) W 5((;5) gy, [¢]
(11) Case: T-Lam
(a) We have Ag, A;T + A(x.e) : A; > Ay | o.
(b) Show that R R R
5(7(A(x.e))) ~ 8(y'(A(x.€))) € 8(A1 = A) | 5(0) U gy [¢'] [Ao].
(c) This is the same as R _
A(x.8(y(e)) ~ A(x.5(y'(e))) € 6(A1) = 56(A2) | ¢y [47] [Aol.
(d) We have A(x. 5(y(e))) —* A(x. 5(y(e))) Alx. 5()/(6))) val and
A(x.5(7 (€))) —" Alx. 3(y'(e))), Alx. 5()’ (e))) val
(¢) Suffices to show A(x.5(7(e))) ~ A(x.5(y(e)) € 8(A1) — 8(A2) | ¢y [¢'] [Ao].
(f) We have as premises that Ay, A;T,x : Aj Fe: Ay | o and Ag, A + A;.
(g) Apply the induction hypothesis to the typing premise in 11f to obtain A T, x : A; >>i0 e~
ec€A, | o.
(h) éssume some ¢, € poset, (¢]) and ¢” € poset, (¢) and e; val,ef val and e, <€
5(A1) | g1 [97] [Ao].
(i) Apply Lemma E.27 to:
(i) Ao + ¢y and ¢, € poset, (¢]) to obtain Ay + ¢
(i) Ao + ¢” and ¢” € poset, (4’) to obtain Ay - ¢”.
(j) Suffices to show ap(A(x.5(y(e)))se1) < ap(A(x.5(y' (€))); €]) € 5(A2) | ¢; [”] [Ao].
(k) Define y; = y[x = e1],y] = y[x — ef].
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(I) We have y1, y; equal at security level ¢] by Lemma E.40 and at observer level ¢”” by Lemma
E.44.
(m) Instantiate 11g with ¢] and ¢”" and J and yy, y; to obtain g(ﬁ(e)) < g();i(e)) € g(Az) |
81 16”1 [o]. . o
(n) This is the same as [e1/x]8(y(e)) ~ [¢]/x]5(y’ () € 5(A2) | ¢ [4”] [Bo]. o
(0) We have ap(A(x.5(y(e))); e1) > [e1/x]8(y(e)) and ap(A(x.5(y’ (e)))s €]) > [e1/x]5(y’ (e)).

(p) Apply Lemma E.39 twice (using Lemma E.45) to 11n and each of the evaluations in 110 to
obtain
ap(A(x.5(7(e)))s 1) ~ ap(A(x.5(y (e))); €}) € 8(As) | 61 [¢”] [Ao]-
(12) Case: T-Ap
(a) We have AO AT+ ap(e; el) Al ¢y L.
(b) Show that 5(7(ap(e; e1))) ~ 5(}’ (ap(e; 61))) € 5(A) | 5(451 L ¢) U ¢y [4']
(c) This is the same as ap(8(7(e)); 8(7(er)) ~ ap(8(y'(€));8(y (e1))) € 5(A) | 5(¢1)|—|5(¢)U
by [4']
(d) V\};e have as premises of T-Ap that
(l) AO,A;FI—e 1A1 —>A|¢
(11) Ao,A;r Fep ZAl | ¢1.
(e) By the induction hypothesis on the premises, we have
(i)AF>>i;eieeA1—>A|¢
(i) AT > e L e € Ar | ¢y
) InsAtantiating with ¢, anii ¢’ and (z and y’,\y’ we have
(@) d(7(e)) ~ 5()7(6)) € 5(A1) — 5(4) [ 5(¢9) Uy [¢] [Ad]
(ii) 5(7(e1) * 8(7 (1) € 5(A) | 8(¢) Uy [¢'] [Ao].
(2) By Lemma E.42 we have:
(i) 5(}’(6)) ~ 5()/ (e)) € 5(A ) — 5(A) | 5(¢1) L3(p) U gy [¢'] [Ao]
(ii) 5(7(er) ~ 8(y(en) € (A1) | 8(g1) LS($) Uy [¢'] [Ao].
(h) Case on 12(g)
(i) 3(p1) L 8(¢) Ui gy # poset, (¢)
Then we }’1\ave the ggal 1mr/r\1ed1ate/l\y. N L
(ii) ez ~ ez € 5(A1) — 5(A) | 5(Pp1)US(P)UP, [¢'] [Ag] where 5(y(e)) " ez, 5(y’ (e)) F—"
e; and e, val, ej val
(A) And from 12(g)ii we have e; ~ €, € 8(A;) | 8(¢1) US($) U ¢, [¢'] [Ao] and
g(?(el)) —" es, g()?(el)) " e; and e3 val, e] val.
(B) Apply the equality for this case to the same security and observer level and 12(h)iiA to
obtain ap(ez;f3) < apA(e:’Z;eg) € 5(A) | §(¢1) U 5(¢)AUA¢” [¢! LAO].
(C) We have ap(5(y(e)); 6(y(e1))) =" ap(ez; e3), ap(3(y’(€)); 6(y’ (e1))) F" ap(ej; e3).

(D) Apply Lemma E.39 to 12(h)11B and each of 12(h )11C (usmg Lemma E.45) to obtain
ap(8(7(e)): 8(7(e1))) * ap(8(y(€)): 8(y (e1))) € 5(A) | 8(¢1) L 8(¢) U by [¢'] [Ao].
(13) Case: T-ALL
(a) We have Ao, A;T + A(a™ e) V(a™ A) | o.
(b) Show that A(a™.5(7(e))) * A(a™. 5()/ (e)) € V(@™.5(A)) | ¢y [¢] [Ao].
(c) We have as a premise that Ag, A,a™;TFe:A|o
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(d) We have
@ Aa™. 5(}’(6))) —" A(a™. 5@/(@))) Aa™. 5()/(@))) val
(ii) A(a™.5(y (e))) —* Aa™.5(y'(e))), Ala™. 5(1(e))) val
(e) Suffices to show A(a™ 5(y(e))) ~ Ala™ 5()/ (e))) € V(a™ 5(A)) | ¢y [9'] [Ao].
(f) Assume Ag + ¢ and ¢ >Am L R
(g) Suffices to show A(a™.5(7(e))[$] ~ A(a™.5(y' (e))[¢] € [¢/a™5(A) | ¢y [¢'] [Ao].
(h) Define §; = 5[a™ +— ¢].

(i) Apply the induction hypothesis to 13c to obtain A, o™ T’ >>i; etecAlo.

(j) Instantiate with ¢, and ¢’ and &, andy, Y to get(i(y(e)) L5y (e) € 51(A) | ¢y [¢'1 [Ao].
(k) This is the same as [¢/a™ 16(7(e)) ~ [¢/am]5(y (e)) € [¢/a™ ]5(A) | ¢y [¢7] [Ao]. ~
(I) Observe that A(a™.8(7(e))) [¢] +— [$/a™15(7(e)) and A(a™.5(y (e))) [$] +— [$/a™15(y (¢)).

(m) Apply Lemma E.39 tw1ce to 13k and each of the evaluations in 13l (using E.45) to obtain
Aa™5(7(e))[$] ~ Ala™5(y (e)))[4] € [¢/a™5(A) | ¢y [¢] [Ao].
(14) Case: T-INST
(a) We have A, AsT F e[ ] - [¢1/IX 1A ] . _ _ _
(b) Show that 5(7(e)) [5(¢1)] ~ 8(y(e))[8(g1)] € [8(¢1)/a™]5(A) | 5(2) LU by [¢'] [Ao)-
(c) We have as premises Ao, A;T F e : V(a™.A) | ¢ and Ay, A F ¢ and ¢y > m.
(d) Apply the induction hypothesis to the typing premise to obtain A T >>i; e~eeV(amA) |
2.
(e) Instantiate with ¢, and ¢’ and & and y, y’ to obtain g(?(e)) < ;5\(}7'(6)) € V(am.g(A)) |
8(¢2) U gy [¢] [Bol.
(f) Caﬁe on 14e:
(i) 6(d2) U ¢y & posety (")
Then we have the Aresult irr}\mediately. N L
(i) e1 ~ €] € V(a™.6(A)) | 5(¢2) Uy [¢'] [Ao] where 5(y(e)) +—" e1,5(y'(e)) ¥~
e}, e val, ef val
(A) Apply Ao + 5(¢1) and 5(¢)1) > m to the equality for this case to get e; 5(451)] ~
e [5(¢1)] € [5(451)/0!'"]5(1‘1) | 5(452) U ¢y [4] [Ao]. R
(B) We have 5(7(e))[3(¢1)] +" e1[8(¢1)].8(y'(e)) [8(g1)] —>* €[ [3(¢1)].
(C) Apply Ler{l\ma E.39 Atwice to l4(/f:)iiA ar}\d each evaAluation ini4(f)ii§(using Lemma E.45)
to obtain 5(y()) [6(¢1)] ~ 8(y' () [6($1)] € [8(¢1)/a™1S(A) | 5(¢2) Ly [¢] [Ao]-
(15) Case: T-Pack
(a) We have Ay, A;T + pack[¢](e) Fa™A | ¢1
(b) Show that pack[5(¢)] (5(7(e))) < pack[5($)1(3(y’ (¢))) € I(a™.5(A)) | 5(p1)Ligy, [¢'] [Ao].
(c) We have as premises Ay, A;T Fe: [¢/a™]A | ¢p1 and Ay, A+ ¢ and ¢ > m.
(d) Apply the induction hypothesis to the first premise to obtain A T >>i; e~ee[p/amA]
b1
(¢) Instantiate with ¢, and ¢ and  and y, y’ to obtain 5(F(e)) ~ 8(y(e)) € [6(4)/a™5(A) |
5(1) Uy [¢'] [Ao]-
(f) I 6(41) L ¢y ¢ poset, (¢”) then we have the result immediately.
(g) Otherwise we have:
(i) ey val, e] val

(ii) 8(7(e)) — e1,8(1(e)) —" €]
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(iii) ey ~ ef € [5(4)/a™]5(A) | 5(¢1) Uy [¢7] [Ao]
(h) We have Ag + 5(9{)) and (¢) > m by Lemma E.20 and the definition of d.
(i) Apply the definition of equality at 3(a™. 5(A)) to pack[é(qﬁ)](el) pack[§(¢)](e ) and
15h and 15(g)iii to obtain pack[5(¢)](el) ~ pack[é(qﬁ)](el) e J(a™. (5(A)) | 5(¢1) U
o [9] Ml ) o )
(i) We have pack[5()] (8(¥(e))) =" pack[5(¢)](e1), pack[5($)] (5(y' (€))) +—" pack[5(¢)] (¢})

and pack[5(¢)](e1) val, pack[5(¢)](e]) val.
(k) Apply the definition of equahty to 15i and 15j to obtain

pack[5(¢)1(3(7(e))) ~ pack[5($)1(5(y(e))) € I(a™.5(A)) | 8(¢1) Ly [¢] [Ao].
(16) Case: T-OPEN
(a) We have Ay, A;T + open(el a™, x. ez) A, | q§1 L ¢.
(b) Show that open(5(7(e1)); a™, x.5(7(e2))) ~ open(8(y’(e1)): ™, x.5(1 (e2))) € 8(Ay) |
8(¢r) U 5(¢) Uy [¢'] [Ao]-

(c) We have as premises:
(l) Ao, A,F Fep: H(Qm.Al) | ¢
(11) Ao, \,d™; T, x: A Fey: Ay | ¢1.
(iii) Ao, A+ Az and Ag, A + ¢y
(d) Apply the induction hypothesis to 16(c)i and 16(c)ii to obtain:
@) AT > e L e e 3(a™A) | ¢
(ii) A, @™ T,x : Ay >>¢ e2~egeA2|¢1
(e) From 16(c)iii and Lemma E.22 and E.20 we have Aq + 5A(A2) and Ag + g(g{)l).
(f) Instantiate the first equality in 16d with ¢, and ¢’ and 6 and y,y’ to obtain §(y(e;)) <
57 (e) € 3(™.3(A1) | 5(9) U dy 9] [Ao]. o
(g) f 6(¢) U ¢y ¢ poset, (¢’) then by Lemma E.10 we have §(¢1) LI 6($) U @) ¢ poset, (¢'),
so we have the result immediately.
(h) Otherwise we have from 16f that:

() packlga] (¢ val. pack (] e} val .
(i) 3(7(er)) —* pack[3(¢)] (), 3(1" (e1)) —" pack[3(¢a)](e)

(iii) pack[8(¢2)](e}) ~ pack[8(¢2)](e]) € I(a™.5(A1)) | 8(9) Ly [¢'] [Ao]
(i) From 16(h)111 we have:

@) Ao+ 5(¢2), 5(¢2) zm
(i) ] 2 e/ € [5(g)/a™1B(A1) | 5($) U gy [4'] [Ao]
(j) Define 51 Sla™ > 5(¢2)] and y; = Lx ey =vlx — el
(k) We have yy, y; related at security level §(¢) Ll ¢, by Lemma E.42.
(1) Instantiate the second equality in 16d with ¢, and ¢ and 6; and 1, y; to obtain S; (71(e2)) X
81(v{(e2)) € 81(A2) | 81() US($) Uy [¢7] [Aol. R
(m) This is the same as [¢2/a™][e{/x]5(y(e2)) 2 [po/am] e [x16(y' (e2)) € [fo/a™] Ay
[$2/a™ 19 L 3(8) L gy [97] (B0 A A A
(n) Which is in turn the same as [¢,/a™][e]/x]5(y(e2)) < [pg/a™] [61,/?(]5(}7(62)) € d(As) |
5(¢1) W 5(45) U, [¢'] [Ao] from 16e.
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(o) We have
open(8(7(e)): ™, x.3(7(e2)))
" open(pack[(¢2)](e}); a™, x.5(7(e2)))
" [¢a/a™] (€] /x]8(7(e2))
and

open(8(1” (e1)); a™, x.5(7" (e2)))
—* open(pack[8(¢)](e!); ™ x.5(y (€2)))
—* [go/a™] [} [x]8(y (2)).

(p) Apply Lemma E.39 to 16n and each evaluation in 160 (using Lemma E.45) to obtain
open(8(7(er)): @™ x.8(7(e2))) < open(3(y’(en))sa™ x.5("(¢2))) € 5(42) | 8(1)LIS($)L
by 161 [Aol.

[m]
Lemma E.49 (Symmetry of open exact equality). IfA T >>i; er~e;€A|Pthen AT >>¢ ey ~
eg €A ¢
Proor. Proceed directly.
(1) Assume some Ag + ¢y and Ag + ¢’ and & : A ~> Ag and y <y er| ¢y [9'] [A ~ Ag].
(2) Apply Lemma E.45 to y, y’ to obtainy’ ~ y € T | ¢y [¢'] [A ~ Ao].
(3) Apply A + @', ¢y, 8, and y’, y to our equality assumption to obtain 8\(}7’(61)) < g(?(ez)) €

5(4)15(9) [¢'] [Ao]
(4) Apply Lemma E.45 to this to obtain the result.

O
Lemma E.50 (Transitivity of open exact equality). IfA T >>i; e ~ep €A|pandAT >>i; ey ~
e3€A|¢thenAF>>i; ey ~es€Al¢.
Proor. Proceed directly.
(1) Assume some Ag + ¢y and Ag + ¢’ and & : A ~> Ag and y <y er| ¢y [9'] [A ~ Ag].
(2) Apply Lemma E.47 to y to obtainy ~ y € T | ¢y [9'] [A ~ Aol
(3) Apply Ag + ¢, (/’)y, 5, and y to the first equality assumption to obtain 5(¥(e;)) ~ g(?(ez)) €

5(4) 16(4) [¢']
(4) Apply Ao + ¢ g{)y, 5 and y,y’ to the second equality assumption to obtain 5(}/(62)) ~

(1 (e3)) € 8(A) | 8(¢) [¢'] [Ao] R _ -
(5) Apply Lemma E.46 to 3 and 4 to obtain §(y(e;)) ~ 5(y (es)) € 8(A) | 8(9) [¢'] [Ao].
O

Corollary E.51 (Constant Function) If we have A;T + e : [Ar - ¢1] — [Az - ¢2] | 0 and c val and
$1 & poset (¢2) theno T % ¢ X A(x.ap(e;c)) € [Ar - d1] — [Az - o] | o.

ProoF. Proceed by stepping through the logical relation.
(1) Assume A;T + e : [A; - ¢1] — [Az - ¢2] | o and c val and ¢, ¢ poset,(¢z).
(2) Assume some A+ ¢, and A+ ¢, and 5 : 0w Aandy ~ ' €T | ¢, [¢2] [0 ~w> Al
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(3) Suffices to show (e) ~ A(x.ap(y’ (e); ) € [A1 - ¢1] — [Az- ¢l | ¢y [42] [Al.

(4) Assume some ¢, € poset, (¢]) and ¢; € poset, (¢2) and e; val, e] val and e, < e] € [Ar-¢1] |
#1 193] [A] .

(5) Suffices to show ap(y(e); e1) ~ ap(A(x.ap(y’(e);c));€;) € [Az - do] | ¢ [$5] [A].

(6) Apply Lemma E.10 to ¢y ¢ poset, (¢2) to obtain ¢; LI ¢; & poset, (¢2).

(7) Apply Lemma E.11 to ¢; LI ¢; ¢ poset,(¢2) and ¢, € poset,(¢,) to obtain ¢y L ¢] ¢
poset, (¢7).

(8) Observe that from ¢ L ¢ € poset, (¢;) we have !e SleeA | U #1 [o5] [A]

(9) From this we have e; ~ ¢ € [A; - ¢1] | ¢] [¢;] [A]

(10) Soe; ~ c € [A; - ¢1] | ¢1 [¢5] [A] from ey val, c val.

(11) Apply Theorem E.48 to the typing assumption in 1 to obtain

or>>izeie€[A1‘¢1]—>[A2'¢2]|°~

*

(12) Instantiate 11 with 2 to obtain y(e) ~ )7(6) € [Ar- 1] = [Az- @21 | ¢y [¢2] [A]
(13) Case on 12.
(14) If ¢, ¢ poset, (¢2) then by Lemma E.9 on this and ¢, € poset, (¢]) we have ¢; ¢ poset, (¢2).
(15) And by Lemma E.11 on this and ¢, € poset, (¢,) we have @] € poset,(¢;), so the result is
immediate.
(16) Otherwise, we have:
(@) y(e) —* ey, f(e) " e;, ey val, e} val
(b) ez ~e; € [A1 - ¢1] = [Az- 2] | ¢y [42] [A]
(17) Instantiate 16b with ¢] and ¢; and 10 to get ap(ey; e;) < ap(ey;c) € [Ay - d2] | ¢7 [¢5] [A]
(18) We have that:
@ ap(F(eie) — aplese) .
(b) ap(A(x.ap(y’(e);c));e;) =" ap(y’(e);c) =" ap(ey;c), since we know y’(e), ¢ val are
closed.
(19) Apply Lemma E.39 to 17 and 18 (using Lemma E.45) to obtain

ap(y(e)ser) ~ ap(A(x.ap(y'(e);c))sep) € [Az - 2] | 61 [45] [A].
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