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Permissions prompts are used extensively in modern computing systems to capture end-user privacy and
security choices. However, prior work reveals a significant gap between usability and effective security.
Applications must be subjected to manual review to ensure presented prompts are accurate. Moreover,
repetitive prompts often overwhelm users, leading to confusion and habituation towards consent. In this paper,
we demonstrate how to synthesize prior work in type systems for information flow with results from usable
security to both strengthen and simplify permissions prompts. By representing permissions requests via types,
the system can verify required functionality ahead of time, ensuring that displayed permission request Uls are
accurate. Types can be further exploited to provide ahead-of-time information regarding permission requests,
and when combined with results from the usable security literature, they unlock strategies for highlighting
access choices, consolidating related prompts, and communicating severity in the prompt interface, thereby
enhancing user understanding while reducing habituation.
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1 Introduction

Useful programs often require access to sensitive user data [5-7]. This is often negotiated through
interactive permission prompts served by the underlying application platform (like iOS, macOS,
Android, or Windows) on the first instance of user data being requested by the application [14, 15].
The prompts provide context on why the information is needed along with potential risks [14, 15, 30].
Whether the program is allowed to access to the data is, in an ideal world, determined by the end
user’s pre-existing privacy and security preferences [14, 21, 30]. For example, if one downloaded a
food delivery app, users would be prompted to decide whether they would like to transmit their
location to the delivery driver for more expedient routing.

There are a variety of ways prompts can appear visually—in part because there is no one-size-fits-
all option for all prompting scenarios [14]—but the majority tend towards offering granular choices.
That is, each prompt presented to a user only focuses on a single request for a particular piece of
data. While these fine-grained prompts can provide maximal control and contextual information
for acting on a given data request [14, 28], the benefit is simultaneously limited by their verbosity.
Studies found there to be lower comprehension rates for these fine-grained choices, from confusing
terminology [15, 21] to repetition of similarly styled prompts [3, 19]. Repeated prompting plays an
especially significant role in people’s privacy decisions, rapidly becoming infeasible in assessing
genuine security preferences by way of habituating users to answer affirmatively [4, 29, 30].
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2 Glascott et al.

Habituation is the “decreased response to repeated stimulation” and is often determined to be a
key factor in why users fail to remember prompt warnings [3, 4]. For instance, it has been shown
that only 2 to 3 exposures to the same pop-up warning will prime the user to begin to “tune out”
the information presented to them [3, 4]. The similarity in structure (as an allow/disallow prompt)
and purpose (indicating security preferences) between these warning messages and permission
prompts more broadly makes clear why the same issue arises throughout the latter [14, 19, 29].

On another note, software developers also struggle to create prompts that accurately convey
what the platform truly needs to function. iOS requires developers to specify "a user-facing purpose
string” to explain why the app needs that particular piece of data [7]. Similarly Android requires
developers to declare each permission in the app’s manifest and if needed “explicitly list which of
those permissions you are using and why” from API calls [5]. Yet, developers can make mistakes.
Studies show developers often do not understand or even read guidelines for how to follow privacy
and security regulations [8, 9, 20]. Further exacerbating the issue is that developers rarely prioritize
user-centered explanations, operating under the assumption that users are uninterested in, or
unable to understand, detailed privacy information [8, 9]. In addition, developers worry that users
may interpret prompts as “something bad” [9] and abandon the platform, ultimately creating a
tension between accommodating users’ privacy preferences and sufficiently expressive processes
for communicating them.

Building off these concerns, a programming language designed with special support for permis-
sions requests can offer prompts that precisely characterize what the system needs to function
without overwhelming users, encouraging the latter to make more informed decisions. We propose
a type system that decomposes a permissions request into pairs of sources and destinations, de-
scribing which data each request wishes to access—such as location information—and where that
data should be sent—such as the company’s servers, an advertising service, or another program—
followed by the options provided to the user in responding to the prompt. The type system then
statically checks the source-destination pairs against the program, determining which information
is being leaked and to where it’s being leaked using standard information flow techniques. It also
accumulates a list of all possible permissions requests the platform may need to present to the user
at run time, consisting of the cumulative source-destination information and metadata. This infor-
mation is fed into heuristics derived from the usable security literature for simplifying permissions
prompts. By joining similar requests, or altering initial requests to account for the knowledge of
future requests, the total number can be curtailed. Any permissions requests ultimately seen by the
user may have originated from a large number of coalesced and transformed prompts.

The general idea of grouping and bundling as strategies for minimizing permission prompts is
not a new one. Multiple studies examining how users interact with privacy decisions suggest that
structuring and grouping related permissions can help users stay focused and better understand the
available choices [1, 14, 15]. Android developers use permission groups to “minimize the number
of system dialogs that are presented to the user when an app requests closely related permissions”
[5]. An interface design study with multiple privacy decisions at once found that grouping privacy
settings helped users to navigate complex settings [1]. Caution must be exercised, however: for
instance, Android permission groups have been known to result in overly broad permissions
requests, encouraging developers to request more than what the application needs [10, 25].

To exploit the advantages of grouping permissions while avoiding its pitfalls, we build a variety of
HCI design recommendations into the type system to inform how the permissions request data will
be grouped and transformed to efficiently represent the available range of security choices while
evading habituation. These same HCI heuristics will be used to influence the final presentation of
the prompts on screen. Thus from start to finish, the type system verifies the core of each request,
groups related requests, and outputs a finalized prompt tailored to the request scenario. This prompt
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let user_location = secure_read(Location); // Pull metadata information

let google_socket = http.open("google.com"); // Destination defined

// => Prompt: "Would you like to share your location to Google?"
let request = req user_location google_socket [Once, WhileUsing, DontAllow];

o Ul A W N =

Fig. 1. Logic for Initiating a Permissions Request

will be presented to users when the program executes. We describe in this work our in-progress
designs and goals for exploiting the interplay between information flow typing and permissions
prompting to make stronger guarantees of permissions prompts from the formal view and that of
usability concerns.

2 Information Flow Typing

In order to maintain knowledge of precisely which data is being accessed by a permissions request,
we deploy a standard theory of information flow typing [13, 23], in particular, Structural Information
Flow [16]. This provides a simple regime for tracking the provenance of all data in the program,
providing information at the point of a permissions request regarding precisely which data stands
to be leaked. Permissions prompts are modeled as declassification within the information flow
theory, that is, the intentional allowance of potentially insecure data flows.

Specifically, permissions requests appear in the program as expressions highlighting which data
needs to be accessed and to which destination it will be sent along with any extra metadata—like
the level of access being requested or a structured description of the reason for the request. For
instance, the expression corresponding to a prompt like "Would you like to share your location with
Google?" might look like that in Figure 1. We store a location on the first line, then open a socket to
Google on the next. On line 6, where the keyword req is invoked to initiate a permissions prompt,
the type system analyzes the first argument user_location to determine which information is
being leaked to its second argument google_socket; in this case, it infers this is location data due
its information flow dependency on secure_read(Location) on line 1. As its third argument, req
is passed the options to appear in the permissions prompt.

The source-destination information produced by the type checker is used to inform the grouping
of permissions requests and the final design of the presented prompt. This is done by placing
each seen request into a "ready-to-prompt" list. Yet not all prompts in this list may need to be
presented separately—indeed, this may ultimately be detrimental to obtaining accurate privacy
choices from users—so we’d like to preprocess this list to collate requests. Multiple requests will
be compared to find commonalities in function and purpose. Namely, those with similarities in
source and destinations may be joined. The particular heuristics we deploy here will be discussed
in section 3. Information is never lost throughout this process; joining permissions requests always
results in a prompt which contains information from both. This will further inform different layout
and visual styling strategies for the presented prompt to be discussed in section 4. Thus, the once
multiple, individual requests are removed from the "ready-to-prompt” list and replaced by the now
grouped request. Where an individual request within the group would have triggered, the grouped
request now triggers instead and obviates the need for further prompting due to discharging a
wider range of requests—which it knows would likely have been requested later—in one prompt.
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3 Mechanizing Usable Security Guidance

Past research in usable security has observed a number of factors which play a key role in producing
usable and secure permission prompts. There is widespread consensus that users need to understand
why an application is asking for particular information [2, 15, 18, 21, 22, 24, 26]. The principle of
contextual integrity suggests that it is essential for people to notionally understand the flow of
information within an application to provide context regarding the appearance of a given prompt
[22, 29, 30]. That is, modeling permissions prompts around the user’s mental models of a program’s
data flows can significantly ease their privacy concerns and leads to higher comfort ratings [21].

Nevertheless, for the information contained within a prompt to be at all effective, user attention
must remain focused on the prompt. This can be a challenge considering behavior surrounding
permissions prompts has been found to be bifurcated between two primary kinds of users. The first
are the contextual users, who fully interpret what is being asked of them and make careful decisions
based on their particular preferences developed over the long term [1, 15, 22, 30]. The second are
the defaulter users, who do not fully understand what is being asked of them and rely on simple
heuristics and short-range preferences to quickly discharge permissions requests [1, 15, 22, 30]. The
first kind of user prefers being given granular control over privacy preferences with a maximum of
contextual information, whereas the second kind prefers fewer, and more succinct, prompts. We
should aim to cater to both groups despite their opposite dispositions, making this a complex task.

To strike the correct balance between contextual clarity and simplified design, we will focus
on automatically organizing and consolidating requests following recommendations from the
literature. First, the source component of each request will be used to categorize into it into a
permission group like app activity, app performance, calendar, camera, contacts, devices, files,
financial, health and fitness, location, microphone, personal info, photos, messages/SMS, and videos
[5, 20]. Request types falling within the same category will be grouped together (e.g., generic
documents and audio files under files). These groupings follow the mental models of users and
developers surrounding platforms like iOS and Android, with users preferring categorization by
similar data types [1]. If there is a data type that has not already been categorized or does not fit
under any of the defined groups above, it is up to the developer define a new group or allow that
request to remain as an individual prompt. Observe the importance of sound information flow
tracking to this simplification: we must be able to know that we are not producing inaccurately
categorized permissions prompts, since this would lead to users being misled about what data they
are releasing. Indeed, this assurance follows from typing. It will be essential, in general, that our
simplifications operate on such soundly calculated information.

The next step is to assess requests based on their role in the function of the program. If two
requests are in different permission category groups, but both are needed to achieve a certain
function (broadly, being sent to the same or similar destinations), the requests can be joined together.
In this process, neither of these requests will be moved under the other’s permission category since
we do not want to violate the meaning of the predefined category. Rather, the two requests will be
formed into a new unique group separate from their original category. For instance, imagine a user
downloads a mobile app that specializes in video conferencing. Our simplification procedure might
recognize that there are two requests needed for interactive video chatting: microphone and camera
access. It recognizes they originate from two different categories, but both are destined for the
video call function. Thus, to align with the user’s mental model of the reason for the request while
minimizing habituation, these requests will be merged. This example will be elaborated further in
section 4, where we discuss the resulting prompt UL

We may not wish to apply the simplifications we have discussed thus far in all cases. For
instance, it should be taken into account whether one request poses a higher risk than another.
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We want to ensure that higher-risk requests (e.g., those for more sensitive data) are sufficiently
distinguished from those of lower-risk. Moreover, users may be more protective of certain kinds
of information than others. Studies have shown that users exhibit the highest privacy concern
for data categories like financial information, and lesser concern for categories like app activity
(e.g., browsing habits) [12, 27]. Based on established user privacy concerns, groups representing
financial and personally identifying information are classified as high risk; health and fitness,
location, contacts, microphone, camera, messages/SMS, calendar, photos, and videos are classified
as moderate risk; and miscellaneous files, devices, app activity, and app performance are categorized
as low risk. To take another example, imagine a user downloads a mobile fitness app for tracking
physical activity like running, biking, etc. At runtime, users will be asked if they would like to share
their location to track where they go and also to share their motion activity to track their speed and
calculate health metrics for their body. Once more, the system recognizes these are two different
permission categories that go to the same destination of the activity tracking function. It may
seem plausible to merge them, but after checking the risk levels of each prompt, our simplification
procedure avoids doing so. Health and fitness information, and location information, are both
high risk data, meaning users should be allowed to make more granular choices for each [12, 27].
Therefore, in the case of the fitness app, there will be two separate prompts for each request.

Prompts’ access choices stand to be improved as well. Often users are given options like "Allow
Always," "Allow While In Use," and "Allow Once," or simpler binary choices like simply "Allow" and
"Don’t Allow". While "Allow Always" may seem like the simple choice to avoid being repetitively
asked, it can lead to significant over-privileging, granting the application persistent access to
sensitive data even when the user is not actively using a relevant feature, thereby violating the
user’s contextual integrity expectations [22, 29, 30] and allowing for the collection of data for
secondary, often undesired, purposes [30]. Granting unrestricted access is reasonable only in
limited circumstances, such as for a mapping application that will need location data even when the
screen is not turned on. Presenting simpler binary choices yields even worse results in contributing
to user habituation towards accepting prompts [15], due to being given a presumably all-or-nothing
choice for a piece of the application’s functionality. The milder "Allow Once" gives users the option
to allow access to data only for a single instance, but this might not be the right choice if the
function is repeatedly used and the prompt must be served repeatedly. As mentioned, only 2-3
repeated prompting appearances are needed before users exhibit habituation [3]; prompting every
time is a well-known design mistake [30]. Our heuristics ensure that "Allow Once" will only be
highlighted over other options if, given our knowledge of all the permissions requests the program
may make, similar requests will not be re-made often. Roughly, if a prompt appears in the request
list less than twice, highlight "Allow Once", if more than twice "Allow While in Use", if significantly
more "Allow Always." We have also been exploring creating application-specific access options
based on these statically observed usage patterns; for instance, that of camera access only being
allowed for a particular video call is discussed in section 4.

Finally, we wish to handle appropriately merging structured descriptions of request justifications.
In the naive case, this could be handled by concatenating the corresponding description strings
with “and” in the middle. However, as hinted by calling them structured descriptions, they will be
organized into a schema that allows them to be combined to produce more satisfying and concise
results than the naive strategy suggested. We do not go into detail on this point, in part because we
are still iterating on a sufficiently general design, but also because the description largely does not
interact in an interesting way with the rest of the system (including typing and our simplification
heuristics) beyond acting as extra metadata. Pitfalls of prior work include failing to help users
make the correct security decisions because the description’s scope is often misunderstood, with
respondents believing it is either “narrower or broader” than its true meaning [15]. This can mean
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that users do not understand whether access continues in the background or what specific data is
being collected [2].

Drawing upon these findings, here is a summary of the usable security and privacy heuristics
discussed that will influence groupings and permission prompt user interfaces:

(1) Category: If requests are a part of the same predefined permission category (e.g., ‘files’),
keep them grouped together to promote consistency and align with users’ mental models of
the platform. Granting a request originating from a specific category does not grant access
to the whole, only to the specified data within it.

(2) Function/Destination: If requests, even from different categories, disclose data towards
similar file paths or are broadly required to achieve a single user-facing function, group them
together to align prompts with the user’s notional understanding of the application.

(3) Risk: If one request presents a significantly higher risk than another, do not group the
requests but allow the user to make separate, granular decisions for sensitive information.
Moderate to low risk requests might be grouped together.

(4) Access: If the request is for access regularly needed for the application to perform properly
(i.e., not a rare, one-off event), highlight "Allow While In Use" over "Allow Once" to reduce
habituation while maintaining contextual control. Highlight "Allow Always" for requests
that need background access.

4 Design and Implementation

After type checking and collating prompts, they are ready to be finalized into visual, interactive
permission prompts. As discussed prior, comprehension is critical to how users interact with the
prompt [2, 15, 22, 24], so simple wording and layouts are key [1, 11, 17]. Particularly for merged
permission prompts, it is important that they faithfully convey their merged semantics to users.
Thankfully, this is relatively easy—it turns out the simplification procedures have done the hard
work already by ensuring prompt data remains faithful to the behavior of the program. All that
remains is to follow some final guidance from the literature on how to present them.

We use the data points generated from the simplification procedure—namely, request category,
relationship to functionality, and severity—to aid in generating the request UL Permission categories,
along with the destination the request data will be sent to, influence the title of the request and will
help users identify which of their data is being leaked (and where to). This is the very first element
of the UI seen by users and heavily influences their choices [1, 11, 17], so it’s important to be direct
and to-the-point here. The simplistic nature of the request categories from the prior section makes
this easy. The request description and options are populated straight from the request metadata,
and may be decorated by e.g. highlighting certain options in the request UI (owing to the heuristics
for optimizing access level choices described prior).

Let’s walk through the example shown in Figure 2. Consider the user experience when viewing
the permission requests for a video conferencing app: the current approach on mobile platforms
typically displays two separate prompts which may or may not be faithful to the program’s actual
functioning—one for camera access and one for microphone access (demonstrated by the two
prompts on the left). These prompts appear back-to-back, have a very similar visual structure, and
crucially, lack clarity regarding the scope of "Allow," leaving users confused about whether access
continues in the background or is limited only to when they are actively on a call. This repetition
and ambiguity create a frustrating and interruptive experience for users. In contrast, the proposed
system (shown on the right) uses a single request that groups the camera and microphone requests
due to their shared function (the "Call" feature). The description succinctly describes the purposes
of both requests, and the access choices are specialized to the application’s precise usage of the data
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(while the app is running, only for the singular flow to the call being initiated, or no access). The
second design offers specific choices which both enhance user control and comprehension while
minimizing prompt fatigue. In addition to being more usable, it has also been validated against the
program’s behavior; so the added complexity of the prompt does not carry with it the potential for
security bugs or increased burden on app platform reviewers.

“Video Call” to connect
0 your Camera

Fig. 2. This is the interface of an example app called Video Call for online video conferencing. The left two wire
frames demonstrate how a non-typed requests would prompt users and the right wire frame demonstrates
how a typed request would prompt users.

This example may seem quite straightforward, so let’s consider another example where it’s less
clear how the merging strategies apply. Consider a mobile app called Drive for managing and
storing files on your device, where one of its core features is connecting information stored on other
devices a user may own. The three examples on the left side again represent the current approach
using conventional requests: first, a prompt to enable Bluetooth; second, a prompt to sync files from
the user’s iPad; and third, a prompt to sync files from the user’s personal computer, all appearing
sequentially and causing interruption and fatigue. The user is also only given the options to "Allow"
or "Don’t Allow," which conveys little information about the nature of the application’s access.
Consistently in the background? Just for the one file transfer? It’s not clear. To the right side is
the single, typed, verified request that addresses these issues by grouping the Bluetooth activation,
iPad sync, and PC sync requests together under the singular function of "Sync External Files." This
consolidated prompt clearly articulates its purpose and offers comprehensive access choices—such
as "Allow While In Use" and "Allow Only for This Sync" to enhance user control and communicate
mental models of the kinds of permissions being granted while minimizing interruptions in using
this multi-step file synchronization feature.

Ultimately, the goal of this implementation is to offer unique, intuitive designs for system requests.
There is no one-size-fits-all solution for permission prompts, so it is critical to capture information
that enhances not only user privacy awareness but also the overall user experience. The annoyance
and frustration that current repetitive and vague prompts cause can lead to habituation, effectively
blocking users from making meaningful privacy decisions. This implementation is therefore an
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Fig. 3. This is the interface of an example app called Drive for file storage. The left three wire frames
demonstrate how a non-typed requests would prompt users and the right wire frame demonstrates how a
typed request would prompt users.

attempt to bridge the gap between usability and security, an endeavor from which developers also
benefit. Our system attempts to maintain both the faithfulness of the prompts to the program
while empowering the end user to make better choices, exploiting the interplay between these two
concerns.

5 Limitations and Future Work

While we’ve presented our initial ideas for prompt visualization and illustrated the effectiveness of
our heuristics in a few scenarios, the precise timing and context in which these grouped prompts
appear is another critical factor mentioned in the literature that remains to be explored and
implemented in this design. Most importantly, these designs must be empirically tested in a live
environment. To facilitate this, future goals for this work include designing and implementing a
live website for users to interact with as part of a user study. This includes fleshing out the design
of our type checking procedure, heuristics, and generated prompts more fully, to enable eventual
implementation in a realistic setting. Accordingly, we wish to explore many more scenarios to
further refine the heuristics for checking and grouping processes, which will necessitate additional
literature review and platform exploration beyond the limited scope discussed in this work.
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