





The part we care about:




The part we care about:
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flow mod network_10 ->! mod passwd_check;

flow mod network_1o0 ->! mod db_handle:

flow mod db_handle ->! mod network_1i1o0:



declassify

allow
endorse












flow .config.tls.key ->! fn do!(); This is Where ROCkEt SEts
flow .config.tls.key ->! *; up TLS

let mut listener: Either<Tcplistener, TlsListener> =
Left(TcplListener::bind(addr).await.map_err(ErrorKind: :Bind)?);

if self.config.tls_enabled() {
if let Some(ref config) = self.config.tls

with flow .config.tls.key -> config {

let conf = config.to_native_config().map_err(ErrorKind::Io)?
with flow .config.tls.key -> conf;

flow .config.tls.key -> listener;

listener =

Right (TlsListener: :bind(addr, conf).await.map_err(ErrorKind: :Bind()?);

listener = allow listener:



flow self.config.tls.key ->! fn io! ();
flow self.config.tls.key ->1 *;

let mut listener: Either<Tcplistener, TlsListener> =
Left(TcplListener::bind(addr).await.map_err(ErrorKind: :Bind)?);

if self.config.tls_enabled() {
if let Some(ref config) = self.config.tls

with flow self.config.tls.key = config |

let conf = config.to_native_config().map_err(ErrorKind::Io)?
with flow self.config.tls.key -> conf;

flow self.config.tls.key -> listener;

listener =
Right (TlsListener: :bind(addr, conf).await.map_err(ErrorKind::Bind()?);

listener = allow listener:



Bind a variable which initially
holds a TCP socket

TcpListener: :bind(addr)

if self.config.tls_enabled() Che(:k that TI'S 13
if Some(ref config) enabIEd

config.to_native_config()

Extract TLS
config

TlslListener: :bind(addr, conf)

Create a TLS socket



Prevents flows to

flow .config.tls.key ->! fn io! () . . o
flow .config. tls.kez -> side-effecting functions
+ prevents flows to

all variables

if let Some(ref config) = self.config.tls
with flow .config.tls.key -> config

let conf = config.to_native_config().map_err(ErrorKind::Io)?
with flow .config.tls.key -> conf

with f1ow Insertsthe flow policy
between binding and Initialization



let conf:
flow self.config.tls.key -> conf;
conf = ..;

let conf =
with flow self.config.tls.key -> conf;




flow .config.tls.key ->! fn io!();
flow .config.tls.key ->!

These are all

overrides
with flow .config.tls.key -> config
with flow .config.tls.key -> conf
flow .config.tls.key -> listener

This call IS
permitted

TlslListener: :bind(addr, conf)

We allow any
further flows here

listener = allow listener:

























flow mod network_10 ->! mod passwd_check;

flow mod network_1o0 ->! mod db_handle:

flow mod db_handle ->! mod network_1i1o0:






flow mod network_10 ->! mod passwd_check;

flow mod network_1o0 ->! mod db_handle:

flow mod db_handle ->! mod network_1i1o0:















IFC IS neat, and 1t's worth finding ways to make
It more accessible and pleasant to use

User-facing lattices do more harm than good



